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1. Umbrella CHA| 2 E0i| M| A 5104 Deployments(#%) > Roaming Clients(2 2 22}0|E) >
Download(CH2 2 E) > Download Module Profile(2& ZZI} CIR2ZE)Z 0|S 5P04 Secure
Client Umbrella Module Profile(orginfo.json)2 Ct2 2 E=gf L|C}.



Download Cisco Secure Client

Cisco Secure Client (Recommended)

S1ep 1. Downiload the latest version of Clsco Securs Cilent

Pre-Depioyment Packige

dows (KBEIES) | Windows (A

Headend Deployment Paciage:

Peote: Eariler versions of Cisco Secure Client can be downlodded o1 Software

Sep 2. Download the Umbrella Reaming Security Module Profie
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Download Cisco Secure Client

Cisco Secure Client (Recommended)
51..p1.nmmum-mmumm‘clmmncum

Pre-Deployment Package

Headend Deployment Package:
G8) | Vindows [Am) | macOS

Peote: Eartier versions of Cisco Secure CHent Can be downloaded 3 Soltware
Canral

Sep 2. Dewnload the Umbrella Reaming Security Mosuls Profie

34747396644884
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hdiutil convert -format UDRW -o



user@mac0S- Desktop % hdiutil convert cisco-secure-client-macos-5.8.8@0556-predeploy—k9.dmg —format UDRW -o cisco-umbrella.dmg
Reading Protective Master Boot Record (MBR : 8)..

Reading GPT Header (Primary GPT Header : 1)..

Reading GPT Partition Data (Primary GPT Table : 2)..

Reading (Apple_Free : 3)..

Reading disk image (Apple_HFS : 4

Reading (Apple_Free :
Reading GPT Partition Data (Backup GPT Table :

Reading GPT Header (Backup GPT Header
Speed: 152. 4Mbytesfsec

Savings: ©.8%
created: /Users/user/Desktop/cisco—umbrella.dmg
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B ACTransformsxml [3 T
B ampenabler
- [l feedback
B iseposture
- Il nvm
B9 umbrella
I vpn

| N ] B umbrella
Name Date Modified

= Orginfo.json
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B ACTransforms.xml

7 mm ampenapier
> B feedback

> [ iseposture
> @ nvm

> @ umbrella

> vpn

¥ B ACTransforms.xml

<!— Optional AnyConnect installer settings are provided below. Uncomment the setting(s) to perform
optional action(s) at install time. —=
<Transformss
<DisableVPN=true</DisableVPN=>
«l— spisaviecusitomercxper tencerecopack>true</DisableCustomerExperienceFeedback> ——=
</Transforms=
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5. C}2 © 2 install_choices.xmlO|2t= AH IS DS L|C} o] It Mx|E RES K|HE 4= Q)
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installer -pkg /volumes/Cisco\ Secure\ Client\ /Cisco\ Secure\ Client.pkg -showChoiceChangesXML > ~/Dow

« DES AFEH 022 ZES HOo|FLICt.
- DES MXIGIBAH1ZE 2ES HolgLct
ol U2 +HE dmg IHAUT 22 ECHof 2l0{oF BLICH BC| TEE O+ AT BIXNT HIZE 4
A& LCt.
Name . Date Modified Size Kind
7 cisco-secure-client-macos-5.1.7.80-predeploy-k2 Today at 13:25 --  Folder

By cisco-secure-client-maco....1.7.80-predeploy-k9.dmg Today at 12:52 166.4 MB Disk Image
install_choices.xml 21 Jan 2025 at 14:39 G KB XML text
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visible
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choice_anyconnect_vpn
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attributeSetting

choiceAttribute

enabled

choiceldentifier

choice_anyconnect_vpn

attributeSetting

choiceAttribute



selected

choiceldentifier

choice_anyconnect_vpn

attributeSetting

choiceAttribute

visible

choiceldentifier



choice_fireamp

attributeSetting

choiceAttribute

enabled

choiceldentifier

choice_fireamp

attributeSetting



choiceAttribute

selected

choiceldentifier

choice_fireamp

attributeSetting

choiceAttribute

visible

choiceldentifier



choice_dart

attributeSetting

choiceAttribute

enabled

choiceldentifier

choice_dart

attributeSetting



choiceAttribute

selected

choiceldentifier

choice_dart

attributeSetting

choiceAttribute

visible



choiceldentifier

choice_secure_firewall_posture

attributeSetting
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enabled

choiceldentifier

choice_secure_firewall_posture
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selected

choiceldentifier

choice_secure_firewall_posture

attributeSetting
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visible
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choice_iseposture

attributeSetting
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enabled

choiceldentifier

choice_iseposture
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selected

choiceldentifier

choice_iseposture
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visible

choiceldentifier

choice_nvm

attributeSetting
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enabled
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choice_nvm

attributeSetting

choiceAttribute

selected

choiceldentifier

choice_nvm

attributeSetting



choiceAttribute

visible

choiceldentifier

choice_secure_umbrella

attributeSetting

choiceAttribute

enabled



choiceldentifier

choice_secure_umbrella

attributeSetting

choiceAttribute

selected

choiceldentifier

choice_secure_umbrella



attributeSetting

choiceAttribute

visible

choiceldentifier

choice_thousandeyes

attributeSetting

choiceAttribute



enabled

choiceldentifier

choice_thousandeyes

attributeSetting
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selected
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choice_thousandeyes

attributeSetting
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visible
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choice_duo

attributeSetting
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enabled

choiceldentifier

choice_duo

attributeSetting
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selected
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choice_duo

attributeSetting

choiceAttribute

visible

choiceldentifier

choice_zta

attributeSetting



choiceAttribute

enabled

choiceldentifier

choice_zta

attributeSetting

choiceAttribute

selected



choiceldentifier

choice_zta
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hdiutil convert <source dmg> -format UDRO -o <output dmg>
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https://support.kandji.io/kb/configure-the-login-background-items-library-item
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#!/bin/bash

# Optional extract the ZIP file.
#unzip "/var/tmp/Cisco Secure Client 5-1-7-80.zip"

(Kandji extracts to /var/tmp by default)
-d /var/tmp/

# Mount the DMG.
hdiutil attach "/var/tmp/<Folder Name>/<Output dmg file.dmg>"

# Run the installer with our xml choices file.
installer -pkg "/Volumes/Cisco Secure Client 5.1.7.80/Cisco Secure Client.pkg"

# Check installer exit code.

if [ $? -ne 0 1; then

echo "Error: Installation failed."

# Add any necessary cleanup or rollback actions here
exit 1

fi

# Unmount the DMG.
hdiutil detach "Cisco Secure Client 5.1.7.80"

# Remove the temp files & folders.
rm -rf /var/tmp/<Folder Name>

rm -f /var/tmp/<Filename.zip>

exit O
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https://support.kandji.io/kb/system-extensions-overview-and-guide
https://support.kandji.io/kb/deploying-custom-apps
https://www.cisco.com/c/ko_kr/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ko_kr/support/web/tsd-cisco-worldwide-contacts.html
https://docs.umbrella.com/deployment-umbrella/docs/open-a-ticket-with-umbrella-support
https://docs.umbrella.com/deployment-umbrella/docs/open-a-ticket-with-umbrella-support
https://docs.umbrella.com/deployment-umbrella/docs/open-a-ticket-with-umbrella-support
https://docs.umbrella.com/deployment-umbrella/docs/open-a-ticket-with-umbrella-support
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