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#!/bin/bash

# Define the file path

FILE_PATH="/opt/cisco/secureclient/umbrella/orginfo.json"

# Define the JSON content
cat <<EOF > "S$FILE_PATH"

{

"organizationId" : "OrgID",
"fingerprint" : "Fingerprint",
"userId" : "UserID"

}

EOF

# Set appropriate file permissions
chmod 644 "$FILE_PATH"

echo "JSON file created successfully at $FILE_PATH"

%4 Pro
Settings :  Computer managemen Seripts
g1 Dashboard
& orglnfo |son
Ll Computes
Cb Devices
& User Made Theme
Default ~ Default
& Settings
Copied!
34452906673812

JAMF 2 4

JAMF Z2H2 Cisco Secure Client with Umbrella 20| FA|£|= &

P

AEBELICHOH): O] R0| A



3. Mo = Custom(AEXRL X|H)0M MY + Ues MER X|H BB E FHE + U&LIC
O| =S A3 Ol AlSHst= Tdade ot a Zra Lot
o122 20 x 20O - OO L = EH .

sudo jamf policy -event <custom_command>

ﬁ Pro @ &
& Computers = Policies
EiCompnteEs « Cisco Secure Client Installation
=
Cb  wencory
= Search inventory General
® 3] General
Licensed Saftware @ Pockones

fa) Software Updates

Policios

Configuration Scripts

Profiles L ot

g s Printors Trigger

Disk Encryption Startup

s heE w , iqute W

Patch Management a Lagin
B Dock ltems

IS Local Accaunts

-!. Mansgement Accounts

4. Packages(Z 7| X|) > Configure(Tt )& ME45t 1 Cisco Secure Client I 7|X| 0| Q= Add(F
7hHE MEfgL(CE

- HiZE X[ ot2Holl M Z+ HAFEQ| 7|2 Hix X|™HS MEiFLICH
. Action(%td) of2Hol| A Cache(HAl)Z ME#ELICE,



Computers : Policias

« Cisco Secure Client Installation

Options

General

Packages
1 Package

soﬂ-nare Updm:s.

Dock ltems

=
b s
b S

0 Dock Irems

Lﬁtﬂl ﬁ::nnul&

Policies

Computers ©

P —
Packages
Distribution Point
Distribution peint 1o download the
Each computer's default distribution point -
Cisco Secure Client 5.1.7.80
Acthon
Cache b
I: =

ALERto| He

—_

« Cisco Secure Client Installation

Target Computers

Computers §

Specilic Computers

6.Install Choices 2!
NEE & ol

AR —
5 Pro

o Computers

=
(] Inventory
Search nwent
2 ary
Search Violurme
& Content

Licensed Software

Content Management
Policies

Configuration
Profiles

Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Groups.

Smart Computer

Targets

Targat Users
ta Users

: to degloy the palicy 1o

- Specinc Users

I orginfojson AT BIEE
M £ 2UB AIE

Computers :  Policles

« Cisco Secure Client Installation

Packages

@ em Scripts
r[-a,‘] Software Updatvs
HA Conflipanid InstallChoices
- S:npts Priority
e Priceity to use for nunning the script in relation to
" Bedore =
Printers
KK = 0 Printers
Parameter Values
g DiskEncryption Vahias Paramaters 1-3 ane peedein

Mt Cornfigurad
Farameter 4
Dock Items

0 Dock Remd

Parameater 5
Local Accounts
0 Accours

ManagementMcounis Parametir B

Limitations

clher actkns

il 85 RGURE L, S0

UL NAFE, AR LbiFe

Exclusions

(i
ofi

rr

Cancel

i

®

Do



"1 Pro ® g

Computers @ Palicie

< Cisco Secure Client Installation

B g Computers

| =1
o Imventory Options
83 S & Packages *
1 Package info.json "
Search Volume orginta.js
& Content
@) Software Updates Priority
Licensad Software Hot Confiqured Pricaity to wsa for nanning the scrips in relation 1o other actions
g s Allor
Contant Managament 2 Carigits
Parameter Valu
Policies . Printers —
w = ioes
Configuration Parameter 4
Profiles
g [DiskEncryption

Software Updates
Parameter §

Restricted Soltware Dock items
0 Dock lnems
Mac Apps

Local Accounts Paraméter 8

Patch Management

= = 0

eBooes Management Accounts Parametar 7
r 7
Groups
&
©
Smart Computer . Cancel

7. 0| HY¥ 2 AldlSlo{ MEHSH @ E O] Q= Cisco Secure Client IH7|X|E & x|of| M x|&L|Ct

CHOICE_FILE="/Library/Application Support/JAMF/.AnyConnectInstallChoice.xm1"; JAMF_WR="/Library/Applica

4 Pro ®

Computers :  Policies
< Cisco Secure Client Installation

# g Computers

= | o
=

Search inventory Eouts a
up hing for the filg
Search Volume § Management Accounts
£ Comnt Mot Confiqured Search For File
Licensed Software Directory Bindings ganee i
m 0 Badlings
ontent ' n  EFl Password Saarch For Process
Policies B contiqured I i This :

Configuration
Profiles

Restart Options

Mt Configurned Kill process if found

Software Updatas +  Maintenance
Mot Configurod

Restricted Software

Files and Processes.
Mac Apps o S

Configured

CHOICE_FILE =*/Library/Application SupportlJAMELAnYConnectinstalChaice.ami”; JAMF_ WR="/Library/Application Support/JAMF/Waiting Room™; inst

Patch Management
Microsoft Device

eBooks M Co ce

Groups

AlﬁE-ll §|'X|-9_| Xl.E AE-Iil __I'Lé;l
3 .S JAMFE AF8 35104 Umbrella 2 & 0| Z & El Cisco Secure Client7t AFEXF 43 28 90|

SHIE2A A™E|T== Cisco Secure Client2| Z A|AH| &3S 25T {2 ELICH.

1.4

B> Z2Hx el > 72H Z2EH > M2 BHE7(|2 o|SFLICH

3H



2. ZZubol TRE OIBS XKD HF U Luf Wi

3. LevelO| AFE =22 MHEE|U=K| &lgL|Ct.

0 Computers

Fventory
Search Inveniony

Search Volume
Content

Licensed Softwane

Content Mansgement
Policies

Configuration
Profiles

Software Updatos
Restricted Software
Mac Apps

Patch Management

aBooics

Grsips

Smart Computar

Static Computer

Groups

= Computers

s
Poscies

Configaration
Profiss

Computers

% General
5 Accessibiity

4 ACME Certiicate

» gy AD Certificate
O ot cors

AirPlay

i Application &
@ Custemn Settings

Approved Kernsl
B Extensions

Cisco Secure Client

General

Category

Networkng  ®
Lewvel
Compuser Level  ~

Bistribution Method

Install automancally

O|Z: Cisco Secure Client - A|AE! &%}
N

= 2% 9 Y

AlB4 X} DESY96K9QP
=l A|AE 23 com.cisco.anyconnect.macos.acsockextE

o SEENEM NG

3 2 El A|AE BHE

Cisco Secure Client

s 0
. System Extensions

B s

Allowed System Extensions and Teams IDs

5. CHE AlAT &g %7152 5188 B 1D L AlAH
JHCHE OIS O ¢S 2

« E A| O|&: Cisco Secure Client - Al

|>
L
o
Zal

- AAE ST R ALH ST RY 58

o

MENSE OIS SaveE

M

EHS
=N

-



- &l Al¥}: DE8BYISKIQP
AR Y RH HS HEND 2
Computers :  Con
8 Computers ¢ Clsco Secure Client
Invwentony
Search Inventory 0 System Extemslons -
Search Volume
Contert %  Goneral
I ( I Allowed System Extensions and Teams IDs
Licensed Soltwarne
_Ss'smm E:mlmons Display Namse
Cordent Mansgement e o | Clsco Secure Chent - System Extensions
Pobeits a
Configuration e
Praofiles

Saftwarg Upgates

Restricted Software

Toam Identifier

alch Management DESYSEKODS

eBoaks

ZH = LEof cier Ars dX| 78

CI=S 22, Umbrella 2 & 2| A1 ZIE{Q} Cisco Secure Client2| & 2t2tA|7} Qe Z2EI= ZE{of Cj
%I_|- x|.E A—|7(|E _—rLA-|oI-|__||:|.

1. 28x EHE AMELICH O3 HEE 6T dfez g43Eista 2fgeLich

E{ O|&: Cisco Secure Client - WebContentFilter
24Xt com.cisco.anyconnect.macos.acsock
e 2 A5
ZIE HE AKX} com.cisco.anyconnect.macos.acsockext
ZH XE 27 AtE:
anchor apple gt 2l AlE4X} "com.cisco.anyconnect.macos.acsockext" 2! (certificate
lTeaf[field.1.2.840.113635.100.6.1.9] /* QUS */ EE= certificate

1[field.1.2.840.113635.100.6.2.6] /* AUS* L certificate
Teaf[field.1.2.840.113635.100.6.1.13] /* QUS * L certificate leaf[subject.0U] = DE8Y96KIQP)

B B b 12>
>§ >$ >$ I



o4 pro P 3

Computers n Brofiles

; ot .
SComputera Cisco Secure Client

Cb Inventary

Soarch Inventory 0 content fitsr 1
& € content .
_ Content Filter Exchude il
Soarch Volume bl s o
& Content % General
Licensed Saftware Seting i
Content Filter
6 itiagy condhwind: B Filter Name [ @)
Content Management Display name of the filter in the app and on the device

Policies Chico Secure Chent - WebConentFiter

Configuration
Profiles

. Identifier [ o)
Software Updates Identifior for tha Mer plug-in

Rostrictod Softwan com cisco anyconmect macos acsock
Mac Apps g

Patch Management Serviee Addre

eBooks

Static Compuler

Groups

®g Pro P2
Computers Configuration Profiles

SiComputers « Cisco Secure Client

Iwvenitony

B

Search Ivventory

Search Volume
Content % Goners

[

Licansed Software
Content Filter
ey s e Socket Filter
TET istorther @
Pokcies Tgno m

Configuration
Profiles

Saftware Updates
Resiricted Scitware

Mac Apps

Paich Managemsnt AnChor Appie genenic 3nd ISNTer “COMm CHO0 ANYCONNEC! Macns ACEOCkext” and (carfcale leaflied 1 2 840 113634 100.6.1.5] / exists */ or certificate 1[fieid 1 2 830 113635 100 6.2 6] & exists *

eBacks

Geoups

Senart Computer

Browser Filter o

@

2. AF& Rt 32| ClOJEf Of 2ol £ 7HE 53] M3t Ch 2t YABLICH

2

| ru
T BT

B
|0 |m | m (o
N
\

O | [im | D2t | mim | mim | 5L

=
EELE o
e 52 |wad

ZEl 2391 g2 7

Umbrella 2 & & AF® 3104 Cisco Secure Clientd| CHst &t2| 201 =& 7445t CIHFO|A AlRf
Al Cisco Secure Client7} A= L|C}.



245t 248 Managed Login Items(Z 2|E 239!

=
=]

1. Scope(H) =

3q.
(=)

. 7
.I__IL

> A
Ik £ 40

. &

d

Computers

o Computers

Ivventery
Search invenicey

Soarch
Sontn

y amEged
Content Maragemant —
Configuration
Profiles
o| StCF Ol
_|_| =2 O =x

2. Umbrella ZE0]|

LE7t EdstE mf 2 FE

2 =
=

S OlE FAEH =

S

S _e=2 1=

Login items

L

= Cisco Secure Clients= JAMF & %M
FXI2 FAIOIRE =

Aldd

macOS &

x|. JH |.
: com.cisco.secureclient
XI: DE8Y96K9QP

« Cisco Secure Client

Managed Login Items

Setting

Managed Login Item rules

FA 7S

O|S3atoq C|HO|A EE= AFSALL] B

Q& L|CE.

Exclude all

Inchede

x4
(=]

1AH

m||u
lo
ot

L|C.

Mo 2B A 2 EE EB[H & &t
Ql&LICH EE= JAMFO| M MH|A ZE


https://learn.jamf.com/en-US/bundle/jamf-pro-documentation-current/page/Jamf_Self_Service_for_macOS.html
https://learn.jamf.com/en-US/bundle/jamf-pro-documentation-current/page/Jamf_Self_Service_for_macOS.html
https://learn.jamf.com/en-US/bundle/jamf-pro-documentation-current/page/Jamf_Self_Service_for_macOS.html

. Sign in

Wi-Fi
Bluatooth

Network

Motifications
Sound
Focus

Serean Time

B General

© Appearance
@ Accessibility
! Control Center
& Siri & Spotlight

® Privacy & Security

) Desktop & Dock
Displays
. Wallpaper
. Screen Saver

Legin Items
Open at Login

Item Kind

@ c cure Client - Any Application

Allow in the Background

VMware, Inc.

AnyConnect VPN:
Ready to connect.

Umbrella:
Umbrella is active

-

Connect




20 AL A7 A|IAE] DT (Network(L E R T) > Filter(ZE{)0il A DNS ZEA| £
Transparent Proxy (5 ANE HIEE3}stE{D A|TStHELT O EAM0 HHEE CHE
JAMFE &3l 2H = I E2dstE|2 2 7B Ao Z ChA| #435HE L

BHEZE
ZE{7

macOS &3l of 2] 714

macOS &340| Ml AAE xESEE MHEE AL, Cisco Secure Client & Sl 724 2
AE 0 S0 = F H F&rLCt.

rHJ
I>I-
rl-J
\%
@)
o
=)
—h
Q
c
=
o
o
=}
T
=
o
—h
)
2L
Y
H
W
o
o
End

1 Computers(;* F E{) > Content Management(

2. Cisco Secure Client Z4I|12i0|MH T2 E & MENSI T Hot 2 7Hel HEE &&L|CH
3. dHo 2 A /-&ELICt

« @3l8: Enable - % Hof CHet £ 41 944 o]


https://www.cisco.com/c/ko_kr/support/docs/security/umbrella/224837-resolve-macos-secure-client-umbrella.html
https://www.cisco.com/c/ko_kr/support/docs/security/umbrella/224837-resolve-macos-secure-client-umbrella.html

ofEEI7olMd olF

HE D

Cisco Secure Client - 27 =%t

com.cisco.anyconnect.macos.acsockext

Cisco 29t ZC0|E

DE8Y96K9QP

Cisco Secure Client - Z2EIx Z/E

com .cisco.anyconnect. macos.acsock

Computers | Conliguration Prafi

Slcomers < Cisco Secure Client

Setting

Fiirewall

Configuratian
Prafiles:

Software Updates

s

Firewall settings change

aryconnect macos. acsocke

DESYI6HIOR

& i & 2
E E EJ

O CHSG0 AMCON et Maes. sk



1: 0| EtAH|= 0]Fod| Cisco Umbrella £ E 215 A7+ HHEZ E|X| of 2 & X| EE& Cisco
Secure Client2| A HiZ 0f| 2t & ElL|Ct Umbrella Roaming Client &£ = Cisco
AnyConnect 4.10 22 0[2E0i|A{ Oto|1 20|44t 7Lt 0|Zlof 0|0 Cisco Umbrella £ E
RQISME til=Z8t B o] MMg HHE = A&t

Umbrella CHA|2 £ 9| Policies(Z%H) > Root Certificate(F E 215 A{)0il A Cisco Umbrella £ E 21&
ME CIR2EC=gLCt

1. Umbrella C A2 E 9| Policies(’3%H) > Root Certificate(F E 215 M)0{l M Cisco Umbrella Root
Certificate(Cisco Umbrella £ E QIZM)E Ct2E =g LCH

2. JAMFO{| A Computers(ZE1) > Configuration Profiles(Z1Z| 22| 0|M Z 21} 2l) > Cisco Secure
Client(Cisco Secure Client) > Edit(=8)2 0[S & LCt.

F74|01IA‘| O|Zof
FL|CH

4. Select Certificate Option(2/5 M 418 Z4)0{| A Upload(PZE)E MBSt
o
=

1
CH2 ZE 8t Cisco Umbrella Root Certificate(Cisco Umbrella £ E QIS A)E UZE

1101-



el
rr
Ral
bk
o
Q'I_l
Kl
Rl
021
o
rx
1
o
r
o

5. 047|0 M HIZHZ E F 5K

Computies

o Computers ¢ Clsco Secure Client

Certificate

Cisco_Umbrella_Root_CAcer
CM=Cista Umbrella Root CA, O=Cisco

06/28/2036

-
rr
J‘-’i'-'
o_ln
—|—
_Ll_
|:|
_l.L
0
=
©
]
=
1®)]
o
o
<

Umbrella 2& 0| /= Cisco Secure Client7} &3
debug.checkumbrella.com@ 2 O|S3&t7{L} CIS HAS ’é'%*i*l—llif.

dig txt debug.opendns.com

Zt £240{&= OrgID2} Z'2 Umbrella ZZlof| CHet 18t 2tad HE 7h T8t z|o{ok gfLch.

=

macOS 14.32] 5| Z3 dhed

= macOS 14.3 0|Af2| AL, "VPN Z2}0|HE o 0|MEJ =

Cisco Secure Client 5.1.x =
AsLich'etsE HIAIX|ZF LEEFLEEA

= =
X= o
ENMA Zt SAOEZE HHE =+

1. JAMFOIM 27 > HFE &2l > A3 EE > MZ BHE7(|2 o[SgfLch

L]

2. IR OB S XIXstT HFE Holgot,

3. A32E EioZ 0|55to{ Ct=2 2 F7H&LCt.

#!/bin/bash

# Create variables with the folder path and Cisco Secure Client app services
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app_name="Cisco Secure Client - AnyConnect VPN Service.app"
app_path="/opt/cisco/secureclient/bin/$app_name"

# Checks if the Cisco Secure Client services is already running
app_process=$(pgrep -f1 "$app_name™)
# If not, launch the Cisco Secure Client app services via "open -a" command

if [ -z "$app_process" ]; then
open -a "$app_path"

else
exit 0
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