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Configure MDM Push Certificate

4] i0S/iPadOS | i0S/iPadOS enrollment

Prerequisites

Bulk enroliment methods

tate an Appht MDM push ¢

3. 217 C}2 "Create your MDM push Certificate(MDM FA| QI A MA)"E Z 251 H
https://identity.apple.com/pushcert/2 2 Z|C|ZMEL|C}.

4. Apple Push Certificates Portal(Apple ¥ A| 215 A 2Z&)0{ A "Create a Certificate(R!E A
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Confirmation

¥ou have successfully created a new push certificate with the following information:

Service Maobile Device Management
Vendor Microsoft Corporation
Expiration Date Dec 18, 2023

__ anage EI"[IEE'[ES ._ _. Down IJ-E __

5. Apple Push Certificates Portal0ol 21215 11 "Apple MDM Push Certificate"™| .pem It Y&
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https://identity.apple.com/pushcert/

Microsoft Endpaint Manager admin center

Ll 4] i0OS/iPadOS | i0S/iPadOS enrollment

Bl Dashboard

All services
d supports multiple enrollment methods. Set up the MDM
1 Devices ]

dO5 devices

! Apps B i0s/iPadOs enroliment
-
. Endpoint security
§05/iPadOS policies
L] Reports
w Compliance policies

ianage Apple devices

a Users

2% Groups
¢ i05/iPadOS
&' Tenant administration
¢ St Bulk enrollment methods

. Troubleshooting + support

=== Manage Apple Configurator enrollment nrollment with
Apple Business Manager and Apple School
Manager

Enrollment options

=
B Enrollment not Enrollment types (preview

Send em r push notif 5 to vices -l Manage User Enrollment and Device
after they enrall Enroliment options

11752971407380

6. Apple Configurator —> T2 Zl > OrE 7|2 0|S3510{ M Z2EZ BrEL|Ct 2|0] RlE= 0|
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T ¢{0| S2)'8 MBILICH TZHO| MAEIH ME M43t T2 ES 28T "Export

Profile(ZE2E LHZLH7|)"S MENSE C} g 2 EZ0{ M "Download Profile(Z2E CIR2EE)"S

@ iPhone SE MDM Profile

Direct Enroliment

Mgt ot

11753020728596

. App Store0| Al macOSO "Apple Configurator"& Ct2 2 =510 A&t Lightning Cable2
Sl Mst7|ol AAZErLICt Apple Configuratoroll M & x| OIRA QEZ HESE E2l5l1
Add —> ProfilesE MEH8F CH2 @3 CH2 2 £ 8 profile.mobileconfig T2 MEHEHL|CH

11753024446100

Windows CHAll: iPhone 744 SEIZ|E|
. S7|871 2| i0S/iPadOS CIHFO|A MM M o Z 0|53tod Yk —> VPN 2! C[HIO|
A B — B o|SELCH &2 T2



No SIM & 4:25 PM @ 69% (% )

{ VPN & Device Management

VPN Not Connected

Sign In to Work or School Account...

DOWNLOADED PROFILE

@ Management Profile






@ 69% % )

Cancel Install Profile Install

Management Profile

Signed by 10SProfileSigning.manage.micro
soft.com
Verified V'

Description Install this profile to get access
to your company apps

Contains Device Enrollment Challenge

More Details

Remove Downloaded Profile






@ 70% % )

Profile Installed Done

Management Profile

Claull LA 20 L

Signed by 10SProfileSigning.manage.micro
soft.com
Verified V'

Description Install this profile to get access
to your company apps

Mobile Device Management
Device ldentity Certificate
2 Certificates

More Detalls



iPhone SE MDM Profile | Devices

Apple Configurator
Search E| Save X Discard
® Overview + Add Devices

Manage Search

Devices
Serial number i T4 | Profile Assigned T4

Properties
Sun Dec 18 2022 16:28:13 GMT-...

11753595983892
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New Group
BN Dashboard

All services Got feedback?
B Devices
. Group type *

Apps Security

- Endpoint security
Group name * (0

B Reports iPhone SE
A Users

&% Groups Enter a description for the group

Group description (&

& Tenant administration Azure AD roles can be assigned to the group ©

X Troubleshooting + support Yes No

Membership type *
Assigned

Owners

Members

AL,

11753690347284

J8€ 2ot " — B F7t2 0|SELICt Cisco Security Connector
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14. Apps —> All apps —> AddZ O|S & LICt 17 Ctg 9 R0l Chal "i0S AE0] Yrg MEd
51 "4d=h"S 2215104 SHolstct,

Select app type

=z Apps | All apps

Mo applications found

15. "Search for App Store(®] AE0{ HA)"E MEHSI T ZM E A|Z 0] "Cisco Security
Connector"E 1238t C}S "Select(A1EH)"E Z 215} 04 "Cisco Security Connector" {2 ME4S}
L|CF.



ome > Apps | All apps

Add App

i05S store app

¥ App information (2 ] Assignments (3 ]

Search the App Store

Selectapp * @
Mame * (i) Cisco Security Connector

Description * (D This application requires licenses for Cisco Clarity and/or Cisco Umbrella.

Publisher * (i) Cisco

Appstore URL https://apps.apple.com/us/app/cisco-security-connector/id12825189697uo=4
Minimum operating system * (& i0s 8.0

Applicable device type * @ 2 selected

Category (@) 0 selected

Show this as a featured app in the Yes
Company Portal (@)

Information URL (& Enter a valid url
Privacy URL (& Enter a valid url
Developer (i)

Owner (O

Previous

16. Assignments(& )0l A4 MDM C|HO|A tA M et O Fotet ot
2 & RSSO Z4E 9 AiAd

Add App

¥ Appinformation @ Assignments @
Required

Group mode Group Filter mode W Uninstall on device re... Install as removable

iPhaine SE Group
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R tome [Ij -1Phone_12/19/2022_12:27 AM | Properties

Bl Dashboard

All services

# Devices ® Overview
o Device name
A
PP Manage _IPhone_12/19/2022_12:27 AM

il Endpoint security

Il Properties Management name *
B Reports iPhone SE MDM for CSC

8 cers Maonitor
- Device category

l Hardware 05 csc

&% Groups

. r - B Discovered 5
& Tenant administration sy Device ownership

X Troubleshooting + support BRI HE

: Device configuration -
Primary user (i)

App configuration

Change primary user Remove primary user
# Group membership
Notes
% Managed Apps
Filter evaluation

§ Enrollment

11753916236820
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o Umbrella

Manage Mobile Clients

Htwors.

St Detees

Roarming Computers

Adstite Devizes

Cheomebeck Lsers

11753923081492

19. 1% C}Z i0S —> Microsoft Intune 718 CHREEZ O|SELICH A& X7} Cisco Security
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Managed Mobile Clients

To deploy Umbrella mobile coverage, download a configuration data file and use it
to configure your MDM. For more information, see Umbrella's and
Help.

| i0s Android

I0S Configuration Flle

Cisco Meraki
Apple

IBM Maas360
Microsoft Intune
Jamf
MobiConnect
Mobilelron

Workspace ONE

Common Config O
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Create a profile

r, i05/iPadOs | Configuration profile

Platficem

Brofl

Template rame

A Trenleshooting + suppen

11753988354964

21. Au|agold == Eo| o|0| Rl= OIFE XIEELICH 2EA| - Zxm|Z2 2 o] ol A Cisco

Umbrella CHA|EEO|MH Y2 CI22

11754000962196

22. Assignments(&E F) A MDM C|HFO|AE Z & 6HE O|Fof M8t 2E S K& 1 "Review
and Create("| o M E *._‘lE—*.*°*L—| EP

23.i0S/iPadOS & x|Z =07} MDM & x|& MEN5tT 4ol 57|38 +2M MDM
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No SIM = 4:30 AM

VPN & Device Management

App Installation

Default Directory is about to install and
manage the app “Cisco Security
Connector"” from the App Store.
Your iTunes account will not be

charged for this app.

Cancel Install







DNS SECURITY

Not Protected by Umbrella

ENDPOINT VISIBILITY

v Clarity Not Configurea







No SIM = = 4:32 AM

{ Status Umbrella

Status | imited

Status | imited

Generate Diagnostics

o

LGenerate adaditional dlagnostics Tor propliem repao...

Org ID

Device ID

Device Label




Create a profile

[}, i0S/iPadOs | Configuration profiles

29. 2EtA| - AT ol M™EHHM 27 A CHREEF Umbrella FE QISMHE YE =T L
Ct

Trusted certificate

i05/iPad0s

¥ Basics 2) Configuration settings (3 ]

Certificate file * "Cisco_Umbrella_Root_CA.cer"

"Cisco_Umbrella_Root_CA.cer” |

30. 3EHA| - Assignments(& &0l A MDM i0OS/iPadOS C|H}O|A 7 ZBHEl OES MBSt
"Next(CHZ)" & "Create(dA)"& S =2gLICt

31.i0S/iPadOS & X|2 Z0t7tA MDM & x| ME4st T CHA| B | T {0l S7(8H& +ELICt
(0dl: 24EHH).

32. Cisco Security Connector @42 = ATt} CEA| A|ZFEFLICE O|X| &FEH 7t "Protected by
Umbrella"2 E A€ LICH.



No SIM @

DNS SECURITY

v Protected by Umbrella

ENDPOINT VISIBILITY

v Clarity Not Configurea



https://welcome.umbrella.com/
https://welcome.umbrella.com/




No SIM = 4:48 AM

— asco CISCO Umbrella O..

&

Vvelcome

to Umbrella!

Your internet is faster,
more reliable and better
protected because
you’'re using Cisco
Umbrella.
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