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access-1list ACL_for_IKE_IPSec_tunnel
sequence 10

match

protocol 50

!

action accept

!

!

sequence 20

match

destination-port 4500 500
!

action accept

!

!

default-action drop

!
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interface GigabitEthernetl
tunnel-interface

access-1ist ACL_for_IKE_IPSec_tunnel 1in
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* {transport_vpn_ip_addr_prefix}= AL X7} & st= ™& VPNRILICE (0d: 1.1.1.0/24)
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* {ipsec__int_number}= IPSEC E{& OlE‘|ll‘||0| H3E Q) |L_-|'(01| "IPSEC1" IE{H|O|A Q| HHE
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* {sig_tunnel_dest_ip}2 E{'90| 24Z&El CDFW DC2| IPRIL|C}.

vpn 0
interface {{transport_vpn_1}}
ip address {{transport_vpn_ip_addr_prefix}}
nat
refresh bi-directional
I
mtu 1360



no shutdown

!

interface ipsec{{ipsec__int_number}}

ip address {{ipsec_ip_addr_prefix}}
tunnel-source-interface {{transport_vpn_interface_1}}

tunnel-destination {{sig_tunnel_dest_ip}}
ike

version 2

rekey 14400

cipher-suite aes256-cbc-shal

group 14

authentication-type
pre-shared-key
pre-shared-secret {{psk}}

local-id {{sig_fqdn}}
remote-id {{sig_tunnel_dest_ip}}
|
|
!
ipsec
rekey 3600
replay-window 512
cipher-suite aes256-gcm

perfect-forward-secrecy none
|

no shutdown
|

ip ipsec-route 0.0.0.0/0 vpn 0 interface ipsec{{ipsec__int_number}}
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access-1ist ACL_for_IKE_IPSec_tunnel
sequence 10

match

protocol 50

!

action accept

!

!

sequence 20

match

destination-port 4500 500
!

action accept

!

|

default-action drop
!

vpn 0
dns 208.67.222.222 primary
name VPNO
interface GigabitEthernet4
ip address 192.168.1.0/24



nat
refresh bi-directional
!
mtu 1360
no shutdown
!
interface ipsecl
ip address 10.10.10.1/30
tunnel-source-interface GigabitEthernet4

tunnel-destination 146.112.83.8
ike

version 2

rekey 14400

cipher-suite aes256-cbc-shal

group 14

authentication-type
pre-shared-key
pre-shared-secret YourPreSharedKey

Tlocal-id YourTunnelID@umbrella.sig.cisco.com
remote-id 146.112.83.8
I
I
!
ipsec
rekey 3600
replay-window 512
cipher-suite aes256-gcm

perfect-forward-secrecy none
|

no shutdown
|

ip ipsec-route 0.0.0.0/0 vpn 0 interface ipsecl
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