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https://www.cisco.com/c/ko_kr/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-policy-based.html#Cisco_Task.dita_b91f3118-f5a7-4208-b879-17169748fd0b
https://www.cisco.com/c/ko_kr/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-policy-based.html#Cisco_Task.dita_b91f3118-f5a7-4208-b879-17169748fd0b
https://www.cisco.com/c/ko_kr/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-policy-based.html#Cisco_Reference.dita_54fc9d29-d45b-4a9c-a70d-07e76e817537
https://docs.umbrella.com/umbrella-user-guide/docs/configure-tunnel-with-cisco-secure-firewall
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Flrewa” Managemem Center Overview Analysis Policies Devices Objects Integration

Platform Settings Editor

Platform Settings FTDv1

Enter Description

DNS Settings Trusted DNS Servers

ARP Inspection

Banner

DNS Applicable to only Firepower Threat Defense 7.1 version and onwards.

External Authentication

Fragment Settings
B Trust Any DNS server

HTTP Access

ICMP Access DNS Servers discovered by dhcp-pool are considered trusted DNS servers

U4 DNS Servers discovered by dhcp-relay are considered trusted DNS servers
SSH A

Ceess DNS Servers discovered by dhcp-client are considered trusted DNS servers
SMTP Server DNS Server Group are considered trusted DNS servers

SNMP

sSL Specify DNS Servers

List of Trusted DNS Servers
Syslog

Timeouts Q Search m
Time Synchronization =1 208.67.222.222

Time Zone

UCAPL/CC Compliance

Performance Profile

15669097907860
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1. Object(7HA) > Object Management(7HA| 2 2|) > Access List(dM|A = 5) > Extended (& &
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Edit Extended Access List Entry )

Action

© Block
Logging
Default
Log Level:
Informational
Log Interval
Sec.
Metwork Port @ Application
—
Application Filters Clear Al Fitters Available Applications (4199) Selected Applications and Filters (7)
Q, Search by name Q, Search by name Office 265 =
v Risks (Any Selected) - | osoplus o - Office 365 Planner 5
Very Low 736 181 Internet o Office 365 Admin portal ¥
Low 639 1-800-Flowers ° WebEx [
Medium 740 1.1.1.1 App o Webex Teams u
High 1567 1000mercis o Zoom 5
Very High 581 1001.com o Zoom Download ]
+ Business Relevance (Any Selected) 1o o
= : oce T | 115Tech o _

< ¢ Viewing 1-100 of 4198 > 2|

15669947000852
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Edit Extended Access List Object

Name
PER_ACL_1

15670006987 156

4. Devices(C|HFO|A) > Device Management(C|HFO|A £2|) > [select the FTD Device](FTD C|H}
O|A MEH) > Routing(EH2 &) > Policy Based Routing(&2 7|4t 2t &0 PBRE A AdgtL|CH.

- QlaBA QEmo|A: 24 ECfE0| E0{2= QIE{H0|A.

- UX|5t= ACL: O|T EHH|0l| M A5 =% ACL, ACL "PBR_ACL_1".

- ME i IPFL

* IPv4 =24: PBRO| permit 22 745+04 047|0f| F£7t8H IPE EE| T 0| 2t REEl= B next-
hop2 ME{EFLICE O] ofloi MHE Umbrella®l IPsec IPRILICEH VTI VPNE| IP7} 10.1.1.121 B2
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Edit Forwarding Actions

Match ACL:* PBR_ACL_1
Send To:* IP Address
IPv4 Addresses 10.1.1.2
IPvE Addresses For example, 2001:db&::, 2002:db&::1:
Don't Fragment Mone
Default Interface

IPv4 settings IPvE settings
————
Recursive For example, 192.168.0.1
Default For example, 192.168.0.1, 10.10.10.1

Peer Address

Verify Availability +

Cancel m

15670209158036

Edit Policy Based Route

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface®

inside ¥

Match Criteria and Egress Interface
Specify forward action for chosen match criteria m

Match ACL Forwarding Action

PBR_ACL_Y

10.1.1.2 ,

[ 1]

15670247521556
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O|S: https://policy-debug.checkumbrella.com/

&« C @ policy-debug.checkumbrella.com

Tunnel Info

Primary Origin
Tunnel by Orlgin: SE2202222
Tunnel Name: |PSec
Tunnel Auth Type: 2SSk
Tunnel Device Type: ~T0
Tunnel Service Type: SIG
Tunnel Protocol: |PSe

15670737148948
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& office.com

Certificate Viewer: portal.office.com

=l Microsoft | Microsoft 365  Products ~  Resources ~ Tl
Genera Details
Certificate Hierarchy

* DigiCert Global Root G2

Microsoft Azure TLS Issuing CA 05

portal.office.com

Certificate Fields

DigiCert Global Root G2

1 Certificate
O | Version

Serial Number

Certificate Signature Algorithm
Issuer
Validity

Not Before

Field Value

Export...
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6:00 PM CT ESPN 2:05 PM §
TOP EVENTS + NHL § sEaA MLE M NYM
o

DAL W wsH Genera Details I

Certificate Viewer: www.espn.com

Certificate Hierarchy I

Cisco Umbrella Root CA
Cisco Umbrella Primary SubCA

Cizeo Umbrella Secondary SubCA lax-5G =
[«

d
PRESS NS EAL
s‘ Certificate Fields ,

PRESS'NSEAI Cisco Umbrella Root CA

Certificate

Version
Serial Number
Cartificate Signature Algarithm
ESFii ssusr
Validity
Mot Bafore -
Top Rank PFPV. Haney vs Field Value
Lomachenko
_f_,_ LalLiga
1 MLE: Select Games
D ncaaBaseball Export..
W IIHF World Champienship;
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- show run route-map(PBR Z1I|1Ci|O|M & 2l):
ftd# sh run route-map

rnute map FMC GENERATED PBR_1682004086289 permit 5
match ip address PBR_ACL 1
set ip next-hop 10.1.1.2

|
ftd# |
15670322054036

- show run interface gigabitEthernet 0/1(PBRO| 228t QIE{H| 0| A0 M &
2l)
ftd# sh run interface gigabitEthernet a8/1

interface GigabitEtherneto/1
nameif inside
security- 1Eue1 0
1p —u“l'_ ; 2.1 255.255.255.0
' FMC GEMERATED PEBR 1682004286289




15678344219540

> show run access-1ist PBR_ACL_1, show object-group id FMC_NSG_17179869596(7(‘||9|% 2/t
ACLOl F7IEl =2l &Ql)

ftd# sh run : st PBR
; ist PBR_ACL_1 extended deny ip cbject Inside network object-group-network-service FSIIEONEINEEECEER

st PBR_ACL_1 extended permit ip object Inside_network any
obJect group id FM
roup network servi
service-member "0ffice
Traffic generated by MS 0Ff1ce 365 applications and web services.

id 28
domain nexus.officeapps.live.com (bi 1422 ip (hitcnt=0)
domain officehome.msocdn.com (bid=-1815266895) ip (hitcnt=0)
domain scuofficehome.msocdn.com { (hi
domain eusofficehome.
domain

domain
domain
domain
domain ms ppproxy.net
domain officeppe.com (

Home.0ffice.
offices:
domain [
domain office.net (bi
domain microsoftonline.com {
domain onmicrosoft.com (bid

7) ip Lh1tcnt— )
domain i rviceheal .cloudapp.net (bid=-1812019313) ip (hitcnt=0)
domain .msocdn.com (bid=-18118 ) 1p Lh1tcnt a)
domain office.microsoft.com (bi 35 )

15670420887316

ftd# s ject- L N"J'.‘I 17179865959¢
domain i
domain

domain controls.office.com (bid=-1674092701) ip (hitcnt=0)
domain clientlog.portal.office.com {bid=-1673794351) ip (hitcnt=0)
domain portal.office.com (bid=88903411) ip (hitcnt=0)

ftd# |}

15670635784852

- tcp 172.16.72.10 1234 fqdn office.com 443 &A HE(2|F QIE{H O|A T} VTI QIE{H|0O|A
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Core Reparts

15671098042516

Core Reponts

15671302832788
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