Umbrella& ISEE &3l Orglinfo.json &
AnyConnect Z 2 H|X{'&

=i}

274

A xl_-| Q3 ALSH

ZH| CtA

ISE A

22lo|MEE 7Au| a3 0|M

)|

&l ISE(Identity Services Engine)& At&35t0q Orglnfo.json Z &

O] EMO|AHE Umbrella &2 2
EE Z2H|X'dst= Yol cHall ABELIC

Z! 2l AnyConnect £ 202

||=|

A 27 Abg

Umbrella CHA[E = A A

ISE CHAI[EZE HAM|A

Umbrella Module Z 2 Z/(Orglnfo.json)

« AnyConnect S| E = Hi 2 IHZ|X[(Windows = macOS)
ISE Posture Compliance Library(Windows EE= macOS)

« Mx|E %Al ISE I %|(Cisco H{1 ID CSCvz01485 & X|)

X|# oF &

e ISE 2IF 4! Mt Ho XJAH

« |ISE 22I0|HE Z2H|XY & 4 ZE}0|E 2|C|EM
Z=H| A

1. Umbrella CHA|E2 204 M| A ST Deployments(T%) > Roaming Computers(2 2 HAFE) >
Download(CH2 2 E) > Download Module Profile(2& ZZ 1} Ct2 2 2)0{|l A Umbrella
Module Profile(Orglnfo.json)& C2 2 = &tL|C}.


https://tools.cisco.com/bugsearch/bug/CSCvz01485

Download Roaming Client

13294624684052

2. Cisco Software Download(Cisco 2 ZE Qo] Ct2ZE) H 0| X[ FF0i| ME§H HHES M
E#3t04 AnyConnect SIlEQIE 35 147 |X|& CtRE=FLCH
AnyConnect Headend Deployment Package (Windows) 26-Jan-2023

anyconnect-win-4.10.06090-webdeploy-k9.pkg
Advisories [

13295068420244

AnyConnect Headend Deployment Package (Mac OS) 26-Jan-2023
anyconnect-macos-4.10.06090-webdeploy-k9.pkg
Advisories [

13295069069716

3. Cisco Software Download(Cisco &2 Z E{|0{ Ct2 2 E) H 0| X|0{| A ISE Posture Compliance
LibraryE CIHR2EE35tD #+50i| Mest HHS Mgt
ISE Posture Compliance Library - Windows [/ Head-end 30-Jan-2023
deployment (PKG). This image can be used with AnyConnect
version 4.3 and later along with ISE 2.1 and later. Cisco Secure

Client 5.x along with ISE 2.7 and later.
cisco-secure-client-win-4.3.3335.6146-isecompliance-webdeploy-k9_pkg
Aduvisories []

13295164717716



ISE Posture Compliance Library - Mac OS X [ Head-end 30-Jan-2023
deployment (PKG). This image can be used with AnyConnect

version 4.3 and later along with ISE 2.1 and later.Cisco Secure

Client 5.x along with ISE 2.7 and later.

cisco-secure-client-macos-4.3.2868 4354 -isecompliance-webdeploy-
k9.pkg
Advisories []

13295155874580

ISE 7+

1. ISE CHA|E =01 M| A ST Work Centers(2Fd MIE{) > Posture(Z A %{) > Client
Provisioning(£2+0|E Z 2 H|X{'d) > Resources(ElA&£) > Add(F 7 > Agent resources
from local disk(2Z C|A3 2| 0| 0|FE 2|AA)2 0o|SEfLct.

= Cisco ISE Work Centers - Posture
Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
Client Provisioning Policy
| Resources
Client Provisioning Portal
[ ]
O P — Version Last Update Description
D | Agent resources from local disk I oTemporalAgent... 4.10.2051.0 2021/08/09 13:12:31 With CM: 4.3.1858.4353
(] se Supplicant Pro... Mot Applic... 2016/10/06 14:01:12  Pre-configured Native S...
[j oAgentlessOSX 4.10.2051.0 2021/08/09 13:12:36 With CM: 4.3.1858.4353
O OsXSPWizard 2.7.01 2021/08/09 13:12:27  Supplicant Provisioning ...
O oAgentiessWind 4.10.2051.0 2021/08/09 13:12:33  With CM: 4.3.2227.6145
f:l Cisco-ISE-NSP Native Supplicant Pro... Mot Applic... 2016/10/06 14:01:12 Pre-configured Mative S...
[ WinSPWizard 3.0.0.3 WinSPWizard 3.0.03 2021/08/09 13:12:27  Supplicant Provisioning ...
G CiscoTemporalAgentWindo... CiscoTemporalAgent... 4.10.2051.0 2021/08/09 13:12:28 With CM: 4.3.2227.6145

13296001416212

2. Cisco Provided Package(Cisco M3 I 7| X|) > Choose File(Zt ! 41E4)

AnyConnect Headend Deployment Package(AnyConnect 3| EQIE
CtZ SubmitandConfirm(ME& & &2h2 Z=lgF Lt

Hh
E
N
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= Cisco ISE

Overview MNetwork Devices Client Provisioning
——

Client Provisioning Policy ssources F

Policy Elements

Posture Policy

Agent Resources From Local Disk

Resources Agent Resources From Local Disk

Client Provisioning Portal

Category

13296134663316

3. ISE Posture Compliance LibraryE &
Cisco M& I{F|X| > o} MEH 5t ISE AEf 77

ME Y sols 32 8

13296424126484

4. Orginfo.json Z2 L Y2 =gFL|C}

Policy Sets Troubleshoot

Cisco Provided Package

[ Choose File .H"YCUI'”&'C!-V-' ~eploy-k9.pkg

~ AnyConnect Uploaded Resources

Name

AnyConnectDesktopWindow

Type

..... AnyConn

2CE35t2{H o] 1t

= Cisco ISE

Overview Network Devices

Customer Created Package(11 4 33
Profile(AnyConnect Z 21} )& MEHE 1 > Add Name(0|& F7H)S MBIt

File(Z+) > OrglInfo.json > Submit(M|&)2 MEHELICH.

Client Provisioning

Version

Work Centers - Posture

Description

Reports

Settings

ectDesklop... 4.10.6090.0 AnyConnect Secure Mob...

x4

SEEgl,

2 1o

0

Agent Resources From Local Disk

Category

Sgfuch.
i £ cto|EEElE

O-IEI:

Policy Elements  Posture Policy  Policy Sets  Troubleshoot  Reports
k  Agent Resaurces From Local Disk
Ghoose File | cisco-secure-.oploy-k9.pkg
~ AnyConnect Uploaded Resources
Name Type Version Description
AnyConnect nyC 433335 Cisco Secure Client Win

2 MM oi7|X|)E MBS > AnyConnect

st

Work Centers - Posture

Settings



= Cisco ISE Work Centers - Posture

Overview MNetwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Client Provisioning Policy Agent Resources From Local Disk > Agent Resources From Local Disk

Resources Agent Resources From Local Disk

Client Provisioning Portal

Category Customer Created Pack: v @
Type AnyConnect Profile b
* Name I Umbrella Profile I

Description

13296644513172

5. AnyConnect Posture ZZ2 I} FI}&L|C}
« Work Centers(%f ] MIE]) > Posture(ZA*{) > Client Provisioning(Z2+0|21E I 2 H|X{
‘=) > Resources(2|42) > Add(F 7t) > AnyConnect Posture Profile(AnyConnect Z A
XM Z2O)2 o|SFLICE.
= Cisco ISE Work Centers - Posture

Overview Network Devices Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Client Provisioning Palicy

Resources

Client Provisioning Portal

D Version Last Update Description

O Agent resources from local disk ConnectDesktop... 4.10.6090.0 2023/02/17 15:00:34  AnyConnect Secure Mob...

O Native Sup Profile oTemporalAgent... 4.10.2051.0 2021/08/09 13:12:31  With CM: 4.3.1858.4353

O AnyConnect Configuration SonnectProfile Not Applic... 2023/02/17 15:00:16

0 AnyConnect Pasture Profile se Supplicant Pro... Not Applic... 2016/10/06 14:01:12  Pre-configured Native S...
AMP Enabler Profile

O oAgentlessOSX 4.10.2051.0 2021/08/09 13:12,36  With CM: 4.3.1858.4353

O MacOsXSPWizard 2.7.0.1 MacOsXSPWizard 2.7.041 2021/08/09 13:12:27 Supplicant Provisioning ...

O CiscoAgent indows 4.1... CiscoA lessWind... 4.10.2051.0 2021/08/09 13:12:33  With CM: 4.3.2227.6145

O AnyConnectComplianceMod... AnyConnectComplian... 4.3.3335... 2023/02/17 15:00.57 Cisco Secure Client Win...

D Cisco-ISE-NSP MNative Supplicant Pro... Not Applic 2016/10/06 14:01:12 Pre-configured Native S.

C] WinSPWizard 3.0.0.3 WinSPWizard 3.0.0.3 2021/08/09 13:12:27 Supplicant Provisioning ...

0 CiscoTemporalAgentWindo... CiscoTemporalAgent... 4.10.2051.0 2021/08/09 13:12:28 With CM: 4.3.2227.6145

13296771328020



Overview

13296832646420
= Cisco ISE
Overview

13298487677972

6. AnyConnect Tt43 F7}:

Network Devices

o
I]IIIJ
mo =
-I>|'
_\,'_
OII
Q
)
o
8
3
_ITI_
]]

Client Provisioning Policy Elements Posture Palicy

Naw Profile

AnyConnect Posture Profile

Name *

Posture Profile

Network Devices

Description

Agent Behavior

Client Provisioning Policy Elements

Posture Protocol
Parameter

PRA retransmission time

Call Home List

Back-off Timer

Posture Policy

Policy Sets

Policy

Sets

Work Centers - Posture

Troubleshoot Reports Settings

Value

Work Centers - Posture

Troubleshoot Reports Settings

sbrer.lab

Work Centers(&Fd ME]) > Posture(Z A *{) > Client Provisioning(£ 2t0|HE Z 2 H|X{

‘") > Resources(2|4

dlo|M)e 2 o|SELICt

A) > Add(F7t) > AnyConnect Configuration(AnyConnect Z1X|1



= Cisco ISE Work Centers - Posture
Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
Client Provisioning Policy
Resources
Client Provisioning Portal
a Agent rasources from Cisco sita Version Last Update Description
O Agent resources from o ConnectComplian... 4.3.3335... 2023/02/17 15:00:57  Cisco Secure Client Win...
O Native Supplicant Profile SonnectDesktop... 4.10.6090.0 2023/02/17 15:00:34  AnyConnect Secure Mob...
O “onnect Posture Profie SonnectProfile Not Applic... 2023/02/17 15:03:12
AMP Enabler Profile
O oTemporalAgent... 4.10.2051.0 2021/08/09 13:12:31 With CM: 4 3.1858.4353
O CiscoTemporalAgentWindo...  CiscoTemporalAgent.. 4.10.2051.0 2021/08/09 13:12:28  With CM: 4.3.2227.6145
D CiscoAgentless0OS5X 4.10.02... CiscoAgentlessOSx 4.10.2051.0 2021/08/09 13:12:36 With CM: 4.3.1858.4353
O Ci A lessWind: 4.1.. Ci A lessWind... 4.10.2051.0 2021/08/09 13:12:33  With CM: 4.3.2227.6145
O MacOsXSPWizard 2.7.0.1 MacOsXSPWizard 2.7.01 2021/08/09 13:12:27 Supplicant Provisioning ...
O Cisco-I1SE-Chrome-NSP Native Supplicant Pro... Not Applic... 2016/10/06 14:01:12 Pre-configured Native S...
D Cisco-ISE-NSP MNative Supplicant Pro. Mot Applic... 2016/10/06 14:01:12 Pre-configured Native S..
D WinSPWizard 3.0.0.3 WinSPWizard 3.0.0.3 2021/08/09 13:12:27 Supplicant Provisioning ...

13297194126612

« AnyConnect I{7|X| MEf Z41u|T2{|0|M O|F F7t, '8 &= 7 |X| &4, AnyConnect
2 E(Umbrella & ZICH MEH4ISE =20t MEH Umbrella T2 It MEH Submit(XM&
= Cisco ISE Work Centers - Posture

Client Provisioning

Client Provisioning Policy AnyGonnect Configuration > New AnyConnect Configuration

Resourcos

Clignt Provisioning Portal

* Select AnyConnect Package: AnyConnectDesktopWindows 4.10.609(v

* Configuration Name: AnyConnect Configuration

Description:

Description Value Notes

* Compliance Module I CiscoSecureClientComplianceMaduleW ~ I

AnyConnect Module Selection
ISE Posture

VPN

Network Access Manager

AMP Enabler

ASA Posture

Network Visibility

Jumbrelia Roaming Security

Start Before Logon

|[Ciagnostic and Reporting Tool

Profile Selection

* ISE Posture Pasture Profile hd I
VPN ~
Network Access Manager -
AMP Enabler hd
Network Visibility hd
Umbrella Roaming Security Umbrella Profile v
Customer Feedback v
)2 il-EﬂE ==k |__| |:|.
= = 14 .



13297382333588

7. 2CI0|HE = Z H|X{d H20i AnyConnect Z1I|17|0|MHE &S EHLICH.

« Work Centers(%Fd ME]) > Posture(Z A x{) > Client Provisioning(£ 2t0|HE = 2 H|X{
‘=) > Client Provisioning Policy(2c}0|E MEHIX'I"" 7"'"”)2 O|&S g LCt.

o O T

= Cisco

Rulé Name Identity Groups Operating Systems Other Conditions Rusults

<]

B a

a

Native Supplicant Configuration

13297993535508

MM E 381 Results(Z1H) 0l A AnyConnect Configuration(AnyConnect Z1I| 18O
M) FI}8t CFS Save(MEH)E 228tLICH
8. 2EI0|UE T EH|X'd Z£Hoi F2t0|HEE EIC|HMSt= HEt 0o HAMS Mgt
(Ol &Hl= o| 7tol=2| H{of &5t K| 2b&LICt.)

13380169470868
ZCI0|HEF |18 o|M
1. BELOIHET} SEHOIMIE Z2HIXE ZHoIM BICIMMS 7Hi8 4 U™ Alst g 228

L|ct.



5 cesie sy e | ARSI 3.1 4 0L 0 DS s |

« = O M & hittps:/ise3-1.dacabrer.lab:8443 /portal/LoginSubmit.action?from =LOGIN I = L'

atfrer]n.

CISCO Client Provisioning Portal

Device Security Check
Your computer requires security software to be installed before you can connect to the network,

Start

13380233607956

2. This is my first here and it begins downloading AnyConnectE MEHSIAIA|L.

13380334336020

3. 22 mtlg HAHLE M-S OHE Z2 MATE AlRHELICEH



Metwork Setup Assistant

Network Setup Assistant

Downloading Cisco AnyConnect Secure
Mobility Client...

Cancel

{c) 2014-2022 Cisco Systems, Inc, Csco, Cioo Systems and Cisco Systems
logo are registered trademarks of Cisco Systams, Inc and/or its affilistes in the
.S, and certzin other countries,

13380212207508

4. "AE|E 4 Q= H ot 947" MIA|X|7F LIEHLIH ISE ME 7t 2H20 4748 S 2/8tLct. =

13380233399956

5. "Installation completed(A x| 2t 2)" HIA|X|7} LIEFLFH Quit(

Ok
o
mo
iy
Ju
e}
C
[ul



Metwork Setup Assistant

Network Setup Assistant

?} Installation is completed.

Cluit

{c) 2014-2022 Cisco Systems, Inc, Csco, Cioo Systems and Cisco Systems
logo are registered trademarks of Cisco Systams, Inc and/or its affilistes in the
.S, and certzin other countries,

13380233308820

6.CIE 2 E & 2 = U&LICH Umbrella7t AX|=|R{ 1 ISE Posture 2& 0| F7HE|U &L



'{ﬁ:‘ Cisco AnyConnect Secure Mobility Client

a &

Mo policy server detected.

Default network access is in effect.

Roaming Security:
Umbrella is active.

-||.l|l'||-
CISCO

13380212092308
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