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Element Description

AD User Identified by Virtual Appliance (VA) or Roaming Client (RC).
AD Computer Identified by VA only.

Internal Network / Identified by VA only.

Umbrella Site

Default Umbrella Site Traffic on VA with no other identity.

Identified by VA only.
Roaming Client Roaming Client only.

Network Network Identity based on source IP of the DNS request.

Aruba Instant Integration

Aruba Instant2| OpenDNS(Umbrella) L|E 2|3 C|HIO|A S8 2 Instant AP 2E{AE{0]| IZEE 2
E Wi-Fi 22I0|E 7} B Umbrella DNS HAME XM &48roH, Umbrella E 7 A0 7 EE}0|
C.’_*EQ.I DNS #{Z|E AEEY ER7I i &30 & LCt o] MMoM=E 882 ddsi= &
2o CHaH AHEELICEH


https://docs.umbrella.com/deployment-umbrella/docs/welcome-to-cisco-umbrella
https://docs.umbrella.com/deployment-umbrella/docs/welcome-to-cisco-umbrella
https://community.cisco.com/t5/security-videos/umbrella-learning-dns-deployment-and-policy-playlist/ba-p/5275513
https://docs.umbrella.com/deployment-umbrella/docs/the-activity-search-report
https://docs.umbrella.com/deployment-umbrella/docs/the-activity-search-report
https://docs.umbrella.com/deployment-umbrella/docs/the-activity-search-report
https://docs.umbrella.com/deployment-umbrella/
https://docs.umbrella.com/deployment-umbrella/
https://docs.umbrella.com/deployment-umbrella/docs/1-introduction

2k

F1: 0] S8l = Umbrellall HIE R CIHFO|A APIC| HI7HA| HEE AP &Lt 7|1&E
™M= TZ40| Umbrella CHA|EE0|M API EE 2 S ME
M= O|E MdghLct.

Umbrella 2I7HA| API= 2023-09-0101 EFS |12, 1 o|F o= S&oll cier X|2o| - 0|4 A
ZE|X| oF&LICH 2023-09-01 O|F E¢tof 2|7} ghMist= 4
UmbrellaE 7 &5I2{0H 25 MHEMO| "AZ 67| MME 22 AAI2.

SHS ABH2T 02 2718 SS80k BLICH

« AP£ InstantOS H{%18.10.0.1 O &2 A&sHof & LICH2022'A 5 7|&).

« S0l AF &= Umbrella CHA[Z E H'Hol= TAl| £t2|AF e3gho|_Qlo{oF Bf LCE.

o HEo| MA HY FAE = 0|22 Umbrella CHA|ZE2 4488 o~ i&LICt oY 474
CH CHAIE =0 B 244 E|0] QUE=X| & AISHX| 82 73 Cisco Umbrella Support0i £ 2|35t04

srolgr 4 Lo,

- HZof CH3H SSO(Single Sign-On) X! 2FAQ2EHAH| Q15)E E43te & eigLich
Ool=



https://docs.umbrella.com/deployment-umbrella/docs/getting-started
https://docs.umbrella.com/deployment-umbrella/docs/getting-started
https://docs.umbrella.com/deployment-umbrella/docs/manage-user-roles
https://docs.umbrella.com/deployment-umbrella/docs/manage-user-roles
https://docs.umbrella.com/deployment-umbrella/docs/open-a-ticket-with-umbrella-support
https://docs.umbrella.com/deployment-umbrella/docs/open-a-ticket-with-umbrella-support
https://docs.umbrella.com/deployment-umbrella/docs/enable-single-sign-on
https://docs.umbrella.com/deployment-umbrella/docs/enable-two-step-verification

208.67.220.220, 208.67.222.222, 67.215.92.210 X 146.112.255.152/29(.152 ~ .159)01| CH &t
HE{EE|X] 2 HIHA HAZE 518 3HoF FLCt.

x4
o

Iz

e el ME S 2 gdstete W 7Hx| ZAmeio]M EAH 7k l&LCH

1. AP 22{AE{Q| 0|E MX

AP SE{AEIS] Ol M7

Instant Cluster7} {222 Umbrella CHA|EE0| MZX o 2 SE ™ Deployments(T*%) >
Network Devices(HE %3 C|HtO|A) OF2i 2| Umbrella CHA|E E0i| | E| 3 C|HFO|A 50| &7t
Euict M &52o| ClHio|A O|§2 EE{AEL| 7t ZHEED{ 0| & AAH] O|F0|M 7HX{SL
Ct.

Instant Virtual Controlleroil A A|AE] O|&& H’H6t21™ Configuration(Z1I| 12| 0|44) > System(Al
AENSZ o|SELCH

Lu! Dashboard v General

Mame Instant v3.6.0.10

£ Configuration
System kacation

Virtual Controlier IPvE
Dynamic RADIUS Proxy
Dynamic TACACS Proxy
MAS integration

NTP server

Timezone w

Ol Zte %7 S5 Bl B HEt HAFEILICH LB 0] AIARYC|H0lA O[S0l Instant =
Umbrella S0/ HZE 29 CHE FolM Ol§2 £522 Yolol=3Ho BHLiCt

MA| = MMoj| LY E T AFE 0| FE|™ Umbrella CHA|E =0 HIE /3 C|H}O|AZ Instant
SAEE FIIE 4 QaLch 2HAEQ| 7HA HEZE 0ol AM o= A ste{H

1. Configuration(Z1Z| 184 0| M) > Services(AMH|A) > OpenDNSZ 0|5 &HL|C}.



M Dashboard ¥ AirGroup
» RTLS
¢ Configuration
w OpenDNS

MNetworks

= Credentials for Connecting to OpenONS

Usemame

Password

» CALEA

» Network Integration
DS

» Dynamic DNS
Routing » Clarity
Tunneling » Openflow
Services » loT
DHCR Server > Wi-Fi Calling
f Maintenance

>_ Support

4404019266196

VC(7t& ZHEE )7 Umbrelladll 83X 2 HAZ L™ Support(X| )2 0|55t "VC OpenDNS
Configuration and Status(VC OpenDNS Z1Z| 220 & A EH)"(show opendns support) HHES A
& [ Connected(PiZ2E) HEHE & = U&LICEH

st A HIER A ClHO|A T MM E|0] Instant VC Z1I| 28|00l HEE [ Umbrella0fl A A AL
= C|HIO|A IDE £ £ &LICt X7 ZL236ICt Zf Instant 22{AE{0ll&= 188 Umbrella HIE
{3 C|Hto|A ID7F Qlo{oF 3tE 2 C|HO|A IDE & 2c{AE Q| ZAI|18|0|M0i M CHE E8{AH
2 SAMMHE o ELch &8 ClHIO|A IDE YEHM o Z 16AF2IILICE

A _
Arubc . A G O
arvpa ant v Q 0 @ Qv

Lul Dashboard Support

; Maintenance

»>_ Support

DpenD at
OpenDHS Device id

4404019268116



B £230] Not Connected(Q1ZAL|X| £ &) &Ef7} EA|E[HH "AP Tech Support Dump(AP 7|& X
F4 EHIX)"(show tech-support) & "AP Tech Support Dump Supplemental(AP 7|& X|¢ HZ _'?'_2|'
"(show tech support supplemental) BHE 2 A™E ChE 230 M "opendns"E ZAMSIH 1 0|7

o = A&LICH EX HEE sl WHE £242 Aruba TACRt SREY =T U&LICH

~—

2 E Zo| gHt27H %538 Umbrella CHA|E £ 2] Deployments(T%) > Network Devices(H E ¥
= C|HtO|A) of2Holl M &= 0| EA|ELICE Ol M 3l O|F 22 Instant AP 2HAEE MG
Lt M C|HtO|A IDE dHstEis B< 7IE 52 A4ANE = A&LCH

Cisco Umbrella

Alhale, DPCHmenS  Core e
asco. Network Davices e

ards DNS requests from client computers 1o Cisco Umbrella. After registering the device with
anage and set policies for, with no need for any client device configuration at all. Device

ng your Cisco Umbrella usemame and password directly on your device or entering an AP|
y or manually. The APl token can be generated under Admin = API keys in the navigation bar. To

Core kdentitics

[ ,,,—'-h,: m:lﬂg authentication (|
Ok n), and having a serial number added automat

leam more about how 1o integrate your devices wi ith Cisco Umbrella, read here
a s
Chromebook Users
HNetwork Tunnels
Users and Groups
Configuration
Instant v8.6.0.10 Default Policy B Offline

Domam Managerment

Sites and Active

Internal Networks

4404011658516

Intercept DNS Queries(7F2*{7| DNS # Z)

ZHAE7t Umbrella CHA|2E0i| HES|T C|HIO|AE HMBHO R FIILEIISE &Qlst
E{o| APO{| ¢1ZAE FM ZEI0|HENAM £ DNS #HEIE QEMESI =S E2{AHE 4
Qe L|ct Ut MAE|d 2M Z20|HE Q| NICO| 0E DNS MH IP TA 7 FME|IRI=X|0f A
40| E2}0|2dE 2| DNS #FHiEl= Ee{AE0 M 7 E2RHA] 208.67.220.220 L! 208.67.222.2229|
Umbrellal| OLIFHAE B|EHE M= 4 l&Lct.

ru9l ruLu

S CIPN
e 4

DNS #Z|E 7I2xl2{H

1. Configuration(Z1I| 2 2{|0[M) > Networks(H E{F)0 M E2{AE 2| 7t ZHEERE O|SE L
Ct.



" -
iy e ) - "
QrupQ restant v QL0 @ 8¢

=] Miscellaneous
Lu! Dashboard

Content fiftering (
£ configuration Inactivity timeout 1000 | v
Networks Deauth inactive clints
Access Points s8I0 Hide Disable
Sys Out of service (O0S) VPN dowi v Nene W
RF 00% time (global) 30 80
Securit Max ¢lients threshald 64
DS 810 encoding Defaull
Routing £88ID
Tunneling Deny inter user bridging

Services

Openfiow
DHCP Sernver Max IPv4 users

& Maintenance Deny inra VLAN trafic

>_ Support

4404011668500

[

I [m i mjo

Xt & Umbrella CH A2 =2| Reporting(E.11) > Activity Search(ZS Z4M)0ll A DNS

AELICHAHEC| IDE UEHE O 2 AP FBHAE Q| 7t4 HEEBH| T£EE A|IAH 0]

3 C|HtOo|A O|§o HEE = U&LICH #HEIE MElstn CHAIEE GUIo| EA|5H= O
158)0| Z& += U&LICt

Mo
O 4y nx

1

B> e M o

>~

oo

2

(


https://docs.umbrella.com/deployment-umbrella/docs/the-activity-search-report
https://docs.umbrella.com/deployment-umbrella/docs/the-activity-search-report

Cisco Umbrella

Reporting

Core Reports

Security Overview

Security Activity

Activity Search

App Discovery

Top Threats

Addmional Reports

Total Requests

Actvity Volume

4404011721620

Reporting / Core Reports

afua]e,
CISCO

=

IDENTITY TYPE

[
(4]
W
=
m
L]

o}

Response

O @ Allowed
[0 @ Blocked
[ & Proxied

Warn Page Behavlor

[ © Warned
[ @ Accessed After Warn

Activity Search

Q, Search by domain, identity, or URL Advan

Metwork Devices X

O Viewing activity from

Select All
Identity
Instant v8.6.0.10
Instant v8.6.0.10
Select All

Instant v8.6.0.10

Instant v8.6.0.10

Instant v8.6.0.10

Deployments(T =) > Network Devices(H E /3 C|dH}O|A) of2i2e| Umbrella CHA|E =04 A C|H}O|
A7t EM/2etel dEl2 AR = O 2[CH 24 A|7H0| AE! &= U&LICH UIE R/ C|HHo|Aof & El

= 24 AlZh Tof C|HtO|A0f A DNS HEIE 7FE MM Umbrella2

MY =X R B LIEHH 2 ClH}

O|A7F Umbrella®t S 415t A0l Q&S FX| ASLICH QECIQ/HIE M AEE K| 24 A|ZH
SOt 2M ZCI0|HE T AP EHAE | HAZAL|X| AUASE o0IE £ Ao, EHAETL
Umbrella MHIAE AI35lE A Y2 £ giaLch



Umbrella

A Network Device Is a physical plece of hardware that forwards DNS requests from client computers to Cisco Umbrella. After registering the device with

Core Identities Cisco Umbrella, the device becomes an identity you can manage and set policies for, with no need for any client device configuration at all. Device
integration is done by providing authentication (either by entering your Cisco Umbrella userame and password directly on your device or entering an AP
Networks token), and having a serial number added automatically or manually. The API token can be generated under Admin > AP| kKeys in the navigation bar. To
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o \Welcome to Umbrelia!

Your internet is faster, more reliable and better
protected because you’re using Cisco Umbrella.

See Cisco Umbrella in action

« If you haven't already, sign up for a 14-day free trial of Cisco
Umbrella.

« Once you're signed up, you can configure security policies and
view reports in your dashboard.

« You'll be automatically protected from threats on the internet.
Validate that you are protected by visiting our demo malware
site. It should be blocked as a security threat.

4404011960212

CC

T P ZEtol0ES WY ZEZE0M 0] BHS M0 OF HOIF £ UsLicH

rr

nslookup -type=txt debug.opendns.com.

Ol 23 BIXFIt QAR 0421 7He| HIAE E0| U= EHE 2 & J&LICH


https://welcome.umbrella.com/
https://docs.umbrella.com/deployment-umbrella/docs/point-your-dns-to-cisco
https://docs.umbrella.com/deployment-umbrella/docs/point-your-dns-to-cisco

anthony@ubuntu:~/Desktop$ nslookup -type=txt debug.opendns.com.
Server: 127.8.1.1
Address: 127.0.1.1#53

Non-authoritative answer:

debug.opendns.com text "server 7.pao"
debug.opendns.com text "organization id =
debug.opendns.com text = "appliance 1id
debug.opendns.com text = "host id
debug.opendns.com text "user id
debug.opendns.com text "remoteip

debug.opendns.com text = "flags
debug.opendns.com text = "id
debug.opendns.com text = "source
debug.opendns.com text "fw: flags bewm
debug.opendns.com text = "fw: id
debug.opendns.com text "fw: source

Authoritative answers can be found from:

anthony@ubuntu:~/Desktops |}
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