2y st=2 H 5= LHE DNS AH
E|:2 CHA
Mb] 0|& 2016 € &AM 124 AFEH

7‘<7 QAI_q

)|
O| E M0l AME Cisco Umbrelladl M LIF ZH S AEst= Y=ol CHal A ELICH

AE 27 A

iE &= Cisco UmbrellaZ 7|Eto 2 &Lt

S
HO
X
1o
0>|

ol EMo| i S5 2 20| ClHl0|AE ECH2 SAHEIUALICH of EA0I AFSE 2E Clut
olak Z7|3HE(7]8) AT2R0IMO 2 AR EIUALICH BRI LEXDIL &5 50 29 2E
Hao| AAIRIQ! WS OlE| SEI5HAI7] HHErLICH

22U 258 B35 LHE DNS AMH

Umbrella Dashboard(Umbrella CHA|2 E)0|AM L E |3 EE= AFO|E & StLtof CHal 2ZE of 7| x|
of2 EofE = SdMHIC/RY AlY EFZIO| CHEC R EALlE B R SAETJ Z4HEE 7t
S40| =&LICt. DNS 30| LS DNS MHE 7HE 7ts80| =7| =0l Ee| &4 IP7F DNS
Mol IPE CHAM| |22 Eat=oi| A =X57|7t o{E@ &Lt

2

L £

rn
rlo

0|28t BR0l= Umbrella CHA|ZEE AL st0] £AF AlEE + glaLich 2
3 IDol| sl 2ZE =+~ UA&LIC

Cts B



W JtX| & £ e Edo| UXIBH O] SE
DNS MHe| 2EOE AI250{ 2%0| E

LR O 2 Umbrella= VA(Virtual Appliance) & A& & 2 HEFLICH CHE 0|H & stLte LE
HER3Z S| ZE DNS EEHElof CHEt SAE =& 9| 7tA|MEE XI5t o248 R =ME ¢S

ot H| ZobHLCt.

J24LF Umbrella Support= DNSE VAR 7H2|7|X| &= LI S AE 7 Z4E/01 Windows DNS A
HE S5l DNS 23 & EUlls EXE & elst= 27t U&LICH O] A|LIE[20| M= VAZEDNS 2
(Y ol & 22 IPFA)2 EHRE £+ e YHo| gie =2 SiY DNS AHE Stsle 28
DNS #Z|= HER3 £= MO|Eo]| T 2EZE = U&LICH

MB{ O] 2016 2 ®MA| 124 AFE

24L} Pre-Server 2016 24 AAo|ME ol HEIL 7IBMo 2 7|SE[X| gt &LICH OIO|EHE ZH*
sttd™ =502 g4d3tslof LCH §35] 2012r22| B Microsoftol| M SHEIAE Mx|§t04 0] 2Z

TES MEE = U&LICHL

CHE 0S2| 79 2 DNS Aol Tl RS Amsts wilof Tht RAIEH LSS Bad of
Microsoft 2A0IM S4 U AL IS ZHerst 7 MLt

-



https://umbrella.cisco.com/#benefit-matrix
http://support.microsoft.com/kb/2956577
http://support.microsoft.com/kb/2956577
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/dn800669(v=ws.11)?redirectedfrom=MSDN
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/dn800669(v=ws.11)?redirectedfrom=MSDN

1 ozt M| Zu|Tefol Y AFE 2 Umbrella Support2| H2{oi| &3t X| et &LICE.

x|l 2

T F = {Sj

DNSE 37| 2I5 A QI HE{E H74SF 1 Wireshark Zix{E AeHE £ /oM CHA UmbrellaZt
CHAIEEO|M 25t UELICH JHCHE QT LAE FE = ULE SEE 7HAEE =E
g = AsLct

o & £01, DNS Mol A A™>El o ZiX{= E2t0|AE(192.168.168.129) 7t DNS MH
(192.168.168.228)0ll R & & & CtE DNS A{EH{7} Umbrella Anycast A{E{(208.67.222.222)01| # 2|
E +8s5lo SH2 &1 0|E Z2t0|MER CHA| MBste WS Eo{FLICH

m>

ZE Mer2 chEnt &L

dns.qgry.name contains examplebotnetdomain
dns.qgry.name eq "examplebotnetdomain.com"



File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Amde I DRE Qe FT LI EQaaan
[i|cln.wmeq'bmrﬂdnﬂlﬂmﬂ1.m‘ B4 -] Expression.. +
N, Time Source Destination Protocol  Length Info
- 149 7.683774 192.168.168.129 192.168.168.228 DNS 83 Standard query @x@889 A examplebotnetdomain.com
E 158 7.684831 192.168.168.228 208.67.222.222 DNS 94 Standard query ©x4839 A examplebotnetdomain.com OPT
i 151 7.684776 288.67.222.222 192.168.168.228 DNS 118 Standard gquery response @x4339 A examplebotnetdomain.com A 67.215..
< 152 7.6@5110 192.168.168.228 192.168.168.129 DNS 99 Standard query response @x@889 A examplebotnetdomain.com A 67.215..
153 7.686018 192.168.168.129 192.168.168.228 DNS 83 Standard query 2x@88@a AAAA examplebotnetdomain.com
154 7.686153 192.168.168.228 192.168.168.129 DNS 144 Standard query response @x888a AAAA examplebotnetdomain.com SOA au..

0 MIbotnetdomain.png



o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



