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Application Testing Web Policy - 0 MNow 24, 2022
List Name
Application Testing
0 Categories Selected ADD 1 Applications Selected ADD 0 Domains ADD
Dropbox
DELETE CANCEL SAVE
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Add New Bypass Domain or Server

When you add a domain, all of its subdomains will inherit the setting.
If 'example.com’ is on the internal domains list, 'www.example.com'
will also be treated as an internal domain.

Domain Type

O Internal Domains @ External Domains & IPs

Entity

whatsapp.neﬂ

Description

Applies To

Domain: Hosted PAC, AnyConnect, SWG Umbrella Chromebook Client
IP: AnyConnect, SWG Umbrella Chromebook Client

oven | IR

Melg THlPel M& 7tsd S 52 2lsizi™ ol Z 2|70l S S Aol 225t 7Lt "Identify
Exclusions for Uncompatible TLS Versions(Z 2| X| ot = TLS H{F0f| CHEH X Q| Algd)" (o] EA12]

SIEE FX)E AZTSHAAIL.

= —_

=AM sHE(Z=)

ol EMe| LtHX| X|&Ele 2X| siZE 2 I8 Wireshark(www.wireshark.org) THZ! ZH&AE AF2EFL|CH

. Wiresharke AFSXF X|H AMQ| 73 X[ HES 2I5H oHE 2|70/ HMH AFESHE EHRlE AlEsiE
O E20| 2 £ & L|ct. AIZHsE7| ™ol WiresharkOll M CHE AF2 A X b FIH5HAAIL.

1. www.wireshark.orgtl A WiresharkE CI2 2= 8tL|Ct



https://www.wireshark.org/
https://www.wireshark.org/

N
e
A
\4
o
ox
nx
02
\
e
Hu
o
ofn
o
r
ful

http.host
t1s.handshake.extensions_server_name
x509sat.uTF8String
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Dest Port  Destination port

Filter Buttons
Name Resolution

RKONRRREE

Protocols Length Packet length (bytes)
RSA Keys SNI Custom tls.handshake.extensions_server_name 0
Statistics , Cert Issuer Custom x509sat.uTF85tring 0
Advanced '

| < >

+ | = | [] show displayed columns only

< >
T

| HRIE St O+ XIES Rt 7LE Wireshark2 LIET E21E HHE HEstAlAl

o &2

1. WiresharkE® Zt2|AF2 Als#shL|C},
2. [AX] > [SM]0M B HERZ QIE{H O|AE MEHFFLICE

« PAC/EIE £&2| &

2 2ldl LAN HIE L3 ClE{m|o|A | ZHA{EFL|C}.
* AnyConnect +&2| Z< LA

N HEZ QE{mo|A U S = QIE{H0|A0|M & ELICH
3. ENM s s2OE NelstciE g x2a3ig 25 Er &L}

4. DNS FHA|E EHAIZLICE. ipconfig /Flushdns



5. Wireshark Zi&x] A|Zf

6. ENIE Al&5tAH 2R 5D Wireshark ZHAE & K| &L Ct.

II

QB M IL|'Jof CHEr M| &5 AlH

QIZM T'de BatolE0] HBEIDR, ZE OfEE|H0lMof CHeH B S5 U a7 B}
CHELIC 2454 S20i M TLS 4700| Mmfstn 228 Yals M8 FaLich

« TLS 40| =2 H E3|7{LI RHEHEEIE S ULICHRST E£ FIN).
« TLS ¢S BtEX™o 2 MA|E5t= SULICH
« TLS 947301 CHEt @1Z M7t Cisco Umbrellad A Y2 E|1 QleB 2 ST U&LCt

r

0| of 2| Wireshark EE{E TLS 22| SR MF HEE #elst= ol =50l Eulch

E{'=/AnyConnect

tcp.port eq 443 & & (tls.handshake.extensions_server_name || tls.handshake.certificate || tcp.flags.rese
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tcp.port eq 443 & & (http.request.method eq CONNECT || tcp.flags.reset eq 1)
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Time Source Destination Pratocol DestPort  SNI Info

287 43.883933 10.18.199. 181 S = opbo Client Hello
292 43.141656 162.125.6.13 @.16.199. 1] . EFVEE K ange, Server Hello Done

315 48.228572 18.18.199.181 162.125.6.13 TLSv1.2 dropbai. co client Hello
329 48.272897 162.125.6.13 10.1@.199.181 TLSv1.2 Certificate, Server Key Exchange, Server Hello Done

33@ 48.357435 19.18.195. 181 162.125.6.13 TLSv1.2 Client Hello
335 48.4088076 162.125.6.13 18.18.199.181 TLSv1.2 Certificate, Server Key Exchange, Server Hello Done

345 48.514224 10.18.199. 181 162.125.6.13 TLSv1.2 : dropbas Client Hello
350 48.585627 162.125.6.13 18.10.199.101 TLEV1.2 Certificate, Server Key Exchange, Server Hello Done

368 48.641737 18.18.199.181 162.125.6.13 . d Client Hells

365 45.655384 162.125.6.13 18.18.1%99.101 4 Certificate, Server Key Exchange, Server Hello Done

381 53.801686 10.16.195. 181 162.125.6.13 5 = d €lient Hello
387 53.845682 162.125.6.13 18.16.199.181 - s Certificate, Server Key Exchange, Server Hello Done

396 53.929187 19.18.199. 181 162.125.6.13 TLSv1.2 Client Hello
402 53972689 162.125.6.13 10.10.199.101 TLEv1.2 Certificate, Server Key Exchange, Server Hello Done
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PAC/ZEA| 042

dns || http.request.method eq CONNECT
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