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O] B0l ME iOS& Cisco Security Connector® F7} 2HIY C|HO|A BE| ZESHE 7
df ol CHal AHEELICH

HiZAE HE
iOSE CSC(Cisco Security Connector)= iPhone0d| CH 8t 2t X8 Umbrella DNS E 5 QlL|Ct. 3

O| dBME A8st7| ol CSC 75/ HHME HASHAAL. CSCE AFEstt{H TR IP?:.%E
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O] 2M0 M= CcScofl CHE =7F MDM(Mobile Device Management) A ZE {0 XS Q&L
Ct. O|2{8t MDM2 &332l &0 ol ABE[URKIB ot 2 CHA|E=of 2 MB x| ei&LICH.

Z=2uolioSs Cldtolaol EXist=X| = elstE{™

1. Settings(AH) > General(Yt) > Device Management(C|HFO|A £HE]) > [MDM Profile
Name](MDM ZZZ 0|&) > More details(F7+ HE)Z O|S g LICt.
2. T2t R DNS ZEA|I7 CHE ME HEQ &7 U=X| =elgct.
® OH k”_l?'_ xo-l_l?l_ com.cisco. C'lSCOSQCUr"lty app

« 3ZAHE ME HE: com.cisco. ciscosecurity.ciscoumbrella

Apple MDM AFO|E 0 A T A8t i0S T2 M ALE o CHEH AEA|S] L otE AIAIL

2= MDM
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1. 2t2|Xt O|H|Y F A7} Mobile Devices H 0| X| "Settings(A )" 44 ot2ie| CHA[E =0f =7}
E[RA= K| Eelgtct.
2.i0S C|HFO|AO|M AFEE Cisco_Umbrella_Root_CA.cer IFUE CIRZEELICE O] QIS ME
QF 9= HTTPS AtE HO[X|E 31 EfLICE FE CAE 7HXME{H
1. Deployments(T- &) > Configuration(Z1IZ| 22| 0|Ad) > Root Certificate(R E 215 M)Z O|
Sgct.
2. Download CertificateS MEHEFL|C}.
3.CIREEE .cer ez XMEELICEH

Mobilelron 221 E

34XH CHA|E E 2| Mobilelron CHREEE= 2 7|0|A HACH X|eL|Ct Z2lfE HA2 2= 70|
AZEQR0{Q CIE X HTE AZELICH /2 H 71X of|QIE AMelstn 2= 8|0|A2 of
SALEFLICH 7ol Ik 2F Mobilelron CoreE O| %0 & = Q&L|Ct

Mobilelron Cloud0i| b = &} 24T
1. Z2|At O|HIY F27F Mobile Devices | O X| "Settings(& )" S ot o] CHA|E=of F7¢
ZIRE=R| EIFLICH.

2. Umbrella CHA| 2 E0{| A Mobile Iron Z2ItY2 Ct2E = 8L|C}.
3. CtS Y+ E CcHAIELICE.

MUIZ RF2] HAIRF H (A H

"$DEVICE_SNS$" ${deviceSN}

"$DEVICE_MAC$"* ${deviceWifiMacAddress}

*0|= CSC2| Clarity 7t4 Q4 012t AF £|0{ Umbrella 43 2 A0 AFSE|X| et &LICEH ClarityS
A8 3t x| ot CHA|E $DEVICE_MACS$O| gi&LCt.

Citrix Endpoint Management MDM
Citrix0ll 2524 CHAIZ =0l M Ch2 ZH| BHHIE 2SI AL,

1. Zt2[Xt O|H|Y =247t Mobile Devices H| 0| X| "Settings(& )" SM ot2io| CHA|E =0 F7}
E[RA= K| EZelgL(Ct.

2. Umbrella®i A &t MDM 74| T 2f|0|MS e 2 E#LICHAMPE S gHaloz A=),

3. Umbrellal| FE QIEMHE CIREE=FLICEH

1. Deployments(T+ =) > Configuration(Z1Z| 1 2] 0|44) > Root Certificate(F E 215 A)
SgLct.

2. Download CertificateE AEHElL|C}.

3.CIREEE .cer myz MHEELICH

Mg £H5tn Ut xk2| EAIXFE Citrix MDMO| CHEH 2HEE 42 HiZZ L]
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https://docs.umbrella.com/deployment-umbrella/docs/generic-mdm
https://docs.umbrella.com/deployment-umbrella/docs/generic-mdm
https://docs.umbrella.com/deployment-umbrella/docs/generic-mdm
https://docs.citrix.com/en-us/xenmobile/server/deploy-resources/macros.html
https://docs.citrix.com/en-us/xenmobile/server/deploy-resources/macros.html

MU RE] EAIRE 4 (A 4

UHAHF ${device.serialnumber}

MAC_FA* ${device.MAC_ADDRESS}

*0|= CSCY| Clarity 44 2401 8F AL E|H Umbrella 718 2 40|= AFSEIX| 2E&LC.
A CHS CHS CHS MDM EHAHIE 2tZ 8Lt

1. Apple Business Manager(ABM)(0|Z 2| VPP, Volume Purchase Program)& At&73104 CSC
He Mx|5t =S MDMS FA &Lt

. Z=H| EPA M =™ E Umbrella &/E= Clarity ZALZ|220|/M2 Y2 EFFLICEH

. Citrix MOl EHHA|E AIZeto T2 WS JtX{FLICtH

.Umbrella Z2E Q& 7|22 AZ|E £ /= C|HIO|A0] CHEt QIZEMHE =2

a A~ wN

Lightspeed MDM

Lightspeed MDM= iOS DN
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1. "generic mobileconfig file"S CHR2 2= 5t1 oY BEHES xmIo|A txt2 B4Z8L|C].

2. IS ¥ & 589 Xi2| EAIX i EAUE %serial_number%z HZELICH

3. 231} Z0] Lightspeed0ll A DNS Z & A| = 2 0| Cisco Security Connection2 F7}&FL|C}
) DNS Proxy Bl

Filter By | All OS

App

360019477192
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4. =74 El L mobileconfig TS Y otzHS| DNS ZEA| | zl|o|M SMoi F7t

360019477152

5. 0FX|2f2 2, Umbrella®i| M Cisco Root CAE CH2 2 E5t1 Lightspeed2 755101 21E M 4

i .’UHI(II"@ Bicisco Umbreta

= 22 ho|x|E &Lt =1

B

360019477132
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https://docs.citrix.com/en-us/citrix-endpoint-management/policies/import-ios-mac-os-x-profile-policy.html
https://docs.citrix.com/en-us/citrix-endpoint-management/policies/import-ios-mac-os-x-profile-policy.html
https://docs.umbrella.com/deployment-umbrella/docs/generic-mdm#install-umbrella-root-certificate:~:text=by%20Umbrella.-,Install%20Umbrella%20Root%20Certificate,-The%20intelligent%20proxy
https://docs.umbrella.com/deployment-umbrella/docs/generic-mdm#install-umbrella-root-certificate:~:text=by%20Umbrella.-,Install%20Umbrella%20Root%20Certificate,-The%20intelligent%20proxy
https://docs.umbrella.com/deployment-umbrella/docs/generic-mdm#install-umbrella-root-certificate:~:text=by%20Umbrella.-,Install%20Umbrella%20Root%20Certificate,-The%20intelligent%20proxy
https://docs.umbrella.com/deployment-umbrella/docs/install-the-cisco-umbrella-root-certificate
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PayloadContent

AppBundleIdentifier

com.cisco.ciscosecurity.app

PayloadDescription

Cisco Umbrella

PayloadDisplayName

Cisco Umbrella
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|
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2 AIZHSt T JAMF AZE A
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PayloadIdentifier

com.apple.dnsProxy.managed.{pre-filled in the download}

PayloadType

com.apple.dnsProxy.managed

PayloadUUID

{pre-filled in the download}

PayloadVersion

ProviderBundleIdentifier

com.cisco.ciscosecurity.app.CiscoUmbrella



ProviderConfiguration

disabled

disabled

internalDomains

10.1in-addr.arpa

16.172.1in-addr.arpa

17.172.1in-addr.arpa

18.172.1in-addr.arpa



19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

172

172

172

172

172

172

172

172

172

172

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa



29.172.1in-addr.arpa

30.172.1in-addr.arpa

31.172.1in-addr.arpa

168.192.1in-addr.arpa

local

TogLevel

verbose

orgAdminAddress

{pre-filled in the download}

organizationId



{pre-filled in the download}

regToken

{pre-filled in the download}

serialNumber

%SerialNumber%

PayloadDisplayName

Cisco Security

PayloadIdentifier

com.cisco.ciscosecurity.app.CiscoUmbrella.{pre-filled in the download}



PayloadRemovalDisallowed

PayloadType

Configuration

PayloadUUID

{pre-filled in the download}

PayloadVersion

1. JAMF Schoold|AH A Z2E & OtEL|CT
AtM[E LH8 2 ClHrolA =2 Hoil Chgt JAMF BEME HZSHAIL.
2.DNS ZEA| HO|ZEE A25104 OIS MY E 7 HELICH

1. App Bundle ID(® 1= ID) =0 com.cisco.ciscosecurity.appS 2igtLict.

2. Provider Bundle ID(AFIXF FH1E ID) EE 0| com.cisco.ciscosecurity.app.CiscoUmbrellas
QgL


https://docs.jamf.com/jamf-school/deploy-guide-docs/Device_Profiles.html
https://docs.jamf.com/jamf-school/deploy-guide-docs/Device_Profiles.html
https://docs.jamf.com/jamf-school/deploy-guide-docs/Device_Profiles.html

3. JAMF MEHA o] 2CHAH0I M BHE XML T MEBAF Hu|ado|adol F7+&tL|ct.

JAMF 10.2.0 O|™

JAMFE At83t01 CSCE F&oteiM SCiet 22 uted +H0| R LICH JAMF MDME At8st
0{ CSCE T&35te{™ LS EHAHIE s LICt

1. Z2|Xt O|H|Y 247+ Mobile Devices(Z2HH Y C|HFO|A) H|O|X| Settings(4%) SM otzH 2l
CHAIE=of FIHE A= X = 17 L Ct.
2. Umbrella #E CAE F7}&fLICH
1. Deployments(T%) > Configuration(Z1IZ| 124 0| M) > Root Certificate(F E /S A)Z 0]
St
. Download Certificate & MEHEFL|C}H.
CI22EEE .cer tUZE XEFLICH
. QIBE Mo 0|5 & =43t Upload Certificate(Q1E5AM UZE)E ME4SHLICE
..cerg YELES T H|ZEHE WEE H|9 SLCt
6. 0| RAIEME FAlstE{H ClHtO|A He|ol| MESHMAIL.
.Umbrella CHA|ZE0|M it 202 CREE=FLICH
4. JAMF Prov.10.2.0 O|& 2 At&3dt= 4<% Ol HHE HHE £ JU&LICH ChE 2 F7+5H04
M AEHE 7HK{2 = AU &Lt

a b~ ODN

w
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<key>serialNumber</key>
<string>$SERIALNUMBER</string>
<key>Tabel</key>
<string>$DEVICENAME</string>

5.v.10.2.0 O|™ Q| JAMFE A5t A< Ol oAl Z2E o Ltet UE AAMHE XML Z2H
2 RISHAH TEIELICE O] ol OCHZ ES5HX| A2 2 SANSHKR| OFMA|L. CHAIEE
Udl 2 ZAT|ago|MBt AR SHAAL.

1o o :
H

<?xml version="1.0" encoding="UTF-8"7>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertylList-1.0.c
<plist version="1.0">

<dict>

<key>PayloadContent</key>

<array>

<dict>

<key>AppBundleIdentifier</key>
<string>com.cisco.ciscosecurity.app</string>
<key>PayloadDescription</key>

<string>Cisco Umbrella</string>
<key>PayloadDispTayName</key>

<string>Cisco Umbrella</string>
<key>PayloadIdentifier</key>
<string>com.apple.dnsProxy.managed.DBE2A157-E134-3E8C-B4FB-23EDF48A0CD1</string>
<key>PayloadType</key>
<string>com.apple.dnsProxy.managed</string>
<key>PayloadUUID</key>
<string>59401AAF-CDBF-4FD7-9250-443A58EAD706</string>
<key>PayloadVersion</key>

<integer>1l</integer>
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<key>ProviderBundleIdentifier</key>
<string>com.cisco.ciscosecurity.app.CiscoUmbrella</string>
<key>ProviderConfiguration</key>

<dict>

<key>disabled</key>

<false/>

<key>internalDomains</key>

<array>

<string>10.1in-addr.arpa</string>
<string>16.172.1in-addr.arpa</string>
<string>17.172.1in-addr.arpa</string>
<string>18.172.1in-addr.arpa</string>
<string>19.172.1in-addr.arpa</string>
<string>20.172.1in-addr.arpa</string>
<string>21.172.1in-addr.arpa</string>
<string>22.172.1in-addr.arpa</string>
<string>23.172.1in-addr.arpa</string>
<string>24.172.1in-addr.arpa</string>
<string>25.172.1in-addr.arpa</string>
<string>26.172.1in-addr.arpa</string>
<string>27.172.1in-addr.arpa</string>
<string>28.172.1in-addr.arpa</string>
<string>29.172.1in-addr.arpa</string>
<string>30.172.1in-addr.arpa</string>
<string>31.172.1in-addr.arpa</string>
<string>168.192.1in-addr.arpa</string>
<string>local</string>
<string>cisco.com</string>

</array>

<key>loglLevel</key>

<string>{pre-filled in the download}</string>
<key>orgAdminAddress</key>
<string>{pre-filled in the download}</string>
<key>organizationId</key>

<string>{pre-filled in the download}</string>
<key>regToken</key>

<string>{pre-filled in the download}</string>
<key>serialNumber</key>
<string>$SERTALNUMBER</string>
<key>1abel</key>

<string>$DEVICENAME</string>

</dict>

</dict>

</array>

<key>PayloadDispTayName</key>

<string>Cisco Security</string>
<key>PayloadIdentifier</key>
<string>com.cisco.ciscosecurity.app.CiscoUmbrella.{pre-filled in the download}</string>
<key>PayloadRemovalDisallowed</key>

<false/>

<key>PayloadType</key>
<string>Configuration</string>
<key>PayloadUUID</key>

<string>{pre-filled in the download}</string>
<key>PayloadVersion</key>
<integer>{pre-filled in the download}</integer>
</dict>

</plist>

6. JAMFE 7}X27|:
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21}2lo| O|EE X|Z5t1 DNS ZEA|Z 0|S8HLCt.
NS Z £ A|o{M ConfigureE Z2!8rL|C}
EA| A28 0| Umbrella M8 HEZ AAsHL|Ct.

s

K O |n

2.
3.
4.
1. App Bundle ID(® ¥ ID) =0 com.cisco.ciscosecurity.appe ¢l2istLct,

2. Provider Bundle ID(8 2 At HE ID) 2=

com.cisco.ciscosecurity.app.CiscoUmbrella.

3. Umbrella0il A EHEEH XML LIE E 047
Provider Configuration2 =
XML A4,

5. Scope(H?)& S =lst 1 M C|HOo|A He{of S LCt.



=
elE

cof 2% F7bELICH REMIEH L& 2 Umbrella InTune EME & ZE5H

-

=

InTuneO| Umbrella CHA|EE
A2,

isco AMP for Endpoints2| M|& &IL|Ct. T4XH 0| M| F o CHEF 2to[M AT}

o HEME2C
RE d #d MY B2 AE L

B
Mosyle X|¥42 DNS Proxy Z1I|28{|o|MHo| EAIQIL|CEH

£ ID) 2 =04 com.cisco.ciscosecurity.appe 22i&tLct.

 App Bundle ID(®Y HE

+ Provider Bundle ID(SZ A H& ID) 2=0f

com.cisco.ciscosecurity.app.CiscoUmbrella.
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XML <key>ProviderConfiguration</key> Lie| Lig&2 Mobile Provider Configuration Z=01 F7+&fL|
CH.

<dict>
<key>anonymizationlLevel</key>
<integer>0</integer>

<key>serialNumber</key>
<string>%SerialNumber%</string>
</dict>

I dEe Ar8sted™ HuaeloldE s4let7| 2ls ClutolA MPE X|Hst oF stH,
2Moz HR7I FIx|X|E et&LICH



DNS Proxy profile(DNS Z & A| Z 21} Q) 1| 0| X|0{| A Eo+2 FAErL|C}.

App Bundle ID( #1E ID) 2 =04 com.cisco.ciscosecurity.appe el2istLict
Provider Bundle ID(XM3 At & ID) B =04 com.cisco.ciscosecurity.app.CiscoUmbrellas 2=

gruict
EHAE AFE5H0q .prist g FAEELICE

L

. iI0S Common Config & HZE2IS 2 A|E}50q <key>ProviderConfiguration</key> 42| LIS 0|

<dict>~</dict>B 22 LIAUS pristz WEIGAMAIL.

. serialNumber 7% Securly0ll Z49|El sserialnumber fH4-2 WA|EIL|CEH

plist Tt LIE2 O] of2t 0f HIRE == U&LICH O|E DNS ZFA| I o]Mof Y=

=41 |

anonymizationLevel

disabled

internalDomains

10.in-addr.arpa

16.172.1in-addr.arpa


https://support.securly.com/hc/en-us/articles/360046285694
https://support.securly.com/hc/en-us/articles/360046285694

17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

172

172

172

172

172

172

172

172

172

172

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa



27.172.in-addr.arpa

28.172.in-addr.arpa

29.172.in-addr.arpa

30.172.in-addr.arpa

31.172.in-addr.arpa

168.192.1in-addr.arpa

local

ToglLevel

{pre-filled in the download}

orgAdminAddress



{pre-filled in the download}

organizationId

{pre-filled in the download}

regToken

{pre-filled in the download}

serialNumber

$serialnumber
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