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Q, Search for a customer or organization
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Log Management
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* Amazon S3

Q. Search for buckets

<4 Create bucket
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Create bucket
CD Name and region @ Set properties @ Set permissions @ Review
Name and region

Bucket name

my-msp-organization-name-log-bucket

Region

US West (N. California)

Copy settings from an existing bucket

Select bucket (optional) 2 Buckets v

ol ARIOf 7HE e S X|¥ S MEist T HEE FELICH COHE HAAM dEE SALStX|
of

s MR EAOIM CH B 2
EF

% 2IgfLCH o gf2 Lol =-e =+ &Lt
B AR EEHlOf A T e

2ELICH LISol| HEhS CHA| g Estod =28 HIAlE dF

Kl

5t
. HE Z2MAE ntFelstn M BHET|



Create bucket X

@ Name and region @ Set properties @ Set permissions @ Review

Name and region

Bucket name my-msp-organization-name-log-bucket- Region US West (N.
2 California)

Properties

Versioning Disabled
Logging Disabled
Tagging 0 Tags

Permissions

Users L
Public permissions Disabled
System permissions Disabled

Create bucket
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* Amazon S3 > my-msp-organization-name-log-bucket

Q, Type a prefix and press Enter to search. Press ESC to clear.
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Access Control List Bucket Policy CORS configuration

Bucket policy editor ARN: arn:aws:s3:::my-msp-organization-name-log-bucket
Type to add a new policy or edit an existing policy in the text area below.

1 B
2 "Version": "2008-10-17",
3 "Statement": [
4 {
5 ESTdEIEE
6 "Effect": "Allow",
7 "Principal”: {
8 "AWS": "arn:aws:iam::568526795995:user/logs"
9 1,
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{
"E{ZA": "2008-10-17",

HDC:>|Eé:|_E_u: [

{
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"FEERE
"AWS": "arn:aws:iam::568526795995:user/logs"
13

"EFQqn. "s3:PutObject",
"Bl AA" "arn:aws:s3:::bucketname/*"

13

{

uAl |:u. "

u—J_l_u ll7_| Elu

FER

"AWS": "arn:aws:iam::568526795995:user/logs"
3

"&F 1" "s3:GetObject",
"Bl AA" "arn:aws:s3:::bucketname/*"

2
{

uAl .

£ T 73S
FEA

{"AWS": "arn:aws:iam::568526795995:user/logs" }
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"Er4": "s3:GetBucketLocation",
"Bl AA" "arn:aws:s3:::bucketname

2

{

uAl .o

£ 3 5"

"FEAP

"AWS": "arn:aws:iam::568526795995:user/logs"
13

"Er4": "s3:ListBucket",
"2l AA"™ "arn:aws:s3:::bucketname

}
]
}
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jo

Log Management

Amazon S3

AWS S3 Bucket

my-msp-organization-name-log-bucket

Verification Successful

Q| HAIXIZE CHAIE

SRR

Zof EAIELCEH

Not Configured Never

For security, we need to confirm that we're sending logs to your bucket. Navigate to your AWS account, copy your
unique token from the README file from your bucket, paste it below, and click save.

Unique Token
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Log Management

STATUS LAST &

Amazon S3 ® Configured August 2nd 2017, 11:43:21 am

AWS S3 Bucket: my-msp-organization-name-log-bucket
Last Sync: August 2nd 2017, 11:43:21 am

By default all customers are logged to this Amazon S3 Bucket. Logging can be manually turned off for customers
individually from the Customer Management page.

STOP LOGGING CLOSE
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27 2}O|Z AFO|Z |

S3E AM&steE B9 HZ! LHollM Cllo|E{2| 2t0|ZALO|ZE & Bt Elstod 28 EESte s 7|THE o
gg = JaLch 2F 23 #ElE Ar8steE olfol et 7|Zhol ohe E7HLE oie d = A&LCH
. o& £04, 24 A7k F0f S3 HZM 2O & Ct2Z2E=6t01 2LEEIlo| KE 5t 7L, 2EHRE0A
EOE FIIE fXIE = J&LICH 7|EXH2oE Amazon2 OI|O|E{E HZ!lo| F7(8t ME KB F
Mgt M2 HAlE X #Elste HISS YEAIZLICH 83 7ol CHEE REMIEF LIE2 047]&

SECESPSIR
HZ!o| 2to|ZAtO|E 2 FH5tE{H
1. Management(Z 2|)& ME4Et CtF 2I0|ZALO|E

* Amazon S3 > my-msp-organization-name-log-bucket

Lifecycle Analytics Metrics Inventory
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https://docs.aws.amazon.com/AmazonS3/latest/UG/LifecycleConfiguration.html
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+ Cisco O{L|X|= Amazon S3 HHZ! Al

Settings

csce | og Management

Amazon S3

0o Use your company-managed Amazon S3 bucket

Amazon S3 bucket

Amazon S3 bucket name VERIFY

Learn more about Amazon S3 bucket verification »

Use a Cisco-managed Amazon S3 bucket

25231151138964
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Settings
atfvan] e

asco | og Management

Amazon S3

Use your company-managed Amazon S3 bucket

@ Use a Cisco-managed Amazon S3 bucket
Cisco will manage your logs in Amazon S3 for you. To learn more view our guide.

Select a Region

US West (N. California)

Select a Retention Duration

Data older than the selected time period will be automatically deleted and cannot be recovered.

30 days

25231151158036
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Do these settings look ok?

If you wish to change your region in the future, you will need to delete your current bucket and
start over. Retention duration can be changed at any time.

Storage Region Asia Pacific (Seoul)

Retention Duration 30 Days

25231181211796

A& ste ol SolstH gyt LElo| M&ELICH

We're activating AWS S3 export now...

We're still working to create your AWS S3 bucket...

Once activation is complete, we'll provide you with keys to access your new bucket.

25231181218708
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AmaZ )
Active (Managed) Sep 28, 2017 at 10:19 AM
Ve're sending data to yol anaged S3 bucke
S Region us-west-1
Retention Duratior 30 days
Bucket Name  s3://umbrella-managed
Last Sync Sep 28, 2017 at 10:19 AM
Forget your keys?
\ can reqene bel te th alidate X g keys
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S3 LOGS

Centralized Log Management
To enable centralized log management, a centralized bucket needs to be set up in the Log Management page.

Individual Log Management

Configure individual log management

DEPLOYMENT PARAMETERS

( q i er | Show install command
1918 1300a53676a576151b1¢37 BY95S How to set up RMM scripts
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