Disable Unwanted Secure Client Modules for
macOS and Windows
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€ Cisco Secure Client Install ... — L] X

Select the Cisco Secure Chient 5.0.01242 modules you
wish to mstall:

m Core & AnyConnect VPN
Start Before Login

Network Access Manager

u
N
m Secure Firewall Posture

m Network Visibility Module
v

u

N

w Umbrella
ISE Posture
Select All

Diagnostic And Reporting Tool

m Lock Down Component Services

Install Selected
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3.VPN7|5E ISE“SSPoFE A8 A+ X8 ACTransforms.xml Tt mH7|x[od] F=7+&FL|CH.
4. Umbrella 2 E/(OrglInfo.json)2 ZCI0|HE7I 8&& = &= 7 |X|oll F7+EHLICE.

5 I7|X|& &17| T1& DMGE CtA| t|=|§+%*L—llZP

6. & &Y install_choices.xml It YE X|S5t04 CLIE Sall W7|X[E MHX[ELICE

1EHAl. .dmg T 7| X|E g4t & LCt.

o|O|x|oll EA|El CHE Disk Utility EE= hdiutil€ AFE5t0{ .dmg THZ|X|E 17| & A EfO|AM 17
[AT|2 BEFEFLICEH

hdiutil convert cisco-secure-client-macos-<version>-predeploy-k9.dmg -format UDRW -o csc-writeable.dmg

ser@users-Mac Downloads %] hdiutil convert cisco-secure-client-macos-5.1.2.42-predeploy-k9.dmg -format UDRW -o csc-writeable.dmg
Protective Master Boot—Record—{MOR——¥=
GPT Header (Primary GPT Header : 1)..
GPT Partition Data (Primary GPT Table : 2)..
(Apple_Free : 3)..
disk image (Apple_HFS :

(Apple_Free : 5)..
GPT Partition Data (Backup GPT Table : 6).
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iCloud Drive

Cisco Secure Client 5.1.2.42
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3EHA|. install_choices.xml| It AiAd

install_choices.xml I} Y2 MX|g ZES F+45tH CLI & AFEE 7|8 AX|oi| CHEF MX| Q=2
M3E = U&LIch 2ZE install_choices. xm|° Lost %(Umbrella + VPN)2t A48t L|Ct

MEiMo = Ctg BYE AH85tod(HUZAE T CHAl) T/ 8 install_choices.xml Tt E &5t
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installer -pkg /volumes/Cisco\ Secure\ Client\ <version>/Cisco\ Secure\ Client.pkg -showChoiceChangesXM

userfusers-Mac Downloads X installer -pkg /volumes/Cisco\ Secure\ Client\ 5.1.2.42/Cisco\ Secure\ Client.pkg -showChoiceChangesXML > ~/Downloads/install_choices.xml
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<?xml version="1.8" encoding="UTF-B8"7=>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.@//EN" "http://www.apple.com/DTDs/Propertylist-1.08.dtd">
<plist version="1.@8"=>

<array=>

<dict>
<key=attributeSetting</key=
<integer=1l</integer=
<key=choiceAttribute</key>
=string=selected</string>
<key=choiceldentifier</key=
=string=choice vpn</string=

<fdict>
=dict>
<key=attributeSetting</key=
=integer=@8</integer=
<key>choiceAttribute</key>
<string>selected=/string=>
zkey>choiceIdentifier</key=
=string=choice_websecurity</string=>

<fdict=

<dict=>
<key=attributeSetting</key>
<integer=@</integer>
<key>choiceAttribute=/key>
=string=selected</string>
=key=choiceldentifier</key=

</fdict>
«dict>
<key=attributeSetting</key=>
<integer=1l</integer=
<key>choiceAttribute=/key=>
=string=selected=/string>
=key=choiceldentifier</key=>
<string=choice_dart</strings|

=<fdict=

adict=
<key=attributeSetting=/key=
<integer=8</integer>
<key>choiceAttribute=/key>
=string>selected=/string=>
<key>choiceldentifier</key=
<string>choice_posture</string=

<fdict>
<dict>
<key=attributeSetting=/key=
<integer=@</integer=>
=key=choiceAttributes=/key>
=string=selected</string>
<key=choiceldentifier</key=>

</dict>
=dict>
<key=attributeSetting</key=
<integer=@</integer=
<key>choiceAttribute</key>
<string>selected=/string=
<key>choiceldentifier</key=>
=string=choice_nvm</string=>

<fdict>
<dict>
=key=attributeSetting=/key=>
<integer=1l</integer=
<key=choiceAttribute</key=>
=string=selected</string>
<key=choiceldentifier</key>
=string>choice_umbrella</string=

</dict=

=farray=
</plist=
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o:xml U2 H g2 12 YD LHHXIE 022 AH-stod LESol|l &74%! VPN,
Umbrella Roaming Security &' DART 2 & & A x|gL|C}.

5EtAl. VPN 7|5€ &7|848 ACTransforms.xml It S B4 A& & L|C}H
VPN 2 E& &7|24™ ACTransforms.xmlg T &/ L|C}.
/Volumes/Cisco\ Secure\ Client\ <version>/Profiles/ACTransforms.xml

FM 2| SHAl5tedH
L
ACTransforms.xml It 0| LHE:

<!-- Optional AnyConnect installer settings are provided here. Uncomment the setting(s) to perform opti
<Transforms>
<!-- <DisableVPN>true</DisableVPN> -->



<!-- <DisableCustomerExperienceFeedback>true</DisableCustomerExperienceFeedback> -->
</Transforms>

6CHAl. Umbrella T2l Ad x|

Umbrella Dashboard(Deployments(T%) > Roaming Computers(2 & 74 E) > Downloads(CH=2
Z£))olM Umbrella 2 Z 2 Z|(Orglnfo.json)2 EP-?-E':%*I—H:P EEPol‘PJEﬂ Umbrella
Dashboardol|l S&5t1 255t & T2 0t U2 T2 H|X{'JaHof &L[Ct. MX| mfZ7|X|oi =& 5t
MZ| & 5o 2 HXE 7t isLict

I 2 ZZ /Volumes/Cisco\ Secure\ Client\ <version>/Profiles/umbrella/Orginfo.json0| K& & L|C}.

userfPusers-Mac Downloads % cp_DrgInfo.json /Volumes/Cisco\ Secure\ Client\ 5.1.2.42/Profiles/umbrella
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diskutil eject Cisco\ Secure\ Client\ <version>
hdiutil convert csc-writeable.dmg -format UDRO -o csc-readable.dmg

user@Pusers-Mac Downloads % hdiutil convert csc-writeable.dmg -format UDRO -o csc-readable.dmg
Preparing imaging engine..
Reading Protective Master Boot Record (MBR : @)..

(CRC32 $DC45292C: Protective Master Boot Record (MBR : @))
Reading GPT Header (Primary GPT Header : 1)..

(CRC32 $6AEDDBGE: GPT Header (Primary GPT Header : 1))
Reading GPT Partition Data (Primary GPT Table : 2)..

(CRC32 $4A@AL1F17: GPT Partition Data (Primary GPT Table : 2))
Reading (Apple_Free : 3).

(CRC32 $e00eeeeed: (Apple_Free : 3))
Reading disk image (Apple_HFS : &4)..

(CRC32 $B47BA182: disk image (Apple_HFS :
Reading (Apple_Free :

(CRC32 $eeeeeeed: (Apple_Free :
Reading GPT Partition Data (Backup GPT Table :

(CRC32 $4ABA1F17: GPT Partition Data (Backup GPT Table :
Reading GPT Header (Backup GPT Header : 7).

(CRC32 $9449E@69: GPT Header (Backup GPT Header :
Adding resources..

Elapsed Time: 7.251s

File size: 142748182 bytes, Checksum: CRC32 $5A9B808DAS
Sectors processed: 471848, 278772 copied

Speed: 18.BMB/s

Savings: 40.8%

created: /Users/user/Downloads/csc-readable.dmg
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hdiutil attach ~/Downloads/csc-readable.dmg
sudo installer -pkg Cisco\ Secure\ Client\

/Cisco\ Secure\ Client.pkg
-applyChoiceChangesXML  ~/Downloads/install_choices.xml

-target  /

userPusers-Mac Downloads % hdiutil convert csc-writeable.dmg -format UDRO -o csc-readable.dmg
Preparing imaging engine.
Reading Protective Master Boot Record (MBR : @)-
(CRC32 SDC45292C: Protective Master Boot Record (MBR : @))
Reading GPT Header (Primary GPT Header : 1)
(CRC32 SSAEDDBSE: GPT Header (Primary GPT Header : 1))
Reading GPT Partition Data (Primary GPT Table : 2).
(CRC32 $4ABALFL7: GPT Partition Data (Primary GPT Table : 2))
Reading (Apple_Free : 3).
(CRC32 Sepoeee@d: (Apple_Fre 3))
Raadxnu disk image (Apple_HF
ltHCBE $B47BALD2: disk image l*uule HFS : 4)
Reading [ﬂppln"Frec 5l

= )
Read:ng DPT Parr1t1on Data IEaLh p GPT Table : &)-

(CRC32 S-ia. 7: GPT Parti n Data {Backup GPT Table :
Reading GPT Header (Backup GPT Header : 7)-

(CRC32 $9449E0569: GPT Header (Backup GPT Header : 7))
Adding resources.
251s
8182 bytes, Ch v: CRC32 S5A988DAB
tors processsd: 471048, 278772 copisd
Speed: 1B.BMB/s
49.8%
fUsers/user/Downloads/csc-readable.dmg
sers-Mac Downloads ¥ hdiutil attach csc-readable.dmg
Checksumming Protective Master Boot Record (MBR : @8)-
Protective Master Boot Record (MBR :: verified CRC32 $DC45292C
Checksumming GPT Header (Primary GPT Header : 1).
GPT Header (Primary GPT Header : 1): verified CRC32 $6AEDDBGE
Checksusming GPT Partition Data (Primary GPT Table : 2).
GPT Partition Data (Primary GPT Tabl: verified CRC32 $4AQA1F17
Checksumming (Apple_Free : 3)-
{Apple_Free : 3): verified CRC32 $00000000
Checksumming disk image (Apple_HFS : &).

disk image (Apple_HF verified CRC32 $B47BA182
[Checksusming (Apple_Free : B).
(Apple_Free : 5): verified CRC32 Secaaaana
Checksusming GPT Partition Data (Backup GPT Table : &)
GPT Partition Data (Backup GPT Table: verified CRC32 $4ABALF1Y
Checksusming GPT Header (Backup GPT Header : 7).
GPT Header (Backup CPT Header : 7): wverified CRC32 $9449E0&9
verified CRC32 $5APEBDAB
fdev/disk2 GUID_partition_scheme
/dev/disk2si Apple_HFS /Volumes/Cisco Secure Client 5.1.2.4
user@users-Mac Downloads % installer -pkg /volumes/Cisco\ Secure\ Client\ 5.1.2.42/Cisco\ Secure\ Client.pkg -showChoiceChangesXML > ~/Downloads/install_choices.xml
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