SWG &l ALO|E HAM|A =X si&

MPSO| Java Bt2d 2x= 2cdol |77
51z
502 Bad GatewayZ £1/L|7t?
502 22 Ho|ESJolo| ZE 29!
KIE[R| oH=SWG 5 a5
51z
ZE0|ME QIZM O1F Q%
ZEAIM FILE S
51z

A7

0| 2 MM E Umbrella SWG(Secure Web Gateway) ZE A|0f LIEILI= @ AFO|E HMA EXNIE
dste 2ol cHal AHEELICE

HiE EE

www.xyz.com 2 AlO|E= SWG ZEA|IE Sl HMAE = gl AHEXE7L QB0 2 A A

A5te4d & (2 2loll Umbrella SWG7H SiE ) ’SQ’;@E S&LICt. SWGE S3l ¢ Alo]
Eof HMAE IS M ETE CIYSt S40 CHEs 9| 2 ﬂ HAIXIE AES EZ&L
7te Uutx el Ho|ESol= 502 £ HIOIE 0], 5 2 HAIX| JAER @7 E 2EolE = o
UAEZ QB M7t FAHE, HMA HE 403 FX|, YAER 57t UX|5HX| &b &, & AOIETL
Al St 3| HEH F A7t ZoHE A& LICH

Ct
=3
=,
Xt
| |

UAEZI EEOCF QIS "N A 7HE 403" 2

o M EEE UAER| S0 SWG ZEA| o|28)A IP HRIE AHEH == AMetstn U&LICH of| 2
£ 04, Akamai WAF = 27H2| SWG o|d|A IP HRIE xPEF H&LICH ol EXIE sHAstE ™ & A

O|E Er2|Xtof| Al o42F5t09 IP B4 2| RIEFHS oHXﬂouﬂ St= SMeQlL|Ch M7 K|= Anyconnect
SWG 2 PAC It 7152 2?5l QIF TH Q! &l S8 2 ALE35t0{ SWGE 3 LIct ZHES| &
afl, ol2{8t R EXl= ZE A XHA| 7t otL|gt ZEAIQF & My 7te| HIZ &M HE ILICH 0|1
HA IPESSE QFH "HMA HE 403" 270 CHs KBE F+AMAMHoE & E5H7| I8 @I JULICEH


https://community.akamai.com/customers/s/article/Why-is-Akamai-blocking-me?language=en_US

Java EX|Z QI8 "HAMA THE 403" 2 F

2 AIOIE O] HMAE £ o It HAF Aol &d5tEl AEH0lAM SWG MPS ZEAIE S5l 2
HOo| M E[H "HMHA HE E= 403 2X| - Umbrella 2212 E E9F HO|EQ0| 2 E"7P dh ML
Ct. 22{L} File Inspection(Zt Y Z AF)Ol HIZ &3t E|H 3 AFO|EJF ME3Mo 2 ZEEELCH E= ¢

AOIEE 23| &= si50l Eom™ HAO|ET B2 E=ELCH
= o
Sx|o| A9l BlE 2 Aol

MPS2| Java &&1 EX|l= UL

ZE MM Mol AdS Al=et & T AOIE E= 8 ME{7HSNI 2 SSL 310f CHEF TLS
ZNE ZSAof ChA| BHetEHLIC 7|20 2 01742 T2 hello7t TS E O %0 L A4BHLIC.
MPS ZE A|Javag 7|Bte 2 &)e 7|2 o 2 MY Lo "Unrecognized Name"O| = TLS &
22 SNI & EA4 & LR E *cletT EMMMEZ SEELICH XHMEF LI 2 0478 At AA

fo mu

Ol= SWG EE= MPS ZE A| X7t ofLICt Ol M &Fo| & E & Au|Jeo|Maz el
SWG == 7|t ZEA|Qto| H|Z &MY & st ILICH EEFR KoM YEHXM o = 0] 743'_2 FAl
SHX|2F SWG =& 7|EF 2RIX 2ot ZIE{= SSL B0 E XYM {2 7HF5t1 MME SZ5
M, O|2 Q& AL Xt A 40371 2| FX|El 27F | O[X|7} EA|EILICE E3t 502 Bad Gateway (& 2
Z Ho|EQ|0l) 2FE ETE £ /UKX|EH o] 2—MM 2 &= JUXO| CHREEZE 2| of|of M= 403
Forbidden(Z X|El 403) 9%?:!!4 Ct.

403 Forbidden

Umbrella Cloud Security Gateway

15151734443924

MPSE OHZ 2|71 0| M Bi[0|0{0| M ESSER2 TLS Z2EEZ0|A MMHEI A2l J|Hto 2 TLS g
0|07} ECHAME X 2|5t WS 7| EE= T5{ Mo{E = U&LICH TLS HIEEZQIE/RIZ M7TI
SHIEA FHEEREX] &letE A2 Mo AMelQlL|Ct o] A3 & I AAL.

EME &olHLE EClE w5 7| @I5H SSL Lab0oilM A X|ME = U&L|CE

Client aborts on SNI unrecognized_name warning

Java 7u25
RSA 2048 (SHA256) | TLS 1.0 | TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA | ECDH secp256r1
Client aborts on SNI unrecognized_name warning

Java Bu161
RSA 2048 (SHA256) | TLS 1.2 | TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 | ECDH secp256r1
Client aborts on SNI unrecognized_name warning

Java 11.0.3
RSA 2048 (SHA256) | TLS 1.2 | TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 | ECDH secp256r1
Client aborts on SNI unrecognized_name warning

Java 12.0.1

RSA 2048 (SHA256) | TLS 1.2 | TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 | ECDH secp256ri


https://docs.cloudbees.com/docs/cloudbees-ci-kb/latest/client-and-managed-controllers/ssl-handshake-alert-unrecognized-name
https://docs.cloudbees.com/docs/cloudbees-ci-kb/latest/client-and-managed-controllers/ssl-handshake-alert-unrecognized-name
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https://www.ssllabs.com/ssltest

Z7t0] SWG ZEA| g10| 2 ALO|E0f HMASHHLE SWGOIM HTTPS ZHALS 3|5
L %04 X SNI Unrecognized name(SNI & = g5 O|8) &2 F A5t & MEH{<t9|
57| =20l & ALO|EJt BF S LICEH

O| ZIALHE & I, Y ElE siAXM2 27t {2 ol AH MetE = /= =19l 2tstolct. Hx|gfot
0 | =l 7

ME2 Z2A| of7|4x1E Sl Ol23t 2ME TS Harstl X2l + A =

32
1. Q8 W THQll CHEt 23 S A O B - EE
2. THQIS ChY S=of £7tet T 518 FAIS HHHLICHAMOIEE MZsHE B9)

502 Bad GatewayEt FIIL|7}?
r

ol

502 Bad Gateway Error(502 2 &l HO|EQ0| 2LF)= M7t HOIEQO| E= ZEA| dE 2
HYAEZ MHEREH HZE SEHS UUS2 l0IFLICE AFSXI7FSWG ZEAIE Salf & At
O|Eo] HA|ASHE{T 3t F 7tX| S&l 0| e MFFLICt.

a) 2CI0[UE — Z R A AF(CIHRAER])
b) ZEAl— & MH AZA B2(YLEH

~— 1

502 SWG Z 5 A|(MPS, Nginx)2t Q= M 042 7tofl 2R E HO|ES0| L7 7+ el &L Ct.

« O wwaw.city.tsurugalg jp t G it @ e 2

0 502 Bad Gateway

An upstream server error has occurred, If you believe you are seeing this message in
error, please contact your network administrator,

This page 15 served by Umbrella Cloud Security Gateway.

Server: swg-ngind-proxy-htips-a6f0606f27 56 signginx.sin
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Curl E&H 9] o4

<#root>

curl -vvv "" --ciphers TLS_DHE_DSS_WITH_AES_256_GCM_SHA384 >> /dev/null
curl -vvv "" --ciphers ECDHE-RSA-AES256-GCM-SHA384 >> /dev/null

Testing website Wth Proxy:

- curl -x proxy.sig.umbrella.com:80 -v xyz.com:80
curl -x swg-url-proxy-https.sigproxy.qq.opendns.com:443 -vvv -k "https://www.cnn.com" >> null

Testing website without Proxy

: - curl -v www.xyz.com:80

Mac/ Li nux:

- curl -vvwv -o /dev/null -k -L www.cnn.com

W ndows:

- curl -vvv -o null -k -L www.cnn.com
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The connection for this site is not secure &
valuedoor2.smbe.co.jp didn't accept your login certificate, or a login certificate may not have i
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Try contacting your organization. -
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No. Time Source Destination Protocol  Length Info ||
181 7.e3e7e9 1e.28.0.100 202.2214355.97 TLSv1.2 571 Client Hello
116 7.079591 202.221.255.97 1e.20.0. TCP 6@ [TCP window Update] 443 =+ 51642 [ACK] Seq=1 Ack=1 Win=6528@
117 7.e80011 202.221.255.97 10.20.06.100 TCP 6@ 443 » 51642 [ACK] Seq=1l Ack=518 Win=64768 Len=@
121 7.397637 202.221.255.97 18.20.86.100 TLSv1.2 1434 Server Hello
122 7.397637 2082.221.255.97 10.20.0.100 TCP 1270 443 + 51642 [PSH, ACK] Seq=1381 Ack=518 Win=64768 Len=1216 [
123 7.397819 10.20.0.100 202.221.255.97 TCP 54 51642 = 443 [ACK] Seq=518 Ack=2597 Win=262144 Len=@
124 7.440607 202.221.255.97 10.208.0.100 TLSv1.2 1434 Certificate, Server Key Exchange
125 7.440607 202.221.255.97 10.20.0.100 TLSv1.2 260 [Certificate Request, Server Hello Done -
126 7.440699 19.20.08.100 202.221.255.97 TCP 54 51642 + 443 [ACK] Seq=518 Ack=4183 Win=262144 Len=0

<

version: TLS
Length: 482

TP N R N P

15027192992276

> Transmission Control Protocol, Src Port:
* [2 Reassembled TCP Segments (487 bytes):
% Transport Layer Security
¥ TLSv1.2 Record Layer: Handshake Protocol: Certificate Request
Content Type: Handshake (22)

1.2 (@x@303)

...... T T T T T ——_—

443, Dst Port: 51642, Seq: 3977, Ack: 518, Len: 206

#124(290), #125(197)]

¥ Handshake Protocol: Certificate Request
Handshake Type: Certificate Request (13)
Length: 478
Certificate types count: 3
v Certificate types (3 types)
Certificate type: RSA Sign (1)
Certificate type: DSS Sign (2)
Certificate type: ECDSA Sign (64)
Signature Hash Algorithms Length: 24
> Signature Hash Algorithms (12 algorithms)
Distinguished Names Length: 446
> Distinguished Names (446 bytes)
v Transport Layer Security
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-M-0JW4 ~ % curl ht

curl https://www.xyz.com -k --header 'X-Forwarded-For: 1.1.1.1' -o /dev/null -w "Status Code: %{http_co
Status Code: 502

curl https://www.xyz.com -k -o /dev/null -w "Status Code: %{http_code}" -

Status Code: 200
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