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https://en.wikipedia.org/wiki/Server_Name_Indication

Certificate Viewer: www.example.org

General Details

Certificate Hierarchy

DigiCert Global Root CA
DigiCert TLS RSA SHAZ56 2020 CA1

www.example.org

Certificate Fields

Certification Autharity Key ID

Certificate Subject Key |ID

Certificate Subject Alternative Name

Certificate Key LUUsage
Extended Key Usage
CRL Distribution Points
Certificate Policies

Authority Information Access

Field Walue

DNS Name:
DMS Name:
DNS Name:
DMNS Name:
DNS Name:

www.example.org
example.net
example.edu
example.com
example.org
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http://www.example.org

. example.net2 XA,
* example.edu

* example.com

* example.org
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W2 Z& 5= CHE TH Q! ol YXIBLICH example.com 2F0d| EA7F FIHEIAX|TH 0424 2|
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http://www.example.com
http://www.hr.example.com

Your connection is not private

Attackers might be trying to steal your information from wrong.host.badssl.com (for
example, passwords, messages, or credit cards). Learn more

MNET::ERR_CERT_COMMON_NAME_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

Hide advanced Back to safety

This server could not prove that it is wrong.host.badssl.com; its security certificate is
from *.badssl.com. This may be caused by a misconfiguration or an attacker
intercepting your connection.

Proceed to wrong.host.badssl.com (unsafe)
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https://www.ssllabs.com/ssltest/index.html
https://www.ssllabs.com/ssltest/index.html
https://www.ssllabs.com/ssltest/index.html
https://support.umbrella.com/hc/en-us/articles/360044216911-How-to-Contact-Umbrella-Support-
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https://docs.umbrella.com/umbrella-user-guide/docs/manage-selective-decryption
https://docs.umbrella.com/deployment-umbrella/docs/working-with-destination-lists
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0 516 Upstream Certificate CN Mismatch

The SSL security certificate presented by this site was issued for a different site's
address. This happens when the common name of the SSL Certificate doesn't
exactly match the name displayed in the address bar. Certificate doesn't exactly
match the name displayed in the address bar and can indicate that attackers might
be trying to steal your information (for example, passwords, messages, or credit
cards). If you continue seeing this error, please contact your Administrator.
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RFC 5280 & Z: Internet X.509 CRL(Public Key Infrastructure Certificate and Certificate



Revocation List) Profile, Section 4.1.2.6 for information on certificate Subject, Section 4.2.1.6 for
information on Subject Alternative Name.


https://www.rfc-editor.org/rfc/rfc5280.html#section-4.1.2.6
https://www.rfc-editor.org/rfc/rfc5280.html#section-4.2.1.6
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