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$ config tunnel 7
config tunnel <options>

options has to be one of the following -

enable <int> Enable the config tunnel connection.
dth <int> ReEnable the config tunnel, if it was disabled.
sable the config tunnel connection.
show status.
—h, -thlD )isplay this usage information.
<int> 1s tunnel duration in hours, default would be 72 hours.

HZ of:

config tunnel enable <optional time open, default is 72hrs, range is 7 to 240 hours>
config tunnel reenable <optional time open, default is 72hrs>

config tunnel disable

config tunnel status

x| B TAdoll CHEH REAISH LIS 2 CHE 8 BEstaAIR,
https://docs.umbrella.com/deployment-umbrella/docs/appendix-d-troubleshooting-the-va-using-a-
restricted-shell#tunnel
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$ config
config snmp

options has to be one of the following -

conf igure Ve c <community string> ]
SNMF

Default public

lgorithm.

config snmp enable
config snmp configure -v2 -c <community string>
config snmp status

SNMP +40f CiEF REAMIEH LH& 2 https://docs.umbrella.com/deployment-umbrella/docs/appendix-
c-enable-snmp-monitoring2 & XA AI2.

3) anycast 5t WH2 AnyCast BGPE T45t= Ol AFSELIC.
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<args>

'bgp' options has to be one of the following:

er : Enahle the anycast mode.
: : Disable anycast mode.
Show status of anycast.
ow BGP Summary
: Show BGP Neighbour statistics
<bgp_info> . Add additional peer routers

{router-ip> : Delete additional peer routers
- 't connectivity
informat ion.

A 3
bgp_info : AS IUTER-IP:HOP-COUNT of the BGP router to publish
router-ip : IP Address of the BGP Router

2 - 255 Default: 255

config anycast enable <anycast ip> <ASN:ROUTER-IP:HOP-COUNT of BGP router>
config anycast status

config anycast disable

config anycast stats

config anycast add <ASN:ROUTER-IP:HOP-COUNT of BGP router>

config anycast delete <BGP router IP address>

AnyCast 71401 CHEF XkM|SH LI 2 https://docs.umbrella.com/deployment-
umbrella/docs/appendix-e-other-configurations#anycast2 & X5t A|L,

4) VAL| 2 & FEl A1|Tado|MolE va 59l BHO| ASELICH

$ config va ?

Usage : config va <commands

commands has to be one of the following -
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: Config
: Conf

: Enahle or Disable DMZ mode to
y | cert 1 "hash'" ) ] : Enable or Disable or Add Keu

<burst> | disable 1] : Configure the Per-IF based Rat

bal | g¢lobal-wve | alternate] : Configure the rﬂﬂTr

‘e information

interface name : Wame of ThH interface should be given when dual nic is enabled Ex: etho,
aps : Number of p L5 ond for per IF.

burst ¢ Packet Burst rate. R

HZ of:

config va status

config va name <New name for the VA>

config va interface <interface name> <ip address> <subnet mask> <gateway>
config va interface6 <interface name> <IPv6 address/prefix> <IPv6 gateway>
config va show

config va ssh enable

config va dmz enable

config va dnssec enable

config va per-ip-rate-1limit enable <packets/sec> <burst rate>

& T Ag FMof CHEt XbMIEH LIE 2 https://docs.umbrella.com/deployment-
umbrella/docs/appendix-e-other-configurations#section-configure-rate-limiting2 & =35t & A2
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config va resolvers US (Uses 208.67.221.76 and 208.67.223.76)
config va resolvers US-v6 (Uses 2620:119:17::76 and 2620:119:76::76)

config va resolvers global (Uses 208.67.220.220 and 208.67.222.222)

config va resolvers global-v6 (Uses 2620:119:35::35 and 2620:119:53::53)
config va resolvers alternate (Uses 208.67.222.220 and 208.67.220.222)

M LI 2 https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-
configurations#section-configure-umbrella-resolvers2 & X5t Al A2,

5) ntp 5t BH2 VAOIM AL AL X" NTP AMHE Heolst= ol A8E == J&LCh

$ config ntp 7
config ntp <options

options has to be one of the following -

add Add NTP server
MEMOVE Remove NTP
show Show NTP

-h, --help

nformation.

config ntp add <New NTP server>
config ntp show

REMIEH L& 2 https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-
configurations#section-configure-ntp-servers2 & X35t &AL,
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$ config admap 7

config admap

commands has to be one of the following -

view <ipaddress. : view AD Mapping for address.

clear <ipaddress: : clear AD Mapping for IF address

set-host-timeout <time> : set timeout for the host in seconds.
1ser-timeout <time> set timeout for the user in seconds.

show-t imeout : Display the host/user timeout.

help : Display this usage ]

args -

ipaddress : Ip AC 1r‘:::
time : time 1n

config admap view <ip address>

config admap clear <ip address>

config admap set-user-timeout 28800 (This would set it for 8hrs)
config admap show-timeout

REMIEF L8 2 CHE 8 RSt MAIR.
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3 EDﬂf

options has to be one of the following -
destination - g-ip:rport: [tcpludpltls] Add destination to send logs to remote serve

Enable the service to send logs 1o destinati

sh for TLS

information.

KEMEt LIE2 S S HZstA AL,
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localdns 59 a2 LHE THIQI2 EX LHE DNS MHEZE AR MY E M 6tE O A2 E
LICH BHF 3.27F &S lLct.

QI
commands has to be one of the following -

(domains ... » @ Add ne ocaldns WEr 1Hd map the domains

: show cur rPrl’r loc ~ver-domain mapping

for the localdns
; to be mapg : z VeI,
Default 1luH = all-internal-domains (domains configure 1 dashboard)

KEAMIEH LI 2 "config localdns help"E ASSIHLE CHS S HESHAAIL.

https://docs.umbrella.com/deployment-umbrella/docs/6-local-dns-forwarding
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commands has to be one of the following -

for the adbs e subnetsprefix_length
: IF in the ED lie et Field

AtMIEH L& 2 "config loadbalancer help"& A&5t7HLE CtS 2 XA AIL.

https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-configurations#section-
configure-load-balancing
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df

df BHEZ ALE5104 VAL| TR C|AT AEES EAIE = JU&LICH
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udev

$ aft

1K-blocks
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srun/user
/data
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free

free BH2 AILARIOM AL 7tSEF HIZE[2t AFSE HZ 22| S EAIRLICH

XEMIEH LH& 2 http://manpages.ubuntu.com/manpages/focal/en/mani/free.1.html2 & XA AL

shared buff/cache avallable

Mem: .j:i _: 5- = 195716 172 301244 Ee=a
Swap: : 18 AT ey

C<0f
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help§ Ar&3stod M[ghEl A 23 LHoA ALSXI7H A EE + = ZE BYE EAIEY = U&UCH

Following is T|k list of commands available

clear rnnt'“ d«fw df free help iostat netstat nslookup aing tr
version
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3 iostat
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Linux 4.8.0-5 (forwarder) 08/30/19 _¥B6_64_

¥nice %s
0.00

Zuser
0.47

.y xidle

53.04

¥steal
0.00

#iowait
0.01

g-Ccpu: ystem

0.47
ips
.19
0.00

kB_wrtnss
5.84
0.00

kB_read
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406
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0

kB_read/s
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Type
DGRAM
DGRAM
STREAM
DGRAM
STREAM
STREAM
DGRAM
STREAM
STREAM
DGRAM
DGRAM
STREAM
DGRAM
DGRAM
STREAM
DGRAM
STREAM
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CONNECTED
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for
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warder:
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olver?.

I-Node
10612
10611
60456416
10616
10700
10578
60456413
9499
10698
60455600
10615
60456417
11419
60432351
l'lEEE

http://manpages.ubuntu.com/manpages/focal/en/man8/netstat.8.html=

state
TIME_HAIT
TIME_WAIT
TIME_HAIT
ESTABLISHED
TIME_WARIT

1 TIME_WAIT
TIME_WAIT
TIME_MWAIT
ESTABLISHED

opendn:domain TIME_MAIT

Path
/var/

/dev/log

@/com/ubuntu/upstart
@/com/ubuntus/upstart

@fcomfubuntufupstart

‘'spool/postfix/devs1og
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nslookup2 QIE{H O|F AMHE CHEtAle 2 2|6t ol AFSELICH HHE x&
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2 Linux2} &

nslookup <domain>

Windows, Mac

O| #E& At8stod 2 3|& At VAT FEIE AAECE S8 ElEHZ EHLICH LF =
ol g = 3|8 32z s+stci™ LIS DNS MHE x| sH ok gfLICH.

nslookup <Internal Domain> <Internal DNS Server IP>

VAOIM R alof CHell LHE EE= 2F 3|8 A™lsted™ Chsxt Z ol gLt

nslookup <domain> 127.0.0.1

Mon-authoritative answer:
' girls.com

: :Hff?ma. 112.19

wamplemalwaredaomain.com, 192.168.1.201

Mame: i, B2 '
Address: ::+fff:145.112.h1.1u-

examplebotnetdomain.com. 127.0.0.1

Mam it .-dmlebuTHdeHmdlﬂ com
Address: :ffff:146.112.61.105
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passwd
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¥ passwd
hanging password for wmadmin.
urrent password:

Jem pd__murﬂ

EsteE O AF2 E|H, 22 Windows, Mac 2! Linux0 Q= 21} CHA|
F%%J SMe oot &Lt

$ plng
'e: ping [-aAbBdDfhLnOgrRUvY] [-c count] [-1 intervall [-I interface]
[-m mark] [-M pmtudisc_option] [-1 preload] [-p pattern] [-Q tos

[-s packetsize] [-S sndbuf] [-t ttl] [-T timestamp_option]
[-w deadline] [-W timeout] [hopl ...] destination

ping -c 4 <Domain or IP>
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KEMIBH L& 2 http://manpages.ubuntu.com/manpages/focal/en/man1/ping.1.html€ & Z3HA A2,

ping6
ping6 BH2 IPv6 A=ZQIEO| CHEt HZEE HIAESH = O| AH8 &M, &2 Windows, Mac &
Linux0fl /= 730t ChA| LX[EFLICH AMR 7ts8 S M2 ofeiet &Lt

tE.|i[|H|Lr|I_l|_1rFII V] [-c count] [-1 interval]l [-I interface]
preload] [-m mark] [-M pmtudisc_option]

N nodeinfo_option] [-p pattern] [-Q tclass] [-s packetsize]
sndbuf] [-t ttl] [-T timestamp_option] [-w deadline]
-W timeout] destination

ping6 -c 4 <Domain or IPv6 address>

REAM[E LI 2 http://manpages.ubuntu.com/manpages/focal/en/man1/ping6.1.html2 & Z= 3t &l A|
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XEMIEH LH& 2 https://manpages.ubuntu.com/manpages/focal/en/man1/traceroute.db.1.htmlS &
ZotMAIR.
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AtMIEH L& 2 https://manpages.ubuntu.com/manpages/focal/man8/traceroute6.iputils.8.htmlS &
ESHAAIR.

uptime B2 24X AlZH, VAZE A-E 7|7H X 2328 MER =, X[ 1, 5, 158 SFe| AlA

2 users, load average: 0.04,

REAMIE LI 2 https://manpages.ubuntu.com/manpages/focal/en/man1/uptime.1.html2 & Z= 3} 4
A2,

HE

version2 VA 2 Z EQ||0{2| #X HTE &tHO| &2 LICH Ol HE= VA Z2&0ME AFEE =
OIAL_||:_|.
AAE .

1 rnl:lr-e l1l1a Virtua l H;:n[:l l lance

verslion: 2.5.6
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