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entries/57607634#dnscrypt-disabled

OlzHet 27/ MHAIX|I= ASA &ated 20| MK 2 Qleh = &Lt
Dropped UDP DNS request from inside:192.168.1.1/53904 to outside-fiber:208.67.220.220/53; 1abel length
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1.208.67.222.222 1! 208.67.220.22001 CH8t ECf=EIE HE
'dns_inspect'2t= M ACLZ M-&gLICt
<#root>

access-1list dns_inspect extended deny udp host <Appliance IP> host 208.67.220.220 eq domain
access-1list dns_inspect extended deny tcp host <Appliance IP> host 208.67.220.220 eq domain
access-1list dns_inspect extended deny udp host <Appliance IP> host 208.67.222.222 eq domain
access-1list dns_inspect extended deny tcp host <Appliance IP> host 208.67.222.222 eq domain
access-1list dns_inspect extended permit udp any any eq domain
access-1list dns_inspect extended permit tcp any any eq domain

For VA 2.2.0, please also add our 3rd and 4th resolver |IPs which are al so enabl ed for encrypt

access-1list dns_inspect extended deny udp host <Appliance IP> host 208.67.220.222 eq domain
access-1list dns_inspect extended deny tcp host <Appliance IP> host 208.67.220.222 eq domain
access-1list dns_inspect extended deny udp host <Appliance IP> host 208.67.222.220 eq domain
access-1list dns_inspect extended deny tcp host <Appliance IP> host 208.67.222.220 eq domain
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ciscoasa(config)# policy-map global_policy
ciscoasa(config-pmap)# class inspection_default
ciscoasa(config-pmap-c)# no inspect dns

3. #1 A0l A et ACLat x|t Eelia M BHELCH

class-map dns_inspect_cmap
match access-Tist dns_inspect

4. global_policy Ot2H0i| A policy- mapE
Of BLICt. DNS HALE AHE5tE S M
policy-map global_policy

class dns_inspect_cmap
inspect dns
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sh access-Tist dns_inspect
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@ add [ pelste S Connect

- e I
[ Wome | # | Ensbled | Match | Sowce | SrcSecurityGroup | Destinion | DestSecwhyGroup | Servie | Tme |
3 1438118259 = Global; Pobcy: global_polcy

. ﬂl.w_

1 FF DByMastch 8} 14.36.116.101 @ any

z P OBMatch 8} 14.36.116.101 @ any

Firewall (] 3 P [BMetch 8 14.36.118.205 @ any
9] fccess Rules + W OfMatch @ any @ oy
53 NAT Rudes

Ad Rules

B30 Fiter Rules
[ Public Servers
A8 URL Fikering Servers
&3 Theeat Detection
@ Identity Options
ﬁ Identity by TrustSec
¥ 3] Botnet: Traffic Fiter
12 Objects
0 Unified Communications
-1 Advanced
#nti-Spoofing
[ Certificate Management
W& Fragment
-1y, 1P Audit
o) SUNRPC Server
TCP Options
Shobal Timeouts
5@. Wirkual Access
B ACL Manager
B standard ACL
B Per-Session NAT Rules
B PAT Port Block Alocation

5, Device setup
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[7), pevice Management
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» Apr I Reset
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Traffic Classification | Default Inspections Rule Actions |

Pratacol Inspection | ASi FirePOWER Inspection | Connection Settings | QoS | NetFlow | User Statistics | Cluster |
[~ Select allinspection rules
I~ CTIQBE 2l
I~ Cloud Web Security
|~ DCERPC
Bl
[V ESMTP Configure...
v FTP Configure...
[V H.323H.225 Configure...
[V H.323RAS Configure...
I~ HTTP Configure,
[V 1cMp wm
I~ ICMP Error
s
I~ m Corfigure
[V IP-Options Configure...
I~ IPSec-Pass-Thru Configure. ..
I~ 1Pv6
[~ Lsp
——— ]
ofzHo| 'DNS' &FQlgto| MEHS #|ABH|C} S e |
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. O|X| DNS AAIE CtA| e = /2, o|Holl= EEfE HAE
&LICtH Add(Z7}) > Add Service Policy Rule(AMH|A &2 7= F71). .
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Device List | Bookmarks

o e @add || Eedk (Joeete 4+ £ | ¥ 03 WL - QFind B Disgram 7 Packet Trace

@ nod [ Delete & Connect

4@ Add Service Policy Rule... T
» I | vaffic Classiication _ _ — 1
T —— & add Management Service Pokcy Ruls.. Source | SrcSecuyGroup | Destingtion | DstSecuyGrop | Servke | Tme |
14.33.118,254
I, 156116255041 & oot - .
‘ — -“- ‘
sfr-cmap 1 F DMatch B 14.36.118.101 @ any 1 hittps

2 P DBMatch B 14.36.118.101 @ any = hitp

3 F DBMetch 2 14.36.118.205 @ any = tp

4 F Dmstch @ any @ any e hittps

[y Public Servers
22 LA Filtering Servers
a Threat Detection

4. "Global - Applies to all mterfac:es("._"@'. - 2 & QlFHo|Ao HEE)"E MEiStT
Next(CtS)E 22 LICH st B¢ 58 QHIO|AME MBE £ US).

a__'a_at Add Service Policy Rule Wizard - Service Policy

Adding a new service policy rule requires three steps:

Step 1@ Configure a service policy.

Step 2: Configure the traffic classification criteria for the service policy rule.
Step 3: Configure actions on the traffic classified by the service policy rule,

Create a Service Policy and Apply To:

Only one service policy can be configured per interface or at global level, IF a service policy already exists, then you can add a new rule into the existing
service policy. Otherwise, you can create a new service policy.

|| side - {create new service policy) v

Policy hame; |inside-palicy

DEscripEian; I
I~ Drop andlog unsupported IPv6 to IPvE kraffic

(+ Global - applies to all intetfaces

Paolicy Name: |._1Ir.h.=,|_pr.'i",'

Description: |

[~ Drop and log unsupported IPvé to IPv6 traffic

*Only one service policy is allowed. Existing service policy names cannot be changed.

< Back | Next = I Cancel | Help I
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6. "Do not match" ZH¢d

f# Add Service Policy Rule Wizard - Traffic Classification Criteria

(¢ Create a new traffic class: ]dns—crnap

Description {optional): ]

Traffic Match Criteria
[ Default Inspection Traffic

I~ Tunnel Group

[~ TCP or UDP Destination Port
[~ RTP Range

[~ IP DiffServ CodePoints {DSCP)
[~ 1P Precederce
[~ Any traffic

(" Add rule to existing traffic class:

Rule can be added to an existing class map if that class map uses access control list (ACL) as its traffic match criterion,

" Use an existing traffic class: |test v

(™ Use class-default as the traffic class.

If traffic does not match a existing traffic class, then it will match the class-default traffic class, Class-default can be used in catch all situation.

< Back. | Next = | Cancel | Help |
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= Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address

Action: ¢ Match % Do not match

Source Criteria

Source: |anv

User: I

A|5(5

Security Group: |

Destination Criteria

Destination: |

Security Group: |

1

Service: fin]

Description:

Mare Options =3

< Back I exk > | Cancel I Help |

7. Destination EEO|AM...E E=IELICH CtE &0l M Add(F7}) > Network Object(LH|E 2
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f= Browse Destination

o Add

A

@ Edt [ Delete ‘ @ Where Used € Not Used

|58 Metwork Object. .. | Filter|Clear

,LsE; Metwork Object Group... |

Metmask | Description | Object AT Add... |
- Metwork Objects -
.@ any

@ any4

@ any6

= Cisco,com dl.cisco.com

B DNs1 172.18.108.34

[ DNS1-Nat 14.38.118.252

[ DNS2  172.18,108.43

E!. DNS2-Nat 14.38.118.253

LB AMC 14.36.118.90 —

B Hitesh  14.38.118.111

. Inside-Net 14,36.118.0 255,255.255.0 office (F)

- @ inside-n... 14,36.0.0 255.255.0.0

Q jvoungt... 14.36.118,198

. @ jyoungt... 172.18,124.30

H kklous-i... 1.1.1.1

.o office-n... 172,18,254.0 255,255.255.0

[ Open_... 208.67.220.220

- Outside. ., 14,38.118,0 255,255.255.0 office (P)

@ outside... 14.38.118.0 255,255.255.0 =

Selected Destination

Destination -= | I

= Edit Network Object

Mame: |Dpen_D MS1
Tvpe: IH-:st LI
IP Yersion: + IPvd4 O IPv6

IP Address: IEUS.S?.ZZD.EEU

Description: |

Ok Cancel l Help |
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& Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address

Action: ¢ Match % Do nok makch

Source Criteria

Source: Jany |
User: | _I
Security Group: | -
Destination Criteria

Destination:  [Open_DNS1 =
Security Group: | J
Service: Jin -]
Description:

More Cptions

< Back | Mext = I Cancel I Help |

9. CtS EolM 'DNS' & AtE MEHSI T Finish(OHE)E 22IFLICH.



10. O|A| ASAO] 'dns- cmap '0fl CHEF M2 2 T°
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11.

= Add Service Policy Rule Wizard - Rule Actions

Protocal Inspection | 454 FirePOWER. Inspection | Connection Settings | QoS | MetFlow | User Statistics | Cluster |

[~ ESM
[~ FTP
[~ H.323H.225 [

[T 1s
[~ m

|~ IP-Options

[~ IPSec-Pass-Thru
[~ Ipv6

[~ Lsp

[ mmp

= aa=sr

[~ CTIQEE

[~ Cloud Web Security G
[~ DCERPC ;
i Configure. ..

TP q

[~ H.323RAS (
[~ HTTP
[~ 1cMP

|~ ICMP Error

Zonfigure. ..
Zonfigure.,.

ZONHGUTE:

Configure. ..

onfigure. ..

onfigure. ..

=

sl oF gFLCt. 0|= 'dns-cmap'%
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< Back | Finish | Cancel |
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&1 "Insert After..." M ‘E’ MEAsto] sATLICH M 728 ddLch
% add ~ [ Edt ] Delete | + & & B -| QFind F3Diagram Y Packst Trace
Traffic Classification Rule Actions
Name | # | Enabled | match | Saurce | SrcSecwityGroup | Destination | DstSecurity Group | Service
[=] Global; Policy: global_policy
inspection_de... G Makch @@ any &P any @, default-inspec... @, Inspect ESMTP
Q, Inspect FTP
(13 more inspact actions)
sfr-cmap 1 ¥ Omymatch &) 14,36.118.101 QP any 1t https
2 W [EBMatch 8} 14.36.118.101 @ any 1t hittp
3 W CfyMabch B}, 14.36.118.205 @ any e tep
4 ¥ 08 Match @ any e https
1 ]

dns-cmap

Add Service Policy Rule...

Add Management Service Policy Rule...

1, Open_DNS1

Insert...

Insert After...

Edit...
Delete

Cut

Copy

Chrl4+3
Ctrl+C

&7 Packet Trace...

Rule Table Settings...

A E#Hml 2ol M Next(CH2)E 228 CF2 "Add rule to existing traffic class(7|& Eci=
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f® Add Service Policy Rule Wizard - Traffic Classification Criteria

(" Create a new traffic class: Iglcnbal-cl-‘:ss

Description (optional): |

Traffic IMatch Criteria
I™ Default Inspeckion Traffic

I© Source and Destination IP Address |

I= Tunnel Group

| TICP or UDP Destination Park
I~ [RTP Range

I 1P DiffSery CodePoints (DSCF)
[" 1P Precedence

I any trattic

(* Add rule to existing traffic class: |sfr-cmap |

Rule can be added to an existing c[5ff-CMap tlass map uses access contral lisk (ACL) as its traffic match criterion,

(~ Use an existing traffic class; |test v

" Use class-default as the traffic class.

If traffic does not match a existing traffic class, then it will match the class-default traffic class, Class-default can be used in catch all situation,

< Back | Mext = | Cancel I Help |

12. 21U E 'Match'2 & LICH DNS AALS| CH&H O] E|= EBi=! 9| Source, Destination 2!
ServiceE MEHEFLICH 0§ S04, TCP 2= UDP DNS AMHHZ 0|S5tE EE Z2H0(

ervice Policy Rule Wizard - Traffic Match - Source and Destination Address
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add - EEdt [Joeete 4 & % B3 0 - | QFind FdDiagram o7 Packet Trace

Traffic Classification
Rule Actions [
Name | # [Ensbled [ match | Source | SrcSecwity Group | Destination [ DstSecuityGroup | Service | Tme |
[=] Global; Policy: global_paolicy
inspection_de... B5yMatch @ any @ any Q, default-inspec... Q, Inspect ESMTP
Q, Inspect FTP
(13 more inspect actions)
sfr-cmap 1 ¥ [Bmatch 8 14.36.118.101 @ any s hitps
2 v [y Makch 2| 14.36.118.101 @ any e htkp
3 ¥ CBmatch =) 14.36.118.205 @ any 1o tep
4 ¥ [Eymach @ any @ any 1o hitps
1

2 ¥ [EyMakch @ any

4 | >

Apply Resat
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