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<#root>
Service Nane: "Unbrella_ RC

C: \ Pr ogr anDat a\ OpenDNS\ ERC\

beacon- 1 ogs\

Folder containing log files kept by the Umbrella roaming client for troubleshooting and diagnostic

Upgr ades\

Folder containing temp files when automatically updating to the Tatest version.

Config.json

Contains the unique "Device" and "Origin" ID's specific to this Umbrella roaming client. This file

OpenDNS_ERC _Servi ce. | og

Live Tog of the Umbrella roaming client's running process. Used for Umbrella troubleshooting.

OpenDNS_ERC Ul . | og

Live Tog of the Umbrella roaming client's tray icon process. Used for Umbrella troubleshooting.

O glnfo.json

Contains information about the install-time parameters specified during installations, and also co

Per si st edNi cDef aul ts. j son



A file for storing the DNS settings assigned to a computer before the Umbrella roaming client init
We keep the information in this file in order to gracefully restore the network-defined DNS server
proxy_whitelist.txt

The "Internal Domains" 1list downloaded from the dashboard, as well as DNS Suffixes imported from t
to the local DNS servers. Read more at Roaming Client: Internal Domains.

*Net wor k Connecti on Name*-resol v. conf
Each active Network Interface on the computer will have its own .conf file, (ie: Local Area Connec
what DNS servers belonged to which networking interface. These files contain the Tocal DNS servers
Roam ngProfile.json

A file to be used as part of a future feature.

sync-| atest.json

The Tatest copy of the profile information specific to each Umbrella roaming client. Used for Umbr

whitelist.txt

The "Internal Domains" 1ist downloaded from the Umbrella dashboard which is used by the Umbrella r
from the "proxy_whitelist.txt" file, which is used as a temporary file. Read more at Roaming Clien

C.\Program Fil es (x86)\ OpenDNS\ Unbrell a Roam ng dient\

dnscrypt proxy. exe

In Umbrella Roaming client 3.0 and above, this 1is the executable used for encrypting, authenticati

dnscrypt - proxy. exe (depreciated in 2.3)

Used in Umbrella Roaming client versions before 2.3. It has been superseded by dnscryptproxy.exe.

ERClI nt er f ace. exe

The executable used for running the tray 1icon.

Unbr el | aDi agnosti c. exe

The built-in diagnostic tool which customers or Support can run for troubleshooting purposes.

*.dl |

Dynamic Load Libraries associated with running different facets of the Umbrella roaming client.

ERCI nterface. exe. config

.NET framework configuration file for the ERCInterface.exe executable.

ERCSer vi ce. exe. confi g

.NET framework configuration file for the ERCService.exe executable.


https://support.umbrella.com/hc/en-us/articles/230905228-Umbrella-Roaming-Client-Deployment-Guide-Internal-Domains
https://support.umbrella.com/hc/en-us/articles/230560887-What-happens-to-my-DNS-when-using-the-Umbrella-Roaming-Client-
https://support.umbrella.com/hc/en-us/articles/230905228-Umbrella-Roaming-Client-Deployment-Guide-Internal-Domains

Loggi ng.config

Configuration file used for instructing the Umbrella roaming client what to Tog or not log. Contro

Unbr el | aDi agnostic. exe.config

.NET framework configuration file for the UmbrellaDiagnostic.exe executable.

Get Net St at s. bat

A facilitating script to assist with getting information as part of the Umbrella Diagnostic tool.

OS X

<ffroot>

/ Li brary/ Appl i cation Support/OpenDNS Roaming d i ent
beacon- 1 ogs/
Folder containing log files kept by the Umbrella roaming client for troubleshooting and diagnostic

Updat er. pli st

Local configuration data unique to the local installation of the Umbrella roaming client.

com opendns. osx. DNSCr ypt Pr oxy. pl i st

The configuration file used to set runtime parameters for the dns-updater executable.

dns- updat er

The executable used for encrypting, authenticating, and sending DNS queries. This executable is re

| ocal donmi ns

The Tist of domain names that the Umbrella roaming client treats a local resources and queries the

pl2. hash

Hash file to verify integrity of clientCert.pl2 file.

sync-| atest. pli st

The Tatest copy of the profile information specific to each Umbrella roaming client. Used for Umbr

erc_state.plist

Data that is synced with our API to populate the Umbrella dashboard with information about the Umb


https://support.umbrella.com/hc/en-us/articles/230905228-Umbrella-Roaming-Client-Deployment-Guide-Internal-Domains

resolv_orig. conf

We use this Tist to keep an ordered 1list of DNS servers used for Internal DNS resolution. The Tis
VPN DNS servers first. These are the DNS servers normally found on the NIC settings which are hid

/ Li brary/ LaunchDaenons/

com opendns. osx. Roam ngd i ent Confi gUpdater. pli st
The configuration file for running the Umbrella roaming client.

/ Li brary/ LaunchAgent s/

com opendns. osx. Roam ngd i ent Menubar. pli st

The configuration file for running the menu bar icon of the Umbrella roaming client.


https://support.umbrella.com/hc/en-us/articles/230560887-What-happens-to-my-DNS-when-using-the-Umbrella-Roaming-Client-
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