EventID 4662(Windows 2008) B = EventID
566(Windows 2003) &4 a4 - %z;': A I Zr AL

A0

At

)|

0| 2 Mol E Security Event ID 566 ! Security Event ID 466201 CH3l| M@ 35t1, o|et OFFiS
M +e = A= 2ol Chs B LT O|24Eh O|HIE = Umbrella Insights HiZo| L= A7
e THQ AEED E= 78 MBOAM g & = &Lt



Event ID: 566

Source: Security

Category: Directory Service Access
Type: Failure Audit

Description:

Object Operation:

Object Server: DS

Operation Type: Object Access
Object Type: user

Object Name: CN=USER1,0U=MyOU,DC=domain,DC=net
Handle ID: -

Primary User Name: DC1$

Primary Domain: DOMAIN1
Primary Logon ID: (0x0,0x3E7)
Client User Name: COMPUTER1$

Client Domain: DOMAIN1
Client Logon ID: (0x0,0x19540114)
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Accesses: Control Access
Properties:

Private Information

msPKIRoamingTimeStamp
msPKIDPAPIMasterKeys
msPKIAccountCredentials
msPKI-CredentialRoamingTokens
Default property set
unixUserPassword

user
Additional Info:

Additional Info2:
Access Mask: 0x100
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Event ID: 4662
Type: Audit Failure
Category: Directory Service Access

Description:

An operation was performed on an object.

Subject :

Security ID: DOMAINI\COMPUTER1$
Account Name: COMPUTER1$
Account Domain: DOMAIN1

Logon ID: 0x3a26176b

Object:

Object Server: DS

Object Type: user

Object Name: CN=USER1,0U=My0OU,DC=domain,DC=net
Handle ID: 0x0

Operation:

Operation Type: Object Access
Accesses: Control Access

Access Mask: 0x100

Properties: -——-

{91e647de-d96f-4b70-9557-d63ff4f3ccd8}
{6617ed4ac-a2fl-43ab-b60c-11fbdlfacf05}
{b3f93023-9239-4f7c-b99c-6745d87adbc2}
{b8dfa744-31dc-4efl-ac7c-84baf7ef9da7}
{b7ff5a38-0818-42b0-8110-d3d154c97f24}
{bf967aba-0de6-11d0-a285-00aa003049e2}



o

210

Windows 20080| A= msPKI* £442 Z &6t= Private InformationO|2t= A &4 Elgt2 S
LICt 7|2Xo 2 0|28t &4 SELF 7HA|BF A A £~ QlE WAooz HS =E[L|CH DSACL &
HE A835tod 2o et 7HAlof| CHEE HehS & Qleh = Q&L

AHLUS ZALE S35l Ol Z AL O|HET} O|248t AEHE! &0 CHEE A 7| A|Z 0| 2|5l g MEtCt T A
Zteh &= Ql&LICt O|g{8t O|HIE = B AFEH (A2 T])BF ZHAFSHD Active DirectoryOll A HEE 2l
BE A= AAFSHK| 2f= 7|82 Microsoft ZHAF ZHRH0i| M B 3HCH= AFAIOIM & &= QU&LICEH

aeqLt ZHAF O|HIE 0l &= Control Access(0x100)2 R M El Heto| &t LI E|o] QK]
Ct. 224t Private Information 43 £!&H0il CA(Control Access) T2 F048 = Qi&LICtH

&7

O|2{8F O|HIEZ} LIEILEX| §E =5 ofiFH =X F[otX| &= 20| E&LICH 2Lt Of2Er S M2
TS MEstEs E? SHeZ EAELICH F Yy 25 HYEX| &LICH S st A
SotalA2

7|2 EHe! HEED EHoM CIREE] MH|A HAL S HIZ H 25104 Active Directory2| 2
z A

Control Access TEH2 & ElsteE 7|2 Z2MAE 24 £€0] &€ El searchFlags S42 AFE &L
Ct. msPKIRoamingTimeStamp). searchFlags= 10H|E HAM|A OFA T QILICH H|E 8(O|F! HMA
OtA S 04| A 0~774 K| |4 = 10000000 = 128 A EI)S A 5H0{ 7|2 HMA THES FEELICH
AD A7|O0t0M O] £HEE S22 £=7d5t 1 0|28 £d9| 7| HMAE HIFEsE = UsL
Ch 2™ Zof ZAF 2a7F MM E|X| ek &LCH.

AD2| B E &H4of CHsl 7| HMAE HIEH3t52{H ADSI EditE AFE35t0{ A 7|0} OtAE &
g B3 DCol A7|0t WH HHAS AZELICH £HE MY 242 HaLIch 4 0|8
C o

O|HIE ID 566 == 46620{ EA|El 740t oF 7t

Xl searchFlags {0l A 7| 1282 I=d5t= SHIE 2t2 A™st
o 5

1, 41t E searchFlags2| M Zf
O 2 2124504 640-128 = 5128 248tL|C}. searchFlags2 240

| 128:2Ct 2o of &Y



l&LIct EREl £40| 9 7{Lt Confidential AccessZ QI&H Zf Al O|HIE 7} gl A5

g
L
Inl

O|HIE |D 566 = 4662 AQH0f LIQEl ZF & Aof CHsH O] Zrde 43
A7|0F OFAEE CHE THQ HEEHE ZX SHE Che M O|HIEE =elghct
IS £480M LR E ZASHR| =8 THIQ ZA B -3t

= £7} Blot ¥50[ XMshE + Ut ZYLIch

-
oo

O Yol B2 FIIsloF sh= A

Google EE= CHE M AZIS AF2510{ GUIDE 7HA| 0|22 £ HErs £ Ql&LIC e
googleE At&3t01 Mt Aol of LICH,

of: AlO|E:microsoft.com 91e647de-d96f-4b70-9557-d63ff4f3ccd8

{91e647de-d96f-4b70-9557-d63ff4f3ccd8} = Hol ME &M Elt
{6617edac-a2f1-43ab-b60c-11fbd1ffacf05} = ms-PKI-RoamingTimeStamp £ 44



http://msdn.microsoft.com/en-us/library/ms684395(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/ms684395(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/ms684395(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/ms678099(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/ms678099(v=vs.85).aspx

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



