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File Edit View Go Capture Analyze Statistics 1

Developy@nt version The World's Most

WlRESHARK Version 1.9.2 (SVN Rev

_Interface List

* Live list of the capture interfaces
(counts incoming packets)

® Start
~ Choose one or more interfaces to capture from, then Start

£ Thunderbolt Bridge: bridge0 .
& utun0 -
2l p2p0
& Thunderbolt 1: en6
| Thunderbolt 2: en7

__f#lLoopback: lo0 v
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Filter: ‘dns

DNS + HTTP
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Filter: ‘dns or http

ClHa =3 EHI(ZZE)

[z}

debug.opendns.com0iA Probe 221 22Xl = EME BAIMOZE HAESX| e R EEH E
o

— o
AlE 0 debug.opendns.com2 215t0{ LE{AE £ QU&LICH.

Filter: ‘dns && not dns contains debug.opendns.com

Wireshark2| 7|52 &8stz &0l CHE ZtMIEF LI 2 O S ElaA 8 HESHAAR.

» http://packetlife.net/media/library/13/Wireshark Display Filters.pdf
» http://wiki.wireshark.org/DisplayFilters

DNSQuerySniffer(Windows)
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http://packetlife.net/media/library/13/Wireshark_Display_Filters.pdf
http://wiki.wireshark.org/DisplayFilters
http://www.nirsoft.net/utils/dns_query_sniffer.html

Capture Options u

Capture kMethod
@ Raw Sockets [WwWindows 2000/=P)

() wWinPzap Packet Capture Driver
MHetwark, Maonitar Driser

Metwork Monitar Driver 3%

Select network. adapter:

IP Addrezs Adapter M ame

0.0.0.0 Juniper Metwork, Connect Yirtual Adapter
10.1711.0 246 IntellR] PROATO00 MT Metwark, Connection

127.0.01 Loopback Interface

Promiscuouz Mode

Automatically add DMSQuemSniffer to Windows firewall on capture start and remove it when
capture iz stopped [T hiz option iz needed for 'R aw Sockets’ method)

[ Ok, ] [ Cancel
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Source Address Destination Address

10.111.0.246 8.8.8.8
10.111.0.246 8588
10.111.0.246 8588
10.111.0.245 8.5.8.8
10.111.0.246 8588
10.111.0.246 8588
10.111.0.246 8.5.8.8
10.111.0.246 8588
10.111.0.246 8.8.8.8
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@ FAaw Sockets (Windows 2000/<P)

 WinPcap Packet Capture Driver
MNetwark Moritor Dirver

 Network Monitor Dirver 3 x

Select network. adapter:

IF Address Adapter Name

0.00.0 Juniper Metwork Connect Virtual Adapter
1011117 Irtel(R] PRO/1000 MT Metwork Connection

L -:r:l:.:wi |nteftace

] Promézcuous Mods

mmﬂﬂﬁﬂmﬁ;ﬂﬁmWMMmmﬂmwlmim
capture iz stopped [This ophion i needed for ‘Aaw Sockets’ method)

Ok, Cancel
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Source Address

127001
127001
127001
127001
127001
127001
1270041
127001
127001

Destination Address

127001
127.001
127001
127001
127001
127001
127001
127001

127.001
127n0n1
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File Edit View Options Help
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Host Name Por.. Que.. Re.. RequestTime Response Time Dur... Response.. Records Count A =
@ debug.opendns.com 55605 BAAD TEXT 12/5/2014 6:17:28 PMG35 12/5/2014 6:17:28 PMB4T 13ms Ok 14

@ www.google.com 50784 9039 A 12/5/2014 6:17:29 PMS58  12/5/2014 6:17:29 PM963 Sms Ok 5 74.125.239.147 74.125.239.146 74.125.239.144 74.125.230.145 74 _
@ wpad.localdomain 49328 FET1 A 12/5/2014 6:17:29 PMB65  12/5/2014 6:17:29 PM967 2ms NameEror 0 1
@ www.opendns.com 53120 9FE A 12/5/2014 6:17:30 PM.296  12/5/2014 6:17:30 PM.302 6ms Ok 1 67.21582.218

@ cdn.optimizely.com 60810 1E63 A 12/5/2014 6:17:31 PM1T5  12/5/2014 6:17:31 PM.1BZ 6ms Ok 2 7221918

@ maps.google.com 56353 4FD5 A 12/5/2014 6:17:31 PM.1E3  12/5/2014 6:17:31 PM.IBE Sms Ok 11 74125239142 74125239128 74125239133 74135230136 T4
@ d295hzzivaokdk.cloudfront.net 58818 373C A 12/5/2014 6:17:31 PM.183  12/5/2014 6:17:31 PM9S 11 ms Ok 8 54.239.132.147 54.230.116.53 54.230.116.239 54.230.117.152 54.
@ cdn.bizible.com 61546 ODEC A 12/5/20146:17:31 PM.1B6  12/5/2014 61731 PM192 5ms Ok 2 122518

@ www.googleadservices.com 52186 4B87 A 12/5/2014 6:17:31 PM.193  12/5/2014 61731 PM.2D0 Tms Ok 4 74.125.239.153 74.125.235141 74125239154

W ssl.gstatic.com 61851 6B2A A 12/5/2014 6:17:31 PM.564  12/5/2014 61731 PMSTL 6ms Ok 4 74.125.239.143 74125235159 74125239151 74.125.239.152

W 42265385.log.optimizely.com 50851 DADC A 12/5/2014 6:17:31 PM.740  12/5/2014 61731 PMT49 8ms Ok 9 107.20.215.3 5424399177 184.73.172.240 174.129.203102 542
D stats.g.doubleclick.net 49600 2CAA A 12/5/2014 6:17:32 PM.188  12/5/2014 6:17:32 PM194 Sms Ok 5 74125129.154 74125129157 7412512915 74125129155

J maps.gstatic.com 52576 EQD7 A 12/5/2014 6:17:32 PM.197  12/5/2014 6:17:32 PM206 9ms Ok 4 74.125.230.159 74125239151 74125230152 74125230143

D cdn.mupnl.com 55587 5TDC A 12/5/2014 6:17:32 PM.245  12/5/2014 6:17:32 PM.253 Bms Ok 2 233658103
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| Properties

Host Name:
Port Number:
Query 1D:
Request Type:

Request Time:

Response Time:

Duration:

Response Code:

Records Count:
A

CNAME:

AAAA;

NS:

M

o0A:

PTR:

SRY:

Source Address:

Destination Address:

IP Country:

d295hzzivaokdk.cloudfront.net

hH8818
373C
A

12542014 6:17:31 PM.183
121512014 6:17:31 PM.195

11 ms
Ok
8

54.239.132.147 54.230.116.53 54.230.116.239

192.168.118.128
192.168.118.2
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