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{
"Version": "2012-10-17",

"Statenment": [

{

"Sid": "AWSLogDel i veryWite",

"Effect": "Allow',

"Principal": {"Service": "delivery.logs.amazonaws. coni'},

"Action": "s3:PutObject",

"Resource": ["arn:aws:s3:::S3_BUCKET_NAME", "arn: aws: s3::: S3_BUCKET_NAME/ *"],
"Condition": {

"StringEqual s": {"aws: SourceAccount": ["ACCOUNT_A_ ID',"ACCOUNT_B_ID']},
"ArnLi ke": {"aws: SourceArn": ["arn:aws:|ogs:*: ACCOUNT_A_ID: *","arn: aws: | ogs: *: ACCOUNT_B_ID:*"]}
}

}

{

"Sid": "AWSLogDel i veryAcl Check",

"Effect": "Alow',

"Principal": {

"Service": "delivery.logs. anmazonaws. cont

}

"Action": "s3:GetBucket Acl ",

"Resource": "arn:aws:s3:::S3_BUCKET_NANE",

"Condition": {

"StringEqual s": {"aws: SourceAccount": ["ACCOUNT_A_ ID',"ACCOUNT_B_ID']},

"ArnLi ke": {"aws: SourceArn": ["arn:aws:|ogs:*: ACCOUNT_A_ID: *","arn: aws: | ogs: *: ACCOUNT_B_ID:*"]}
}

}
]
}
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(x) Unable to create flow log

Access Denied for Lognestinauonzm Please check LogDestination permission

VPC Your VPCs Create flow log

Create flow log i
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swe_singl e_policy

{

"Version": "2012-10-17",
"Statement": |

{

"Action": [

"aut oscal i ng: Descri be*",
"cloudtrail: LookupEvents",
"cl oudwat ch: Get *",

"cl oudwat ch: Li st*",

"ec2: Describe*",

"ecs: List*",

"ecs: Descri be*",

"el asti cache: Descri be*",
"el asticache: List*",

"el asti cl oadbal anci ng: Descri be*",
"guardduty: Get*",
"guardduty: List*",

"iam Get*",

"iamList*",
"inspector:*",

"rds: Descri be*",

"rds: List*",

"redshi ft: Descri be*",
"wor kspaces: Descri be*",
"routeb3: List*"

1,

"Effect": "Alow',
"Resource": "*"

I

{

"Action": |

"| ogs: Descri be*",

"l ogs: Get LogEvent s",

"l ogs: FilterLogEvents",
"l ogs: Put SubscriptionFilter",
"l ogs: Del et eSubscriptionFilter
1,

"Effect": "Alow',
"Resource": "*"

I

{

"Sid": "d oudConpliance",



"Action": [

"access-anal yzer: Li st Anal yzers",
"cloudtrail : DescribeTrails",
"cloudtrail: Get Event Sel ectors",
"cloudtrail: GetTrail Status",
"cloudtrail:ListTags",

"cl oudwat ch: Descri beAl ar nsFor Metric",
"config: Get*",

"config: Descri be*",

"ec2: Get EbsEncrypti onByDefault"”,
"iam CGener at eCredenti al Report",
"iam Get*",

"iam List*",

"kns: GCet KeyRot at i onSt at us",

"kns: Li st Keys",

"l ogs: Descri beMetricFilters",

"1 ogs: Descri be*",

"l ogs: Get LogEvent s",

"l ogs: FilterLogEvents",

"organi zations: Li stPolicies",
"s3: Get Accel erat eConfi guration”,
"s3: Get AccessPoi nt",

"s3: Get AccessPoi nt Pol i cy",

"s3: Get AccessPoi nt Pol i cySt at us”,
"s3: Get Account Publ i cAccessBl ock",
"s3: Get Anal yti csConfiguration”,
"s3: Get Bucket *",

"s3: Get Encrypti onConfi guration”,
"s3: Get |l nvent oryConfiguration”,
"s3: Get Li fecycl eConfiguration”,
"s3: Get MetricsConfiguration”,
"s3: Get oj ect Acl ",

"s3: Get vj ect Ver si onAcl ",

"s3: Get Repl i cati onConfiguration",
"s3: Li st AccessPoi nt s",

"s3: Li stAll MyBucket s",
"securityhub: Get*",

"sns: Li st Subscri pti onsByTopi c"
1,

"Effect": "Alow',

"Resource": "*"

H

{

"Action": [

"s3: Li st Bucket ",

"s3: Get Bucket Locati on",

"s3: Get oj ect ™

1,

"Effect": "Alow',

"Resource": [

"arn:aws: s3::: S3_BUCKET_NAME/ *",
"arn:aws: s3:::S3_BUCKET_NAME"

]
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acfb735656a2b1bbd16c05582b753d11a9306f3a8dc20a4b9edc8c999aefddd2 S3_BUCKET_NAME [10/Apr/2022:22:55:12 +0000]
10.0.129.197 arn:aws:sts::ACCOUNT_A_ID:assumed-role/swc_role/b401ed3c-58d1-472d-ab20-4801d0a7
CSQPM6SBOYZNWEOQO3 REST.GET.BUCKET - "GET /?list-
type=2&delimiter=%2F&prefix=AWSLogs%2FACCOUNT_B_ID%2Fvpcflowlogs¥%2F&encoding-type=url HTTP/1.1" 200 - 421 - 13
13 "-" "Boto3/1.17.85 Python/3.6.9 Linux/5.4.0-1064-aws Botocore/1.20.85" -
ghD4028Ik0G1X3A33qCtXIg4qDRfodeN3uebyV+tdCBQ6tOHK5XVLHGWbd7/EKXdzX+6PQxLHys= SigV4 ECDHE-RSA-AES128-
GCM-SHA256 AuthHeader S3_BUCKET_NAME.s3.amazonaws.com TLSv1.2 -
acfb735656a2b1bbd16c05582b753d11a9306f3a8dc20a4b9edc8c999aefddd2 S3_BUCKET_NAME [10/Apr/2022:22:55:12 +0000]
10.0.129.197 arn:aws:sts::ACCOUNT_A_ID:assumed-role/swc_role/b401ed3c-58d1-472d-ab20-4801d0a7
CSQTXPDG4G6MY2CR REST.GET.BUCKET - "GET /?list-type=2&delimiter=%2F&prefix=AWSLogs%2F&encoding-type=url
HTTP/1.1" 200 - 445 - 33 33 "-" "B0ot03/1.17.85 Python/3.6.9 Linux/5.4.0-1064-aws Botocore/1.20.85" -
geCd2CjQUawxY|jVs0JUt+gyEuKw92p3iJt52gx0A+bOaWhjaiNI770xGqmvFIJZpMT5GePh6i9Y= SigV4 ECDHE-RSA-AES128-
GCM-SHA256 AuthHeader S3_BUCKET_NAME.s3.amazonaws.com TLSv1.2 -
acfb735656a2b1bbd16c05582b753d11a9306f3a8dc20a4b9edc8c999aefddd2 S3_BUCKET_NAME [10/Apr/2022:22:55:12 +0000]
10.0.129.197 arn:aws:sts::ACCOUNT_A_ID:assumed-role/swc_role/b401ed3c-58d1-472d-ab20-4801d0a7 CSQVVKEPV0XD9987
REST.GET.BUCKET - "GET /?list-type=2&delimiter=%2F&prefix=AWSL0ogs%2FACCOUNT_A_ID%2Fvpcflowlogs¥%2F&encoding-
type=url HTTP/1.1" 200 - 421 - 11 11 "-" "Boto3/1.17.85 Python/3.6.9 Linux/5.4.0-1064-aws Botocore/1.20.85" -


https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-server-access-logging.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-server-access-logging.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-server-access-logging.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-server-access-logging.html

hHR2+J5engOwp/Bi7Twn5ShsDXNYnH5rcB8YBYFJP50NnZb64S1Y7/d+c7BSbBb861TpuJ0Jtpes= SigV4 ECDHE-RSA-AES128-
GCM-SHA256 AuthHeader S3_BUCKET_NAME.s3.amazonaws.com TLSv1.2 -

21 ZlE & X: hitps://docs.aws.amazon.com/AmazonS3/latest/userquide/LogFormat.html
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