1_ A At =2
AlSH =01 & 2 M[A 9| 2.Sha256 SHA
3. HELRT HAZHs ALE3510{ %
4.Localhost7} OF HEQ|T 4142 A5t Mt T2 MA
5 MXIAEE| Y= BLIEZ!

6. mHQl Z4AH

7. Powershell 7|5 2 L|E{2!
8. X% #F2
9. ARP(Address Resolution Protocol) FHA| Z4At

)|

ol 2 MollME 2IE 242 9I8t 712 AT AN 2ol CHah B LICH

QLT ME
I3 & M3 =of ciEt ol3He SQL(Structured Query Language) Ei|O|£ 01| CHEH 7= %121 ol &t o]
Aol Qe W g1 Q= [o| E&LCH

Ol EMe| HE = Chg 2AZEH o A stESo{ HEE 7[8te =z FLICH

« Windows& Secure Endpoint Connector {7 7.1.5 0|4

« Mac® Secure Endpoint Connector EH%1 1.16 O|4f

« Linux& Secure Endpoint Connector & 1.17 0|4

- Eotole ZQIE A& XI0i A Orbital2 HIEZ 5t= ZHE|AF &S gehsiok ghuict

Ol EMel HE= EY & 32| Cluto|aE ECHE R ER&LICH O] EAM0l| A E 2 E ClHt
OlaE X7I3tEl(7|2) Hu|agoldez AI’S.*EI%%L—IEL M HEHNIIL 5S 5l B 2E



PPl HAHL B2 0|2 S X|stA|7] 5L

HiE HE

Custom Queries= Orbital®t Osquery2| 7|5& 14517 & &5t01 /8 FH| E8E = UL E
T ofof gfLct.

QH|Y 2 2H|Eof £ E E|0|E 2[o 2H[HE|A A= E|O[EE & &8t Orbital2 S35l ghetE

ZA1t= Secure Endpoint, Secure Malware Analytics, SecureX Threat Response?t ZH2 CHE O E
X

2|70| Mo MEE = /20 Amazon S3, Microsoft Azure, Splunk2t Z2 RDS(¥ 4 H|O|E
a)ofl MEE = J&LCh

Orbital Investigate I O|X|& Al &304 =i
HEE £EgLCH QH|E2 7|2 sQL HEHY

2§ AFSELICH

CIEOIM AAIZF HEIE F st Adstod o B2
32 2 O|O|EH|0|AXEH 7|7|1& #ElE + U= 2HIH

Ct2 e Ztekst of| 2lL|Ch TABLE1, table2 WHERE column2="value'0{ A column1, column2& MEH
gLict.

0] 0| Aol A column1Z} column2E H|O|E{E MEHE E||0|E2| T 0|§?=. LICt. E|O|20|AM AFS
st 2 E EHEE MESIB{HCIS T ES AFSELICH E 10 *E MEdgL|CE
o A 2

CIS AIOIEO|IM &I HE d7I:

20| - https://orbital.amp.cisco.com

S - https://orbital.eu.amp.cisco.com

Of Ao} EfZEQF - https://orbital.apjc.amp.cisco.com

CC
4

rr

Secure Endpoint Console(2 2t AEEZQIE Z&)0|M JES U= SAE AAHS MEiST

Investigate in Orbital2 2 2|grL|C}.

tetra-cofs.apjcamp.cisco.com

Updat 1. Contact Cisco suppodt if the issue
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Investigate

E..-"jl_-l:-_. 418 4.0 [ ] e O L

A 24500 T 330 E0-00d-9has-FH O TERT 39T X

Cuery

Saarch Caialag

Custom SOL e ol nams EB0

SELECT

> Rish Quesry

INE=ININESIE LI

M 128 CHZ Orbital Catalog(3otE 7| 22))
X XY HelE YHE = U= SM0| A&t

IE = Custom SQL(AFE A} X SQL) MMM A

0 rows from 1 Fndpcant

ERdEsFndE

LT falye mame

Schedule Cusdy




B ZAE AARO| B HELIZO UM AIAR/HERITE 24 AI7|X]| S X

THRE AIS B2 o485l ZUE AAHM X&HS RXIF & YBLICH 5, AAHS O}
Al AI=HeE mjobch o

] AZEQo{7t A& AHEHL S22 ChA| A->ELICH O ool M
Al&

Qakbot.exeE EAE A|AHIO|IAM A™EL|CH

SELECT name, path, args, source, type, status, username
FROM startup_items;



2. AlsH =9I L 2 M| A 2| Sha256 sl Al
SHA256 SHA|= A9 AEHOIA A Q1 Z 2 M|AQ} 7|EXo 2 4ZAL|X| et&L|ch Jg{Lt 2o
(@]

= O
AZEY0] WAAY DL E2 MY ol REN U A4S 2OI5Hy| flsi A nteol
A3 E01 T2 KA 0| SHA256 SHAIE AHI4He % ULt

SELECT

p.pid, p.name, p.path, p.cmdline, p.state, h.sha256
FROM processes p

INNER JOIN hash h

ON p.path=h.path;

[> Run Query

&% SHAZSE Hash Of Running Processes

STILL_ACTIVE 4865366ea2c4a60d4f6d3cBbecd345fal5c5ae5270163043582

STILL_ACTIVE 43ec?73e0ec626bf6d8a7fd04e64dc36afab801444a3c36ef4da2ad09fald83f
STILL_ACTIVE 652607db7763f423419fd98807a2436f22007e0a54965f24c671bbd1a20197d6 |
STILL_ACTIVE f13de58416730d210dab46 949fb0a0245eef45007c381f0c6c8ad3c3

STILL_ACTIVE f71d6bcdBe1440f39c0f5ed88e5edd66833987126366f9d12e’ .E‘fafBDf'lu:jB-:

STILL_ACTIVE f71d6bcdBe1440f39c0f5edB88e5edd d’ 99afo0f1d9 |

STILL_ACTIVE f13de58416730d210dab46 949fb0a02: 6c8ad3c3

FEEIERECIEY
S|

= EE QRS S5 CHE FRlet SAlsty| 2l LES
3 QEHO|AE MI3IMoZ At "' Ea

SELECT



DISTINCT pos.pid, p.name, p.cmdline, pos.local_address, pos.local_port, pos.remote_address, pos.remote_
FROM processes p

JOIN process_open_sockets pos USING (pid)

WHERE

pos.remote_address NOT IN ("", "0.0.0.0", "127.0.0.1", "::", "::1", “0");

ZE|RF B AAER AH-Eol Mt 20| 45 E HEto| D HESQIE Salf 2/F &kl E= A
A0t Stlste T2 E= MHIAE A~ SQLICH &, 127.0.0.1(localhost) = ::1(1Pv6

localhost)O| Ot IP & A 1L},

SELECT DISTINCT p.name, p.cmdline, pos.pid, pos.local_address, pos.local_port, pos.remote_address, pos.
FROM processes p JOIN process_open_sockets pos USING (pid)
WHERE pos.remote_address NOT IN ("", "0.0.0.0", "127.0.0.1", "::", "::1")

_part,

PID(Packet Identifier) 55 0| /2™ Custom Queries(X¥&& #2|)ollM 220l et FIHE 5+ UE
L|CF.

SELECT DISTINCT p.name, p.cmdline, pos.pid, pos.local_address, pos.local_port, pos.remote_address, pos.
FROM processes p JOIN process_open_sockets pos USING (pid)
WHERE pos.remote_address NOT IN ("", "0.0.0.0", "127.0.0.1", "::", "::1") and p.uid=1436

HRXIAER /2 2LIEE

Hed E= S AU E Sl Windows BIX|AEE|7F HEE O|HE FX, Windows Bl X|AEE|E
Microsoft Windows 2 #M|&|e| o MY SME MY stE ASH dlo/E{H olAlL|Ct

SELECT key AS reg_key, path, name, data, DATETIME(mtime, "unixepoch"™) as Tast_modified



FROM registry
WHERE key LIKE "HKEY_LOCAL_MACHINE\system\currentcontrolset\control\backuprestore\filesnottosnapshot";

SELECT data, path FROM registry
WHERE key LIKE 'HKEY_USERS\%\Control Panel\Accessibility\StickyKeys’;

amp:2450c73e-3c60-400d-9ba8-01fdETEATI0T X ACTIVE R
S NGOE 1B date

REPOHTED

Windews10

SELECT username, data, split(path, '\', 1) AS sid

FROM

(SELECT data, path FROM registry

WHERE key LIKE 'HKEY_USERS\%\Control Panel\AccessibiTlity\StickyKeys’)
JOIN users ON users.uuid = sid;

REPORTED

gt 7I1E 2 At83stod AFEoM o

Blx, &4 E£= HECOIE Sof ChY

SELECT

.directory, f.filename, f.uid, f.gid,
.mode, f.device, f.size,

.atime,

.mtime,

.Ctime,

.btime,

.hard_Tinks, f.symlink, f.file_id, h.sha256
FROM file f

LEFT JOIN hash h on f.path=h.path

- -h =h —h -h —h —h



WHERE
f.path LIKE (SELECT v from __vars WHERE n="file_path") AND
f.path NOT LIKE (SELECT v from __vars WHERE n=“not_file_path");

PARAMETERS(OH7H%4*) > File Path(ZtY Z2)Z 0|56t %.dll EE= %.exe EEE %.pngS 22
grLich.

[ Run Query

4 & File Search

PowerShell M[440{A] A E BHE FXst= GAULICH 2ot I 77 &8 28 PowerShell
7|12 BL|E{2l0| E5| 93 £ 9laLr)

SELECT time, datetime, script_block_id, script_block_count, script_text, script_name, script_path
FROM orbital_powershell_events

ORDER BY datetime DESC

LIMIT 500;

select datetime(last_run_time, "unixepoch", "UTC") as last_access_time,*
from prefetch
ORDER BY Tlast_access_time DESC;



ZZ|"x|= SQL Server7t Y& Fx Z2loj CHal| 042 110 LB E HHE Ade = U= 7L
EOIL_“:'._
= =

9. ARP(Address Resolution Protocol) FHA| Z4A}

HFEH E= HIE 043 gxloi %‘t ARP ?HAIOI LH%% AAtst= ZFdo| ZEEILICH ARP FHAIE
(@)

SELECT address, mac, count(*) as count
FROM arp_cache GROUP BY mac,address;

Search Catalog 224.0.0.251 01:00:5E:00:00:FB

224.00.252 OFO0SEQD00FG
5 255.2

01:01

FF:FFFFFFFFFF

FF:FFFFFFFFFF

CHS oflof M= ARP FHA|0lIA Suspicious MAC &4 & 1 7} 2EE HAHELICH

SELECT address, mac, count(*) as count

FROM arp_cache GROUP BY mac,address

HAVING COUNT(mac) >= (SELECT count FROM arp_cache WHERE count>=1)

AND mac LIKE (SELECT mac FROM arp_cache WHERE mac="“52:54:00:12:35:02");

HOSTNAME Windows10 () arp_cache

ACTIVEIP 10.0.2.15/24
NODE ID dnGYBOx0jz6RWFsO...
REPORTED 2024-03-22 14:21:02

address

52:54:00:12:35:02




o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



