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Identification Profiles: Auth ID

Client / User Identification Profile Settings

Enable Identification Profile

Name: (2 [auth 1D
(e.g. my IT Profile)

Description:

(Maximum allowed characters 256)

Insert Above: |1 (Global Profile) ~ |

User Identification Method
Identification and Authentication: 2| | Authenticate Users

v

Authentication Realm:  gelect a Realm or Sequence: (2
Select a Scheme: Use Kerberos v

ADDS s
Scheme setting applies to HTTP/HTTPS on-!y]

If a user fails authentication: [ Support Guest privileges (7

Authorization of specific users and groups is defined in subsequent policy layers
(see Web Security Manager > Decryption Policies, Routing Policies and Access Policies).

Authentication Surrogates: (2
® 1p Address

O persistent Cookie

(O session Cookie

(] Apply same surrogate settings to explicit forward requests
If this option is not selected, no surrogates will be used with HTTP/HTTPS

explicit forward requests, and NTLM credential caching will not be available to
these requests. In addition, re-authentication will not be available for Kerberos.
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[@lddaﬂmd( tranet) sites not kisted in other zones }

[Zinchude ol stes that bypass the proxy server

[HAindude all network paths (UNCs) °
are intranet settngs?| | Advanced 5 Cancel

& Local intranet X
—— 4, You cn add and remove webstes rom t zone, Al webstes
Gt st I¥  thi zone vl use the zone's searity settings.
change the setings, cick Cust
To e e recammenied setirgs, ck Defatevel
Add this webiite to the zone:
[ 104848182 |
Websites:
Customlevel... || Defaultieve =
Reset all 20nes to default level
[Require server verification (https:) for al sites i this zone
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@ &%) Security Settings - Local Intranet Zone X

General Secrity Privacy Content Connectons Programs Advenced | | Settings

\osable

Select a zone to view or change security settings. ) Enable
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Custom
Cusl settings.
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Reset all zones to default level |I] C
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https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/ko_kr/support/docs/unified-communications/expressway-series/222484-configure-packet-capture-on-content-secu.html
https://www.cisco.com/c/ko_kr/support/docs/unified-communications/expressway-series/222484-configure-packet-capture-on-content-secu.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/221977-access-secure-web-appliance-logs.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/221977-access-secure-web-appliance-logs.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
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