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1.15t7H.GUI0 M Web Security ManagerZ O|& 5t 11 Custom and
External URL Categories(At& At X5 & Q| URL HF)E MEH
ghct.
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1.2EH7H|.Add Category(ZHEI 2| F7HE 28l5109 M HEE URL
FHEID 2| MM ELICH
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Custom and External URL Categories: Edit Category

ol A i| CHBF AR
- o
1 EI- 7:” = O E o E |_I- [«) X Edit Custom and External URL Category
—_ Category Name: | [catego
XE URL ZHE| 2 2|E MdEL =
o =2 ooHd Comments: 7 |
List Order: | [
Category Type: | Local Custom Category
Sites: 7
cisco.local, .cisco.local Sort URLs
Click the Sort URLs button to sort
all site URLs in Alpha-numerical
order.
(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)
= Advanced | Regular Expressions: (2
4
Enter ane regular expression per line. Maximum allowed characters 2048.
[Submic |

O|0IX| - A A X URL 5 BHE 7

5 B XES URL el mElE TAISHS WOl CHE AHAIE LY
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https://www.cisco.com/c/en/us/support/docs/security/secure-
web-appliance-virtual/220557-configure-cuS ZZ 5t &AL,
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2CHA| .URLS| EBHEIS sliS &t
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2.1EHA. GUIO| A Web Security ManagerZ 0[S
Policies(2 & a5 HX)E MEHELIC

5t 11 Decryption

2.2EH7A|. Add Policy('S& F7hHE Z&lgtLict

2.3CtAH|. M| 2424 0| EnterNameS Ql24stL|C}.

24| (B0 ALE) O Mg MEBE AH
5 Bl (M= M) QIBEIX| o2 2E A8 Kol CHl HRE
&3t24 All Users(Authenticated & Unauthenticated
users)E MEIEILICEH

2.5Et7H|.Policy Member Definition("& & HH
Categories(URL ZtE| 1 2|)Links(232)E 2
URL ZtEI 2 2|& F7+efLcH,

19|) MlA0f A URL
2/5t04 AL A} K| ™

2.6 HAEA M e URL ZHE| 2 2|E MEIELICH

2.7%H 7. Submit(ME)2 E=!gLIct

Decryption Policy: DecryptingTraffic

Policy Settings

Enable Palicy

Policy Name: (2 [ DecryptingTraffic
(2.9. my IT policy)

Description: ‘

(Maximum allowed characters 256)
Insert Above Palicy: 1 (Global Policy)
Policy Expires:
(D set Expiration for Policy
On Date:

At Time:

Policy Member Definition

Membership is defined by the combination of the following options. All criteriz must be met for the policy to take effect.

Identification Profiles and Users: | [ s 1dantification Profiles \,I
@® Al Authenticated Users

Selected Groups and Users (7.

Groups: No groups entered

Lsers: No users enterad

[ () Al Users (authenticated and unauthenticated users)

If the "All Users" option is selected, at least one Advanced m a rship option must aise be selected,
! t ren

Authentic: HTTPS connectio um' F r nsparent
proxy tra le for decr ryp( polici
= Advanced | Use the Advanced dit membership by proxy port, subnet, Time Range, destination (URL
Category), or User Agen rs
The following advanced membership criteria have been defined:
Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available
(see Web Security Manager > Defined Time Ranges)
URL Categories: Category
User Agents: None Selected
Ol0|X| - &5 SHE ZIAH A4 A
-1 O T1 OO




2.8EHAIDecryption Policies(& = iS5 &2H) m|O| X |ofl A A H=Hof|
CH8 URL Filtering(URL ZE{&)2| 213 & Z=|gLct.

Decryption Policies

Add Policy...

Order Group URL Filtering Web Reputation Default Action Clone Policy Delete

DecryptingTraffic
Identification Profile: All : .
1 All identified users (global policy) (global policy) r. I~ |

URL Categories: Category

Global Policy Monitor: 107

Identification Profile: All Decrypt: 1 Enabled Ll

O|O|x| - URL EEE =4

2.9+ H[.Custom URL Category(X &% URL ZHE| 2 2])0il CHEF &f
O 2 Decrypt(dii5)E MEIEFLIC

2.10EHA|. Submit(M&)2 =2gLict

Decryption Policies: URL Filtering: DecryptingTraffic

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicabie for this policy.

Use ide Global Settings

Global

i Pass Through | Monitor Decrypt | |Drop (2 Quota-Based Time-Based
Settings !
(4] e o (x] ©
Category Category Type | Select all Select all Select all| Select all | pelect all | (Unavailable) = (Unavailable)
O Category Custom (Local) - 4 - -

Image(0|0|X|) - Set Decrypt as Action(sHS 2 oz MH)

3.1E-AL.GUI0I M Web Security ManagerZ 0| &S 5l Access
Policies(AAM|A HA)E MEfEFL|CH

328 A [HH =7HE SEIFLICH

3.3CtAH|. A 2424 0| EnterNameS l24stL|C}.
3AEHA|(MES AL O]l HAME M8F Al =2 &g MEMELICE
p El: (MEH ALE) QIS EIX| f2 2 E AFS RO CHaH HAe o

&3t2{™ All Users(Authenticated & Unauthenticated
users)& MEASILICE

3.5 A|.Policy Member Definition(’3 24 HH & ol) AlM0f M URL
Categories(URL Z}E| . 2|) 23 & 22/5}0{ Custom URL
Category(¥ &3 URL 7tE| T 2))E F7tefLch.

3.6CHA|. 1CHA[0| A A A8 URL ZHE| D 2| E MESSHLICT




3.7EH|.Submit(M &) =g LICH

Access Policy: Block Exec

Policy Settings

Enable Policy

(e.g. my IT policy)

Policy Name: (7). ["giocy Exec @

Description:

(Maximum allowed characters 256)

Insert Above Policy: | | 1 (Global Policy)

Policy Expires:
L Set Expiration for Pelicy

On Date:

At Time:

Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met for the poilcy to take effect.

Identification Profiles and Users: [ A\l [dentification Profiles ‘,I

® ANl Authenticated Users
Selected Groups and Users (7
Groups: No groups entered

Users: No ysers entered

o

[ C

IF the "All Users" option is selected, at least one Advanced membership option must also be selected.

All Users (authenticated and unauthenticated users)

= Advanced | Use the Advanced options to define or edit membership by protocol, proxy port, subnet, Time Range, destination (URL
Category), or User Agents.

The following advanced membership criteria have been defined:

Protocols: None Selected
Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available

(see Web Security Manager > Defined Time Ranges)
URL Categories: Category
User Agents: None Selected

Ol - AAA B2

3.8EH7|.InAccess Policies( M A %) I 0| X|of A URL ZE{Z!
£r4 0] Monitor(2LIEE) 2 d™E|0f J=X| &elgh|ct.

3.9EHAl. Access Policies(A|A =) T 0| X|0| A AH Z=Hof| CHEt
Objects(7iAl) 2| I E =gt

Access Policies

Add Policy...

Protacols and

Order | Group User Agents URL Filtering | Applications  Gbjects Anti-Malware and Reputation HTTP ReWrite Profile | Clone Policy | Delete

Block Exec
Identification Profile: All .  oni . . i -

1 All identified users (global policy) :Mom\or 325 | (global policy) (global policy) (global policy) [ 3
URL Categories: Category bl

Web Reputation: Enabled

Global Policy : . - 0 2
Identification profile: il | o blocked items | Monitor: 108 | Monitor: 325 | No blocked items | Secure Endpoint: Enabled None

Anti-Malware Scanning: Enabled

O|O[X - Z4A|
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3.10EtA|. EELCH2 M0l M Define Custom Objects Blocking
Settings& MEHEHLIC.

Access Policies: Objects: Block Exec

Edit Objects Blocking Settings

l Define Custom Objects Blocking Settings

.
I  Disable Object Blocking for th
: | No Maximum

FTP Max Download Size: No Maximum

Block Object Type
Not Defined
Block Custom MIME Types: = Not Defined

OlOlX[ - ALE A XIE 7HA| Hel

BMMEHLREHE WA RES MEisiE{H A I =8 F2IFLICH
3.12EH Al Installers(d x| Z2 )& Z2I5t0{ ACHE A R

S MEfgEhLIC

3.13Et7|. EE8t Custom MIME Types(AHEAH X[ MIME R&) Al

Mol M RHEFE mhol MIME REE e &+ A&LICH

Access Policies: Objects: Block Exec

Edit Objects Blocking Settings

| Define Custom Objects Blocking Settings |

Objects Blocking Settings
Object Size

HTTP/HTTPS Max Download Size: OID— MB @ No Maximum

FTP Max Download Size:
Oln M8 ® No Maximum

Block Object Type

Object and MIME Type Reference IF'

b Archives

b Inspectable Archives (7

b Document Types
= Executable Code > @

Java Applet

UNIX Executable

Windows Executable
= Installers <—

UNIX/LINUX Packages
b Media

b P2P Metafiles
b Web Page Content

b Miscellaneous \

Custom MIME Types

Object and MIME Type Reference &

B}
Block Custom MIME Types: | |application/x-msdownload
application/x-msdos-program
application/x-msi

®

4
(Enter muitiple entries on separate lines. Example: audio/x-mpeg3 or audio/* are valid entries. Maximum
allowed characters 2048.)

Ol0IX| - AHEFE Z4A| 74




52 = MIME 939| 222 2243 Object and MIME Type
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@ Motification: Policy: File Type a

« G & https:/famojarra.ciscolocalfTImb.exe AV 9 ; i InPrivate.‘

This Page Cannot Be Displayed

Based on your organization's access policies, access to this web site or download
{ https:/famojarra.cisco localf1mb.exe ) has been blocked because the file type "application/x-
msdos-program” is not allowed.

End-User Notification PagesEnd-User Notification Pages

If you have questions, please contact your organization's network administrator and provide the
codes shown below.

b

o|0Ix| - A& &3 m|ofx|

p £]: EUN(End User Notification) H O|X|& T +38t24T GUIOI M Security Services(&2 ¢t AMH|A
)2 0|S35+04 End-User Notification(Z|Z Ar& X & &l)2 £ =!8t 11 End-User Notification
Pages(%|3 At %t 22! HO|X|) Mg s=HELICH

BHA ZO0MHE ECi=Ea 2EE F ool 20 &g = &+ UA&LICHL

REHm 23 2122 &3 = Ao 20| USLICHOIE: EBE 8i=5)S HRsteAl2. HHe
Ct

DECRYPT_CUSTOMCAT L



rlo

T HR HMA 23 BRI HMA HA(0|S: Block_Exec). 3 EHAH0f A A48 =hedlL|ct. &
BLOCK_ADMIN_FILE_TYPEQIL]C}.

Pk HAMA 23

1772186569.823 182 10.48.48.192 TCP_MISS_SSL/200 39
CONNECT tunnel://amojarra.cisco.local:443/ -
DIRECT/amojarra.cisco.local - DECRYPT_CUSTOMCAT_7-
DecryptingTraffic-DefaultGroup-NONE-NONE-NONE-
NONE-LAB_Access-NONE <"C_C cate",-,"-",-,-,-,-,"-",-,-,"-"-

n ll " Il nw ll " ll " ll n Il n Il n Il n ll n ll n ll nn ll ll nn nw n n n n
) , ’ ) ) ) ) ) ) ) ) ) k ) ) ) ) 1 L 1 )

jile]
Fol
2,'-_'
Jn

Al
12

nn nmn nn n > - -

1772186576.735 2242 10.48.48.192 TCP_DENIED_SSL/403
0 GET https://amojarra.cisco.local:443/1mb.exe -
DIRECT/amojarra.cisco.local application/x-msdos-program
BLOCK_ADMIN_FILE_TYPE_12-Block_Exec-DefaultGroup-

B NONE-NONE-NONE-LAB_Access-NONE <"C_C
Cateu nS 0 nn 0 0 0’ ,u_u,_’_,_n,_u’_n’_,_’ nC ’ ’u_u,n u,u ||,||0E|- _J'\_ 8’4\
gu ||o|- J\ 0-| Ou " Il,ll_ll " 0 00 0 ||o|- _/'\_ o-| Ou " ll’_,ll_’"_ll,_’_ll’_’_
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https://amojarra.cisco.local:443/1mb.exe
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide.html
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https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/220474-configure-decryption-certificate-in-secu.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/220474-configure-decryption-certificate-in-secu.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance-virtual/220561-configure-and-troubleshoot-snmp-in-swa.html
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https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance-virtual/221765-enable-specific-youtube-channel-video-an.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance-virtual/221765-enable-specific-youtube-channel-video-an.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance-virtual/221765-enable-specific-youtube-channel-video-an.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance-virtual/221765-enable-specific-youtube-channel-video-an.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance-virtual/221765-enable-specific-youtube-channel-video-an.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance-virtual/221765-enable-specific-youtube-channel-video-an.html
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https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/ko_kr/support/docs/security/web-security-appliance-s690/222466-block-traffic-in-secure-web-appliance.html
https://www.cisco.com/c/ko_kr/support/docs/security/web-security-appliance-s690/222466-block-traffic-in-secure-web-appliance.html
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