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Wed Mar 26 11:09:30 2025 Info: Status: CPULd 16.3 DskUtil 19.9 RAMUti1l 9.3 Reqs 1661 Band 152966 Latenc
Wed Mar 26 11:10:31 2025 Info: Status: CPULd 13.6 DskUtil 19.9 RAMUtil 9.5 Reqs 1699 Band 107048 Latenc

Wed Mar 26 11:11:31 2025 Info: Status: CPULd 15.0 DskUtil 19.9 RAMUti1l 9.5 Reqs 1669 Band 178803 Latenc
Wed Mar 26 11:12:31 2025 Info: Status: CPULd 17.6 DskUtil 19.9 RAMUti1 9.2 Reqs 1785 Band 143721 Latenc
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1750344193.093 272 10.10.20.30 TCP_MISS_SSL/200 39 CONNECT tunnel://cisco.com:443/ "cisco\user@cisco.com”
DIRECT/www.cisco.com-DECRYPT_WEBCAT _7-DefaultGroup-Authentication_Profile-DefaultGroup-NONE-NONE-DefaultGroup-
NONE<"C_Cis",6.3,1," =" ,=,-,=,=," =" ,=,=,=," =" ,-,=," =" " =" ,-,-,"IW_Com" ,-," -" " Computer" ," -" ," Unknown" ," Unknown" ," -" ," -
",0.06,0,-,"-","-",-, S === =" ,-,-> - - [ Request Details: ID = 169121930, User Agent = "Mozilla/5.0 (Windows NT 10.0;
Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36", AD Group Memberships = ( NTLMSSP )
"Cisco\Users" ] [ Tx Wait Times (in ms): 1st byte to server = 3, Request Header = 0, Request to Server = 0, 1st byte to client = 3

Response Header = 0, Client Body = 9 ] [ Rx Wait Times (in ms): 1st request byte = 0, Request Header = 0,Client Body = 0,1st response
byte = 0,Response header = 0/Server response = 13, Disk Cache = 0; Auth response = 0, Auth total = 3; DNS response = 0, DNS total = 0
WBRS response = 0, WBRS total = 0, AVC response = 0, AVC total = 0, DCA response = 0, DCA total = 0, McAfee response = 0 McAfee
total = 0,/ Sophos response = 0, Sophos total = 0. Webroot response = 0. Webroot total = 0.Anti-Sovware response=0 . Anti-Sovware total
= 0; AMP response = 0, AMP total = 0; Latency = 143; [ 19/Jun/2025:14:43:13 +0000" ] [Client Port = 57785, Server IP = 10.20.30.40,
Server Port = 443]
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1750344193.093 5272 10.10.20.30 TCP_MISS_SSL/200 39 CONNECT tunnel://cisco.com:443/
" cisco\user@cisco.com" DIRECT/www.cisco.com-DECRYPT_WEBCAT_7-DefaultGroup-
Authentication_Profile-DefaultGroup-NONE-NONE-DefaultGroup-NONE <" C_Cis",6.3,1,"-",-,-,-,-," =" ,-,-
=== T IW Corn",-," "," Computer"," -"," Unknown"," Unknown"," -"," -" ,0.06,0,-," -"," -
"=t - ht " =" -",-,-> - - [ Request Details: ID = 169121930, User Agent = "M02|Ila,’5 1] (Wlndows
NT 10.0; W|n64 x64) AppIeWebKlt,-"537 36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36", AD
Group Memberships = ( NTLMSSP ) " Cisco\Users" ] [ Tx Wait Times (in ms): 1st byte to server = 3, Request
Header = 0, Request to Server = 0, 1st byte to client = 3, Response Header = 0, Client Body = 9 ] [ Rx Wait

Times (in ms): 1st request byte = 0, Request Header = 0, Client Bodv = 0. 1st response bvte = 0, Response
header = 0, Server response = 13, Disk Cache = 0; Auth response = 5210, Auth total = 33; DNS response =
0, DNS total = 0, WBRS response = 0, WBRS total = 0, AVC response = 0, AVC total = 0, DCA response = 0,
DCA total = 0, McAfee response = 0, McAfee total = 0, Sophos response = 0, Sophos total = 0, Webroot
response = 0, Webroot total = 0, Anti-Spyware response = 0, Anti-Spyware total = 0; AMP response = 0,
AMP total = 0; Latency = 5243; "19/Jun/2025:14:43:13 +0000" ] [Client Port = 57785, Server IP =
10.20.30.40, Server Port = 443]
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1750344193.093 4472 10.10.20.30 TCP_MISS_SSL/200 39 CONNECT tunnel://cisco.com:443/
“ci 1ser@cisco.com CT/www.cisco.com-DECRYPT_WEBCAT_7-DefaultGroup-
Authentication_Profile-DefaultGroup-NONE-NONE-DefaultGroup-NONE <" C_Cis",6.3,1,"-",-,-,-,-," =" ,-,-
e et |\ A Com“,—," "," Computer"," -"," Unknown" ," Unknown" ," -"," -" 0.06,0,-," -" " -
"= =" o et "-" -,-> - - [ Request Details: ID = 169121930, User Agent =" M02|Ila!5 1] (Wlndows
NT 10.0; Win64; x64) AppIeWebKltf537 36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36", AD
Group Memberships = ( NTLMSSP ) " Cisco\Users" ] [ Tx Wait Times (in ms): 1st byte to server = 3, Request
Header = 0, Request to Server = 0, 1st byte to client = 3, Response Header = 0, Client Body = 9 ] [ Rx Wait
Times (in ms): 1st request byte = 0, Request Header = 0, Client Body = 0, 1st response bvte = 0. Response
header = 0, Server response = 13, Disk Cache = 0; Auth response = 0, Auth total = 3; DNS response = 4320,
DNS total = 65, WBRS response = 0, WBRS total = 0, AVC response = 0, AVC total = 0, DCA response = 0,
DCA total = 0, McAfee response = 0, McAfee total = 0, Sophos response = 0, Sophos total = 0, Webroot
response = 0, Webroot total = 0, Anti-Spyware response = 0, Anti-Spyware total = 0; AMP response = 0,
AMP total = 0; Latency = 4353; "19/Jun/2025:14:43:13 +0000" ] [Client Port = 57785, Server IP =
10.20.30.40, Server Port = 443]
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1750344193.093 4500 10.10.20.30 TCP_MISS_SSL/200 39 CONNECT tunnel://cisco.com:443/
" cisco\user@cisco.com”DIRECT/www.cisco.com-DECRYPT_WEBCAT_7-DefaultGroup-Authentication_Profile-
DefaultGr faultGroup-NONE <"C_Cis",6.3,1,"-" ,-,-,-,=," ",-,-.-," il e Pt
"IW_Com",-,"-"," Computer"," -"," Unknown"," Unknown"," -","-",0.06,0,-," -" " -",-," -" ,-,-,"-","-" ,-,-

B e | Request Details: ID = 169121930 User Agent " Mozilla/5.0 (Wlndows NT 10.0; Win64; x64)
AppleWebI(lt;"SS? 36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36", AD Group Memberships = (

NTLMSSP ) " Cisco\Users" ] [ Tx Wait Times (in ms): 1st byte to server = 3, Request Header = 0, Request to

Server = 0, 1st byte to client = 3, Response Header = 0, Client Body = 9 ] [ Rx Wait Times (in ms): 1st request
byte = 0, Request Header = 0, Client Body = 0, 1st response byte = 0, Response header = 0 Senrer response =
‘I‘.3 Dlsk Cache = 0 Auth response =0, Auth total 0; DNS response = 0, DNS total = 0, V > re se = 0
. y = 0, AVC totz: , DCA response =0, DCA total 0,
Sophos response = 4376 Sophos total 145 & nse = 0,
[ ( VP total = 0; Latency = 4409;
" 19!Jun;‘2025 14 43 13 +0000" ] [Clrent Port 57785 Server IP = 10 20 30. 40 Server Port = 443]
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4. Optlmlze Anti-Malware and Anti-Virus Scanning(StE|Z?flo1 & SFE|HFO|BHA HAF Z|/HS}):

YEIUflof &l olEldfoleix T2 Aol ChE TN 28 HEEILIC. CPUE B0l A8 E
+ ODE 08 NRMOR T WM Hotol WY FX| 4D B4 AHIE IH FY 4

A& LICt
5. Z42F R Al ALS-
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STE EFHOIL 244 4B 2e R4
() HHEEMJA L2 SRS =

= o
EXAE MHstAH o|aAH 0|z stod &

CLI &=
ps

version HHE AI&35104 StEH o E (714 SWAS| F2) & RAID AEH(E 2K SWALS| BR)E
&QoI8tL|Ct tEQ 0 LA S &QlEtLIct CPU 30 £, M2 2| 2! 5t= C|AT 7} o A THE St g
ARl ZolgLct 7t4 DM RAID 4EH7H & = QIS 2 EAIZ|T E2[HM o{Z2t0[edA|
M RAID &E7} X{5tE EE= AlIHQl A Cisco TACO| 22|5t0f ¥ A= of M C|AT MENE HE
SHAAI2.

CHS2 SWAMI O B2 CPUE EE3dtod 2% S 2oz + e MELICH

SWA Lab> version
Current Version

Product: Cisco S100V Secure Web Appliance
Model: S100V

BIOS: 6.00

CPUs: 3 expected, 4 allocated

Memory: 8192 MB expected, 8192 MB allocated
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Hard disk: 200 GB, or 250 GB expected; 200 GB allocated
RAID: NA

RAID Status:

ol ool ME IP
not reachable" HA|X|7} LW E

Optimal

Z210.10.10.102] DNS AMH{7}

U= SWA HESR|T 23 2 & HIAIXIE =elstEd™ displayalerts -2 At

SESHK| 8kt 2 M "The File Reputation service is

/3 A4 EME LIEHE = U&LICH

SWA LAB> displayalerts
Date and Time Stamp

26 Mar
26 Mar
26 Mar
26 Mar

2025 11:20:07
2025 11:20:07
2025 11:20:07
2025 10:16:18
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Description

+0500 The File Reputation service is not reachable.

+0500 Critical: Reached maximum failures querying DNS server 10.10.10.10

+0500 Critical: Reached maximum failures querying DNS server 10.10.10.10

+0500 Warning: Communication with the File Reputation service has been established
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=2 2 24™ process_status BE S A ELICEH
Z2MAQI Prox ZTE2MATLEE B S0 X|HXHSE 100% A
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<#root>
SWA LAB> process_status
USER PID
9ECPU
%UVEM
VSZz RSS TT STAT STARTED TIME
COMVAND
root 11 2805.4 0.0 0 512 - RNL 28Jun24 11863204:12.63 idle
root 71189
102.0

19.5



6670700 6478032 R 23Feb25 18076:32.80

pr ox

root 91880 99.0 0.6 369564 214832 - R 28Jun24 58854:51.78 counterd
root 91267 76.0 0.9 379804 292324 - R 28Jun24 59371:01.26 counterd
root 12 25.9 0.0 0 1600 - WL 28Jun24 30899:57.88 1intr

root 46955 25.0 0.2 91260 59336 - S 23Jan25 7547:02.96 wbnpd
root 95056 23.0 11.2 5369332 3710348 - I 28Jun24 31719:23.99 java

root 93190 12.0 1.4 3118384 456088 - S 01:15 29:57.05 beakerd
root 64579 11.0 0.2 101336 71204 - S 6Aug24 12074:55.55 coeuslogd

SE MF ALY
status detail BE2 AlAH 2la2 A8, HELZ EciE HER A A4 SHof CHEr dAlzt

otg B, Ol SWAS| RuHHQl AEf I AS g BregtLIch WE 2 LIERD 2/ oz
3 GUIS| System Status(AlA | AtEH) 27|S Ol grLc

<#root>
SWA LAB> Status detail

Status as of: Wed Mar 26 11:51:27 2025 PKT

Up since: Fri Jun 28 13:45:43 2024 PKT (270d 22h 5m 43s)

System Resource Utilization:

CPU 16. 0%
RAM 10. 3%
Reporting/ Loggi ng D sk 19. 8%

Transactions per Second:

Average in last minute 1745
Maximum in last hour 2210
Average 1in last hour 1708
Maximum since proxy restart 2451
Average since proxy restart 615
Bandwidth (Mbps):
Average in last minute 149.699
Maximum in last hour 1356.387
Average 1in last hour 229.634
Maximum since proxy restart 22075.244
Average since proxy restart 60.689
Response Time (ms):
Average in last minute 99
Maximum in last hour 8194128

Average 1in last hour 87



Maximum since proxy restart 19608632
Average since proxy restart 28
Cache Hit Rate:

Average in last minute 3
Maximum in last hour 6
Average in last hour 2
Maximum since proxy restart 89
Average since proxy restart 2
Connections:
Idle client connections 3481
Idle server connections 754
Total client connections 21866
Total server connections 19049
SSLJobs:
In queue Avg in last minute 0
Average in last minute 12050
SSLInfo Average in Tlast min 0
Network Events:
Average in last minute 16.0
Maximum in last minute 171
Network events in last min 151918
Ipcheck

ipcheck A2 StE0] AlF, C|AT AFEE, HIEXHA CIEHHO|A, MX|E AZELR|0{ 7|, HH
M5 Q2 S Secure Web Applianced| CHEF RtMIEH A|AR HEE & A|5t0{ 0{ZEH0[A A 0f B4RY
AFEJO]| CHSF Z 2 R4Q1 ALHAFS K| =23}

<ffroot>

SWA LAB > ipcheck

Ipcheck Rev 1

Date Fri Mar 21 16:34:56 2025

Model S100V

Platform vmware (VMware Virtual Platform)
Secure Web Appliance Version Version: 15.2.1-011
Build Date 2024-10-03

Install Date 2025-02-13 17:49:24

Burn-in Date Unknown

BIOS Version 6.00

RAID Version NA

RAID Status Unknown

RAID Type NA

RAID Chunk Unknown

BMC Version NA

Disk 0 200GB VMware Virtual disk 1.0 at mptO bus O scbus2 target 0 lun O
Disk Total 200GB

Root 4GB 64%



Next r oot 4@B 65%

Var 400MB 38%
Log 130GB 24%
DB 2GB 0%
Swap 8GB
Proxy Cache 50GB
RAM Total 8192M
a0
gy

<#root>

SWA LAB> rate
Press Ctrl1-C to stop.

%roxy reqgs client server %%w di sk disk
CPU /sec hits bl ocks m sses kb/ sec kb/ sec saved ws rds
100. 00 1800 17 16352 1626 178551 178551 0.0 2366 0
100. 00 1813 18 16453 1659 226301 224952 0.6 3008 0
99.00 1799 10 16338 1645 206234 206234 0.0 3430 1
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McAfee &, McAfee & Al |Mcafeeld mcafee_logs
Sophos 8%, Sophos &7 [SophosLd sophos_logs
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