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« CN = Cisco Appliance C|2 215 M
* O = Cisco Systems, Inc
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SWAO|M KA MHE CIBME M3t HLE LIS CA(Certificate Authority) AME{0| A 2 &d 8t XA QI
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2EHA|. Certificate Management(QIS A #2()E ME4ELICE

3EH7A|. Appliance Certificates(01Z 20|21 A @15 M)0{ A Add Certificate(21E M F7HE MEAEFL
C.

ATHA|. Certificate Type(215 M | &)(Self Signed Certificate == Import Certificate)2 AEHEHL|CH.

Add Certificate

Add Certificate

Add Certificate:  _, select an option...

Create Self-Signed Certificate

clica Impart Certificate

Image(O|0|X|) - Certificate Type(21E A &) MEH
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Add Certificate

Add Certificate:

Common Name:
Organization:
Organizational Unit:

City (Locality):

State (Province):

Country:

Duration before expiration:

Private Key Size:

[Create Self-Signed Certificate V]

[selfsignCertificate

[CiscoLAB

[swa

[city

[state
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View Certificate SelfSignCertificate
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Add Certificate

Certificate Name:

Common Name:
Organization:
Organization Unit:
Ciry {Locality):

State (Provinee):
Country:

Signature Issued By:

|seifsignCertificate
SelfSignCertificate
CiscoLAB

SWA

City

State

us

Common Name (CN): SelfSignCertificate
Organization {0): ClscolAB
Organizatienal Unit (OU): SWA

Issued On: Oct 14 11:48:55 2024 GMT
Expires On: Oct 14 11:48:59 2026 GMT

if you would like a globally recognized signed certificate; 1. Downlpad Certificate Signing Request, 2, Submit this to a certificate autharity, 3. Onoe you
receive the signed cerntificate, upload it below.

Download Certificate Signing Requast...

Upload Signed Certificate:
[ choosa File | No fite chasen
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= Intermediate Certificates (optional):

Upload an Intermediate Certificate: [ Choose File | No file chosen
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Add Certificate

Add Certificate

Add Certificate: | [Import Certificate v|

Import Certificate: | | Choose File | No file chosen
PKCS#12 format is reguired.

Enter Password:
(required)
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SWA_CLI> certconfig

Choose the operation you want to perform:

- SETUP - Configure security certificate and key.

- OCSPVALIDATION - Enable OCSP validation of certificates during upload

- RESTRICTCERTSIGNATURE - Enable restricted signature validation of certificates during upload
- OCSPVALIDATION_FOR_SERVER_CERT - Enable OCSP validation for server certificates

- FQDNVALIDATION - FQDN validation for certificate

[I> SETUP

Currently using the demo certificate/key for HTTPS management access.



When the certificate is changed, administrative users who are currently logged in to the web user inter
occurs only if the certificate is not already marked as trusted by the browser.

Do you want to continue? [Y]> Y

Management (HTTPS):

Choose the operation you want to perform:

1. PASTE - Copy paste cert and key manually

2. SELECT - select from available Tist of certificates
[1]> 2

Select the certificate you want to upload

1. SelfSignCertificate

2. SWA_GUI.cisco.com

[1]1> 1

Do you want add an intermediate certificate? [N]> N

Successfully updated the certificate/key for HTTPS management access.

158 Al commitE =235t0d H4E ALE S KHEELICH

HUFOIM QABM BlAE

0

Ct=1 20| openssl BHEZ2 AF& 350 QIS ME =0l = l&LCtH

openss1 s_client -connect

O] ofloil M EAE 0|52 SWA.cisco.comO|T #Z| QIE{mH0o|AE 7|EZte 2 M™EHE/LICHTCP
E 8443).

E£20| & Hmf oM AUBM HFAIEE = = U&LICH

openss1 s_client -connect SWA.cisco.com:8443
CONNECTED(00000003)
depth=0 C = US, CN = SelfSignCertificate, L = City, O = CiscoLAB, ST = State, OU = SWA



Add Certificate
Error — Invalid PKCS#12 format

Add Certificate

Add Certificate: | [Import Certificate ~]

Import Certificate: ‘ P — ‘

PKCS#12 format is required.
Invalid PKCS#12 format

Enter Password: I
(required)
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Add Certificate
Error — Days must be an integer from 1 to 1825.

Add Certificate

Add Certificate: | | Import Certificate v

Import Certificate: ‘ Choose File | No file chosen |

PKCS#12 format is required.
Days must be an integer from 1 to 1825.

Enter Password: |
(required)
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Add Certificate
Error — Invalid PKCS#12 password
Add Certificate
Add Certificate: | | Import Certificate V]
Import Certificate: | | Choose File | No file chosen
PKCS#12 format is reguired.
Enter Password |
szt ] Invalid PKCS#12 password
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Add Certificate
Error — The certificate is Not Yet Valid.
Add Certificate: | | Import Certificate v|
Import Certificate: ‘ No file chosen ‘
PKCS#12 format is required.
The certificate is Not Yet Valid.
]

Enter Password
(required)
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
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