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(712) Hdu|aoldez AEEIRELICEH B HEXHRI &S 52 B2 ZE BHo| &xjxel ¥ ol

SWAZQ| ZZ| A At Xtof| CHEH 2F Q15 S &35t ClH oA = Q| ¢IF |zl oMo X|HE CHE
LDAP(Lightweight Directory Access Protocol) B2 = RADIUS MEHHE AI&35t04 AL} At 4 ZHE & olghL|ct.

HELD EEZX]

—_—

> RADIUS :1812
GUI :443 ’
D — FP—— ISE
Secure Web
Appliance
10.106.38.176 10.106.38.150

HEQ3 EZZX| Clo|o{1Y

el A8 K= 2 M350 ZTE 4439 SWAO]| M| AEHL|ICH SWAE RADIUS MHZ

A E5ES FH L
74
o

ISE 7+

Pal

or 1N
oA
o2

1EtA M HIEQI3 C|HFO|AE F7HEHLICEH Administration(ZH2]) > Network Resources(UE 2
2|AA) > Network Devices(WE 3 C|HFO|A) > +Add(F7HE O|S & LCt.

sthuilis |dentity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

b System P Ildentity Management ¥ Network Resources  » Device Portal Management  pxGrid Services  » Feed Service ¥ Threat Centric NAC

= MNetwork Devices  Metwork Device Groups  Network Device Profiles  External RADIUS Servers RADIUS Server Sequences  MNAC Managers  External MDM
I
o

Network Devices Network Devices

Default Device
’6 Edit -:{":aAdd % Duplicate  @s Import &l Export OGewerate PAC x Delete
Device Security Settings
Name - IP/Mask Profile Name Location Type

No data available

ISEOA SWASE HWE Q3 ClHlo|AZ 7}
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Network Devices
Default Device

Device Security Settings

Network Devices List > SWA
Network Devices

* Name | SWA |

Description | |

IPAddress  =| *IP: | 10.106.38.176

7

* Device Profile & Cisco = &

Software Version |:I

* Network Device Group

Location Al Locations © || SetToDefault |
IPSEC No © || SetToDefault |
Device Type |All Device Types () ||  Set To Default |

« RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

* Shared Secret | gypese

| (LShow ]

SWA HE3 C|HO|A 37 7| 7+

2.1E7|. Submit(M&)2 Z2!&tLct.



¥ |+ RADWS Authentication Settings

RADIUS UDP Settings

Protocel RADIUS

* Shared Secret |.....“ | Shaw

Use Second Shared Secret || &

elons
CoA Port | 1700 | [ SetTo Defaut |
RADIUS DTLS Settings i
DTLS Required ] i
Shared Secret |radius/diis i
CoA Port [2083 | [ setToDefault
Issuer CA of ISE Certificates for Cos @ect if required (aptional) =]

DNS Name | |

General Settings
Enable KeyWrap [ ] (i
* Key Encryption Key Show
* Message Authenticator Code Key

Key Input Format = ASCI HEXADECIMAL

I | TacACS Authentication Settings
1 | v NP Settings

O s Advanced TrustSec Settings

(Gance

HER3 C|Ho|A ZHm|Telo|M ME

3EHA. 2ot AL ID 2 &S MMELIC Administration(Z 2]) > Identity Management(ID & 2I)
> Groups(1&) > User Identity Groups(AFE A} ID &) > + Add(F7HE Oo|SFLICt



alwli - |dentity Services Engine

¥ System = Identity Management

» ldentities  Groups

Identity Groups

External Identity Sources

Home » Context Visibility » Operations » Policy

» Network Resources  » Device Portal Management  pxGrid Services

Identity Source Sequences  » Settings

User Identity Groups

'
* | Endpoint Identity Groups
» User Identity Groups

4H7. &3 1& OlF,

Administrator Al XIS

"Edit SAdd | 3 Delete v | @alImport & Export =
Name

& ALL_ACCOUNTS (default)

&t Employee
& GROUP_ACCOUNTS (default)

S GuestType_Contractor (default)

+ Administration

» Work Centers

} Feed Service ¥ Threat Centric NAC

a  Description
Default ALL_ACCOUNTS (default) User Group
Default Employee User Group
Default GROUP_ACCOUNTS (default) User Group

Identity group mirroring the guest type

MM AE) U AME. 2 B0l Tha of EHIE BB o] ool M
ot 1B BHED 97| TR AL RS 9IB 18 BHELIH



+ Administration » Work Centers

Iclnls::ls; Identity Services Engine Home b Context Visibility » Operations » Paolicy
pxGrid Services » Feed Service  » Threat Centric NAC

b System - |dentity Management » Metwork Resources » Device Portal Management

b ldentities  Groups  External ldentity Sources  Identity Source Sequences b Settings

Identity Groups User Identity Groups > New User Identity Group
& D) Identity Group
v = v @é' Name | SWA Admin

Description SWA Admin JSE Local

(Ganel

» || Endpoint Identity Groups

» | User Identity Groups

AEXID 28

» Operations + Policy - Sdministration v Work Centers

» Identity Services Home  » Context Visibiity

» System | - ldentity Management » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

¢ ldentities  Groups  External ldentity Sources  ldentity Source Seguences v Settings

User Identity Groups = New User Identity Group

Identity Groups
Identity Grou
= D) ty P
N ":E-.’r"v * Name | SWWA ReadOnly

» [ Endpoint Identity Groups Description | Sy Read Only User Group ﬁ|

* | User ldentity Groups
S ALL_ACCOUNTS {default) | cancel |
S Employee

£ GROUP_ACCOUNTS {default)
ZIISWA 17| & ALERtol CHEt ALEAHID 2§ =71

5E A SWAO| 7 E ALE Xt O] & LR|st=E HERZ HMA AHSKHE HsHok gfLICEH

Network Access Users(HE 93 AMA AFEXHE 45t D sHE CHE a &0 7Lt
Administration(Z 2l) > Identity Management(ID & 2|) > Identities(ID) > + Add(F7HZ O|S & LICt.

» Policy ~ Administration » Work Centers

Identity Services Engine Home » Context Visibility » Operations

» System = ldenlity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

+ |dentities  Groups  External ldentity Sources  Identity Source Sequences b Settings

—
o
Network Access Users
Users
RStSEBMBpual RS ca HRCS RS ,' Edit %}'Mﬂ EZI’ ange Status alePD"t Is.‘.J Export = x Delete Et] Duplicate

Status Name a Description First Name Last Name Email Address
Mo data available

ISEVIM 24 AR F7}

51EHA|. ZrE|xt HEH0| = HIER T AMA AERE dYstok ELICH ol &5 & XY
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+ Work Centers

Wil Identity Services Engine Home v Context Visibility v Operations » Policy - Administration

» System = - Mentity Management » Metwork Resources  » Device Portal Management  pxGrid Servicezs  » Feed Service  » Threat Centric NAC

= ldentities  Groups  External identity Sources  lentity Source Sequences  » Settings
I
L <]
MNetwork Access Users List = New Network Access User

Users
* Network Access User

Latest Manual Metwork Scan Results

*Hame | adminuser

Status Enabled

Email |

» Passwords

Password Type. | |nternal Users -

Password Re-Enter Password

* Login Password | eesesese | |.-o---.o | | Generate P

ZHE|RE AL R F=7¢

5.2EHA. User Groups(AF&XH &) MMoi M SWA Admin(SWA #2|xH S MEfFL|CY.

v Account Disable Policy

[0 Disable account if date exceeds | 2024-03-28 (yyyy-mm-dd)

v User Groups

* [SWA Admin o

e

Admin User(Z 2Rt ALE RN ol #Elxt 28 &Y

Ol U= AMERHE BtE0{0F FLICE O|FT A EE XI-HELICH
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H
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Identity Services Engine

Home ¢+ Context Visibility

» System | - dentity Management » Network Rescurces v Device Portal Management
~ldentities  Groups  External entity Sources  ldentity Source Sequences
I
[ <]
MNetwork Access Users List =
Users

* Network Access User
Latest Manual Network Scan Results

v Operations

+ Policy

pxGrid Services  » Feed Service  » Threat Centric NAC

v Setlings

Hew Network Access User

* Name | rouser

Status Enabled »

Email |

~ Passwords

Password Type! | Internal Users

Password

Re-Enter Password

* Login Pazsword | [TITTITL]

| |uuuu | | Generate Password | i

Enable Password |

| | | | Generate Password | i

7| HE AR =Tt

5.4E7. User Groups(AHE At O &) MM0l M SWA ReadOnlyE MEHELICE

v Account Disable Policy

] Disable account if date exceeds  2024-03-28

v User Groups

* [SWA ReadOnly

BRI ( concel |
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Policy(=&) > Policy Elements(&& @ 4
Authorization Profiles(T48t 04 T 2 n}

 ~—

1 Access Type(AMlA

(yyyy-mm-dd)

AdgfLch

> Results(Z 1) > Authorization(T&H £ 04) >
> +Add(F
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‘tseh: Identity Services Engine Home » Context Visibility + Operations » Administration » Work Centers

Policy Sets  Profiing  Posture  Client Provisioning  ~ Policy Elements

Dictionaries  » Conditiocns  ~ Results

(<]
Authorization Profiles > New Authorization Profile
» Authentication . ~
Authorization Profile
~ Authorization * Name SWA Admin
Authorization Profiles Description
Downloadable ACLs * Access Type [ACCESS ACCEPT b4 l
+ Profiling Metwork Device Profile &k Cisco -
¥ Posture Service Template 0

» Client Provisioning Track Movement (] i

Passive ldentity Tracking G

ZHE|RF ALERtol| CHEt HEt fof =2 FTt

6.1EH7|. Advanced Attributes Settings(& 43 &%)0| M Radius > Class(Z2H£)—[25]2 0|S
3t Administrator(Z 2|} Zf2 =38t CHS Submit(M£)2 £ =& LICt Add Authorization Profile

+ Advanced Attributes Settings

[Radius:Class ©] =[Administrator
o

+ Attributes Details
Access Type = ACCESS_ACCEPT
Class = Administrator

for Admin Users(Z ZIXt AFERIE QI8 et Hod T2 AU FINE e
Zalgct

7TEH7AL 6 AIE BHF5tod 17| T AL Xtol| CHE e Fof Z=otels gLt

’nlzluls'élc;' Identity Services Engine Home » Context Visibility + Operations

Policy Sets  Profiling Posture  Client Provisioning  ~ Policy Elements

Dictionaries ¢ Conditions  ~ Results

<]
Authorization Profiles > New Authorization Profile
» Authentication .
Authorization Profile
~ Authorization *Name | SWA ReadOnly |
Authorization Profiles Description
Downloadable ACLs " Access Type | ACCESS_ACCEPT v
b Profiling Network Device Profile aus Cisco |«
» Posture Service Template [
» Client Provisioning Track Movement Oa

Passive |dentity Tracking D i

917| M8 AFZRhofl CHEH HEt Hof TRt 7}

7.1EHA|. o|gH0od= Administrator CH4! ReadUser 2t 2 A2 5104 Radius:Class& BHS L|C}.



» Advanced Attributes Settings

|Radiu5:[ﬂass }| |Fleau:lLlser
e,
i

= Attributes Details

Access Type = ACCESS_ACCEPT
Class = Readlser

[ Cance

ol7| M Al Xtof CHet Mt Hod =2 mtal =7}
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Policy( %) > Policy(Z&)Sets(d ™) E 0|S35t1 21F #4H Z 2o /= + ofo|EE =g LCH

sl dentity Services Engine

Home » Context Visibility » Operations  Policy » Administration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning » Palicy Elements

Policy Sets

+ Status Policy Set Name Description Conditions

ISEO] & &g F7t
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Conditions Studio

Library Editor
S h by M 8
A by ame Radius-NAS-IP-Address
BEODae F -
o8 CRFeORACLOE Q Equals v 10.106.38.176 -]
Catalyst_Switch_Local_Web_Authentication (1) Set to s not' Duplicate Save
Switch_Local_Web_Authentication @
Switch_Web_Authentication @
New AND OR
Wired_802.1X @
Wired_MAB 6]
Wireless_B02.1X 6)
Wireless_Access @
Wireless_MAB @
WLC_Web_Authentication @
SWA LIE 9|2 ClHtolAE OHZst7| QI8 Ba %7t

8.2EHA. XM&E F =L

Palicy Sets Reset Policyset Hitcounts

+ Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits Actions Wiew
Search
. @ SWIA Access Q@  Rodus NAS-IP-Addross EQUALS 10.106.38,176 Dofault Network Access x4 o 3
(&) Default Dafault palicy sat Detault Network Access xw 0 el >

0z
2
Rl
vl
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W Authorization Policy (0)

+
Status Rule Name
Search
e ® SWA Admin

Add Authorization Policy Condition

Conditions

'___?'I'

9.2EH7|. Attribute Name Equals User Identity Groups(AF2AH ID 221 &4 0|8 Z3)%
gLict s

Dictionary Identity Group(AF™ ID 2 &)2 UXIA|F7|E ZHE M

xh

Conditions Studio

Library Editor
Search by Mame
PEDaedEFEARCALOET &
B BroD_is_Registered @
E Catalyst_Switch_Local_Weab_Authentication (1)
E Complianca_Unknown_Devices @
E Compliant_Devices
B EeapP-MscHaPvz
B EeapTs @
E Guest_Flow ®
B mac_in_san ®
Bl Network_Access_Authentication_Passed (@)
B Non_Cisco_Profiled_Phones ®
E Mon_Compliant_Devices @
B switch_Local Web_Authentication @
Select Identity Group as Condition(Z712 2 ID 11

I

AEH)

LICt SWA admin(SWA &2

Click to add an attribute

Select attribute for condition »®
s offle rzPreErECLO L =
Dictionary Attribute ID Info
All Dictionaries ~  Altribute D
- AD ExternalGroups @
" CWaA CWA_ExternalGroups @
€ IdentityGroup Description @
& InternallUser IdentityGroup [6)
- PassivelD PassivelD_Groups @

< &

9.3EH7. ol2i 2 A3 E3}04 User Identity Groups: SWA adming A& gHL|C}.

ofZiE



Conditions Studio

Library Editor
@
Search by Name
GarCh by Mama IdentityGroup-Mame
PE 0w RRFPEPRECLOR T A Equals v Choose from list of type i
B BYOD_is_Registered ® Setto s not' save
i User Identity Groups:GuesiTypa_Daily (default)
B catalyst Switch Lecal Web_Authentication () User Identity Groups:GuestType_Sociallogin (defaull
m | User Identity Groups:GuestType_Weekly (default)
i [B] compliance_Unknown_Devices @ |
= | User Identity Groups:OWN_ACCOUNTS (default)
[E] compliant_Devices 6] User Identity Groups:SWA Admin
i User Identity Groups:SWA ReadOnl
i [E EaP-MscHAPv2 @ o !
i eapms ®
Bl Guest Flow @
i B mac_in_saN @
E MNetwork_Access_Authentication_Passed (6)
i B Non_Cisco_Profiled_Phones ®
E Non_Compliant_Devices @
i B switch_Local Web_Authentication 6]

£ 3 £735}04 Select Identity Group Name(ID 1 & 0|5 MEH)E ME4ELICH
9.4EHAH|. Use(A8)E Z=IFLICH

Conditions Studio

Library Editor
Search by Name IdentityGroup-Name ¢
‘S0seR@E PECGLOE= a Equals ~ ( = User |dentity Groups:SWA Admin . 3]
B BvoD_is_Registered 6} Setto 'Is not’ You can only selsct 1 itam
E catalyst_Switch_Local_Web_Authentication ()
[E] compliance_Unknown_Devices @ ten X oo T R
; E Compliant_Devices @
] EaP-MscHAPv2 @
B Eap-TLs 6]
E] Guest_Flow @
B Mac_in_saN @
[E] Network_Access_Authentication_Passed ()
[E] Non_Gisco_Profiled_Phones @

SWA ZtE2|Xt AFE XL T Fof CHEF TEF F04 YA MY



10EHA|. 47| ™8 HetES Tt ALSRtol| A HMAE 518 st F MM #=E F7tstzd® + ofo|Z
£ =gt

Ol 2 HHELIC.
Attribute Name Equals User Identity Groups: SWA ReadOnly(£ 43 O|& 0| User Identity Groups:
SWA 2{7| 7&)¢! Dictionary Identity Group(At ID 2 &)1 Yx|ots 72 M5t Use(AHE

)& S=IFLich

Conditions Studio

Library Editor
Name IdentityGroup-Name
PG0aeRRF BRECAOE " a Equals v # User Identity Groups:SWA ReadOnly
[E BYoD_is_Registered @ Set o 'ls not Dupiets
E Catalyst_Switch_Local_Web_Authentication ()
E Compliance_Unknown_Devices @ New AND OR
[E compliant_Devices @
B EaP-mscHAPv2 @
E eapTLs @
E Guest_Flow @
B Mac_in_san @
[E] Network_Access Authentication Passed ()

(I

Non_Cisco_Profiled_Phones @

(o)
=

17| TE SR Bl ChEH T Rod T M

11EHA|. ZF 7 2loi| CHSH Authorization Profile2 Zt 2+ A4%48l 1 SaveE Z2!8tL|C}
Policy Sels » SWA Access [ Rostpotcysa counts 1 Rasst 1 savs
Stakus Policy Set Name Descripbon Conditions Allowed Protocols | Server Sequence Hits
@ S Acooss Q@  Radus NASIP.Addross BOUALS 10.106 30178 Dadault Natwork hecoss x|

» Authentication Palicy (1)
» Autherization Policy - Local Excaptions
> Authorization Policy - Global Exceplions

* Authorization Policy (1)

Results
+
Stitus Rule Marme Conditions Profiles Security Groups Hits Actions
s @ & IdontityGroup-Namo EQUALS Usor ldontity Groups:SWit RoadOnéy = SWiA ReadOnity + -+
r @ & Namo EGQUALS Usor ida = SWA Admin + = 4
o] Dofault = Darmyhccoss + -+

QRsati] savo



SWA Zix|12fo|M

1E-H|. SWA GUI0I M System Administration(A|AEl #E2)2 2 0|55t Users(AHEXHE S2Igt

L|cth.

Secure We

Cisco Secure Web Appliance

S100v

b Reparting Web Security Manager Security Services Metwark System Administration

Users

All

O

Accounts | User Name Full Name User Type Account Status Passphrase Expires Delete

|:| admin Administrator Administrator Active n/a

| Enforce Passphrase Changes |

Lecal User Account & Passphrase Settings
Account Lock: | Mot configured.
Passphrase Reset: | Not configured.

Passphrase Rules: | Require at least 8 characters.
Additional rules configured...

Edit Settings...

External Authentication

External Authentication is disabled.

ook

|

Second Factor Authentication Settings

Two Factor Authentication is disabled.

SWAOA 2|2 215 &5t

ol

3CEHA|. RADIUS Server Hostname(RADIUS M SAE O|§) 2E=0| ISEQ| IP &4 E= FQDN2
21235t 1 2EHA| ISE Configuration(ISE Z1IZ| 28| 0[M)0|M £ HE S 37 FEE LIt

4TH7A|. Map externally authenticated users to multiple local roles in Group Mapping(Z1& O & 0| A
RIF CIFE AEXE ot 2 HEof 0iE)S MEfgfLcH

4.1 RADIUS CLASS Attribute Z =0 AdministratorE €245} 1 Role AdministratorE AE4§}

L|ch.

4.2EHA|. RADIUS CLASS Attribute Z =0{ ReadUserE 2/2435l 11 Role Read-Only OperatorE ME4

g LICH



Fa Cisco Secure Web App"ance Secure Web Appliance is getting
S100V

. ] Reporting Web Security Manager Security Services Network System Administration

Edit External Authentication

External Authentication Settings

Enable External Authentication

Authentication Mode: [ Password based Authentication v |

Authentication Type: | (RADIUS v |

Protocol | UDP v |

RADIUS Server Information: ' | paniys Server Hostname | Port Shared Secret Timeout | Authentication Certificate Add Row
value protocol
(in
seconds)
|10.106.38.150 |1812 senne |s [PaP ~] |selectany v | &
External Authentication Cache Timeout: (?) |0 seconds
Group Mapping: | (&) Map externally authenticated users to multiple local roles. (recommended)

RADIUS CLASS Attribute Role (7) | Add Row

] administrator | Administrator w i

IReadUser [ Read-Only Operator v | |}

RADIUS CLASS attributes are case-sensitive,

() Map all externally authenticated users to the Administrator role.

RADIUS Aol CHEF 9| oI5 ZHum|ago|M

5CHAl: SWAOA ALERHE 744521 Add User(AF8 A F7HE S2IFLICH AR 0|2 ™
5t #ste Aol LR 48X K82 MEELICH PassphraseE /215t 1 Retype
Passphrase(0{Z20|Q1A 7} Q|F RADIUS AH0| ¢1Z2E &= Qs B GUI A A0 ER)E U=
él-|_||_—_|.

= .



1 0{E2t0|HATL 2/F M| 12 = 8= B Secure Web Applianced 22| El
2 MEXE ASKE QBEste{m AlZFLICH

Users

‘hen
All
L

Accounts User Name Full Name User Type™* Account Status Passphrase Expires Delete
O adminuser Admin User Administr Active nfa i
| rouser RO User Read-Only Operator Active nf/a ﬁ

6T Al: Submit and Commit Changes(#Z4 AFE A& 2! 7{3)H)& =28t

TEE AR AHE SHOZE SWA GUIO| HMASHTD ISEQ| 2tolE 2 E & QIEFLICH ISE A



ctol2 23 & #1524 Operations(2Y) > Live Logs(ZH0|E2 £21)Z O|S&rL|Ct.

il i ces Engine

cisco

- Steps
Overview
11001 Received RADIUS Access-Reguest
Event 5200 Authentication succeeded .
11017 RADIWE created a new session
Username adminuser 11T Generated a new session ID
15049  Evalating Policy G
Endpoint Id 0 Evaluating Policy Group
15008  Evalualing Service Selection Policy
Endpoint Profile 15048 Queried PIP - Radius. NAS-IP-Address
Authentication Policy SWA Access »> Default 15041  Evalating identiy Policy
22072 Selected identity source sequence - All_User_ID_Stores
Authorization Policy SWA Access == SWA Admin
15013  Selected identity Source - internal Users
Authorization Result SWA Admin 24210 Looking up User in Internal Users IDStore - adminuser
24212 Found User in Internal Users IDStore
2203 Authentication Passed
15036 Evaluating Authorization Pobey
Authentication Details
15016  Selected Authorization Profie - SWA Admin
22081  Max sessions pelicy passed
Source Timestamp 2024-01-28 17:28:31.573 e i SESSINS pRicy pas
22080 Mew accounting session creéated in Session cache
Received Timestamp 2024-01-28 17:28:31.573 1002 Returned RADIUS Access-Accept

AsyncOS 14.0 for Cisco Secure Web Appliance AF® A48

« ISE3.0 ZtE2| AHM
« Secure Web Appliance2 ISE 3 &M O|EEIA

« Cisco 7| X[H S CIREC



https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa_14-0/User-Guide/b_WSA_UserGuide_14_0.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa_14-0/User-Guide/b_WSA_UserGuide_14_0.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_overview.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_overview.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/ise-matrix/ise-compatability-matrix-for-swa.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/ise-matrix/ise-compatability-matrix-for-swa.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/ise-matrix/ise-compatability-matrix-for-swa.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/ise-matrix/ise-compatability-matrix-for-swa.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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