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JHWE 2351 show network BE2 7|&E IP TAE BHHFELICEH

<tfroot>

>

configure network ipv4 manual 192.0.2.100 255.255.255.0 192.0. 2. 254

Setting IPv4 network configuration...
>
>

show net wor k

[ System Information ]

Hostname : firewall
Domains :
DNS Servers : 192.0.2.253
DNS from router : disabled
Management port : 8305
IPv4 Default route

Gateway : 192.0.2.254

[ ethO ]

Admin State : Enabled
Admin Speed : 10gbps

Operation Speed : 10gbps



DupTlex : Full-duplex

Link : Up

Channels : Management & Events

Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 00:50:56:8D:9C:1F
---------------------- [ IPVA J-mmmmmm oo
Configuration : Manual

Addr ess :192.0.2.10

<- old IP address

Netmask : 255.255.255.0

Gateway : 192.0.2.254
—————————————————————— [ IPv6 J----——-==—=—— ===~
Configuration : Disabled

[ Proxy Information ]

State : Disabled
Authentication : Disabled
s
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1. configure network ipv4 manual <address> <netmask> <gateway> 23 &240{ "Network
settings changed"2t= HIA|X|7} @i&LICEH

<tfroot>



configure network ipv4 manual 192.0.2.100 255.255.255.0 192.0. 2. 254

Setting IPv4 network configuration...

2. "Network settings changed(HIE|3 A BHEE)" HIAIX[7} giotd 20| 22 E|X| LUAS S
LIEHLICE.

AL

ol £3:

configure network ipv4 manual 192.0.2.100 255.255.255.0 192.0. 2. 254

Setting IPv4 network configuration...
Network settings changed.

3. 2 & Hele »E5| ntetshx| o 1 /ngfw/var/log/imessages IOl 224 237} Q& LICH

Jul 9 08:22:28 FIREWALL sudo: admin : TTY=ttySO ; PWD=/ ; USER=root ; COMMAND=/usr/local/sf/bin/sfc
Jul 9 08:22:30 FIREWALL SF-IMS[58786]: [58786] sfifd:sfifd [INFO] Stopping '/ngfw/usr/local/sf/bin/sfi
Jul 9 08:22:30 FIREWALL SF-IMS[10865]: [10865] sfifd:monitor [WARN] sfifd is not running. starting it.
Jul 9 08:22:30 FIREWALL SF-IMS[10870]: [10870] sfifd:sfifd [INFO] Starting '/ngfw/usr/local/sf/bin/sfi
Jul 9 08:22:30 FIREWALL SF-IMS[10871]: [10871] sfifd:config [INFO] Found interface index 9 for managem
Jul 9 08:22:30 FIREWALL SF-IMS[10871]: [10871] sfifd:config [INFO] Added interface 'managementO'.

Jul 9 08:22:30 FIREWALL SF-IMS[10871]: [10871] sfifd:config [INFO] Reading config for interface 'manag
Jul 9 08:22:31 FIREWALL SF-IMS[10724]: Net:Speed [INFO] Interface ethO is ready :1000

Jul 9 08:22:31 FIREWALL SF-IMS[10724]: Net:Speed [INFO] Interface ethl is ready :10000

Jul 9 08:22:31 FIREWALL SF-IMS[10724]: Net:Speed [INFO] Interface managementO is ready :10000

Jul 9 08:22:35 FIREWALL sensord: Chip: coretemp-isa-0000

Jul 9 08:22:35 FIREWALL sensord: Adapter: ISA adapter

Jul 9 08:22:35 FIREWALL sensord: Package id 0: 58.0 C

Jul 9 08:22:35 FIREWALL sensord: Core 0: 58.0 C

Jul 9 08:22:35 FIREWALL sensord: Core 1: 58.0 C

Jul 9 08:22:35 FIREWALL sensord: Core 2: 58.0 C

Jul 9 08:22:35 FIREWALL sensord: Core 3: 58.0 C

—

Ingfw/var/log/ 2| process_stderr.log &5 = process_stdout.log®t ZH2 CHE ol #8d 2371 =
o UX| f&LIC



4. 237} 2E510{ CHS BHAE strace REZIEIE ASIT AAEH 5
CLISH & configure network ipv4 manual2 expert 2E0M &2 Al
IEEQL|CE.

<ffroot>

>

expert

firewall:~$

sudo su

firewall#

cd /etc/clish

firewall:/etc/clish#

grep "configure network ipv4" /etc/clish/* -A 10

/etc/clish/configure.xml- <COMMAND access="T1dapgroup"
/etc/clish/configure.xml- escape_chars="; | $&1t;&gt;&amp; Q#\'*!"
/etc/clish/configure.xml- help="Configure IPv4 manually"

/etc/clish/configure.xml:

nanme="confi gure network ipv4 nmanual ">

/etc/clish/configure.xml-

sudo /usr/local/sf/bin/sfcli.pl configure_ipvd network man ${i paddr} ${netnmask} ${gw} ${interface}

complete strace BHE2 CtS1t Z&L|CH.



<ffroot>

firewall #

strace -t -y -f -s 1024 -o /ngfw var/comon/strace. out /usr/local/sf/bin/sfcli.pl configure_ipv4 networ}

f- 9l ZEAA £ FME 20| M2 HHS BEH ASH AL 1 0L0ISE AL £
&{3iC

-5 1024 - QUM E EXtG Q-2 2[Cf 2 7|E 1024HI0|EZ =
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- -0 Ingfw/var/common/strace.out - 2& £ £ E&F 27 CHal X|1™E ool 7|F&Lct

5.0 ZZMA0M 2 ZEE ZASt At & FE 0 £= 19| I 2 M|A/usr/sbin/iptables-
restore?t & 2| PID 77930| 2F I £ 22 SR TR &LICH

<#froot>

7793 08:02:09

execve("/usr/shin/iptables-restore”, ["/usr/sbin/iptables-restore", "-cv"], 0x56139209fb60 /* 11 vars */

7793 08:02:09 close(b</etc/passwd>) =0

7793 08:02: 09 wite(2



, "Bad argunment “vi'\n", 18

<-- Bad argunent

7011 08:02:09 <... pselect6 resumed>) 1 (in [12], Teft {tv_sec=4, tv_nsec=964587331})

7793 08:02:09 <... write resumed>) = 18

7011 08:02:09 read(12<pipe:[230296101]>, <unfinished ...>

7793 08:02:09 write(2<pipe:[230296101]>, "Error occurred at line: 51\n", 27 <unfinished ...>

7011 08:02:09 <... read resumed>"Bad argument “vi'\n", 8192) =

7793 08:02:09 <... write resumed>) = 27

7011 08:02:09 pselect6(16, [10<pipe:[230296100]> 12<pipe:[230296101]>], NULL, NULL, {tv_sec=5, tv_nsec
7793 08:02:09 write(2<pipe:[230296101]>, "Try “iptables-restore -h' or 'iptables-restore --help' for m
7011 08:02:09 <... pselect6 resumed>) 1 (in [12], Teft {tv_sec=4, tv_nsec=999997162})

7793 08:02:09 <... write resumed>) = 77

7011 08:02:09 read(12<pipe:[230296101]>, <unfinished ...>

7793 08:02:09 1seek(0O<pipe:[230296367]>, -429, SEEK_CUR <unfinished ...>

7011 08:02:09 <... read resumed>"Error occurred at Tine: 51\nTry “iptables-restore -h' or 'iptables-re
7793 08:02:09 <... 1seek resumed>) = -1 ESPIPE (I1legal seek)

7011 08:02:09 pselect6(16, [10<pipe:[230296100]> 12<pipe:[230296101]>], NULL, NULL, {tv_sec=5, tv_nsec
7793 08:02:09 exit_group(2) =7

7793 08:02:09 +++ exited with 2 +++

6. O] L2 M|A = /ngfw/etc/sysconfig/iptables It 04| A Linux iptables 722 7& 2445t CHA|
MEELICE ol A2 mol & & gis OIRE RESHK| AHLE X|HE|X| 2t = ol Zefk|o{ /U&
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<#root>

device#

cat /ngfw etc/sysconfig/iptables

-A OUTPUT -o To -p tcp --dport 5000:9000 -m owner ! --uid-owner root -j DROP

-A OUTPUT -o lo -j ACCEPT
-A DUMP -3j DROP

vi [etc/sysconfig/iptables <------------- BAD LI NE



#start MANAGEMENT PORT STATEFUL BLOCK
-A STATEFUL -i management0 -m state --state NEW -j DROP
#stop MANAGEMENT PORT STATEFUL BLOCK

-A STATEFUL -j DUMP

COMMIT

(S R T ANOTHER BAD LI NE + FEW NEW LI NES.

# Completed on Tue Sep 15 15:06:41 2015

EE 8t Ingfwivar/log/initialize.log T E T o| 2 El Q42 QI8 iptables AHA|ZF AT E 7I2|7|
E SH Ol iofEl A O|A|__|E|.

<#froot>

device#

cat /ngfw var/log/initialize.log

Re-Initialize MGMT Configuration if missing or updated... at .../SF/Sensor.pm line 5390.

Caught Exception!
System (/ngfw/usr/local/sf/bin/service_control.sh iptables restart) Failed -- (Bad argument “vi'

Error occurred at line: 51
Try “1iptables-restore -h' or 'iptables-restore --help' for more information.)

1. Wt 2&0] HMHASHT expert 2EZ HEHEFLICEH

<#root>

>

expert



firewall:~$

sudo su

2. 7| iptables TS A4S LIC}H

<tfroot>

firewall#

cp / ngfw etc/sysconfig/iptables /ngfw var/comon/

3. KIMEIX| 7Lt HRE #S 2T MAZLICH H=20f, AZERYo] HE L T 0]4of
2} iptable2l LR O] CHE 4 U&LICH 7|2 A2 SUE stERl0f U AZEY 0] HTS ALS
stod B MBOIM RS 4 lBLict

4. iptablesE CHA| A|ZFEFLICEH

<tfroot>

firewall #

Ingfwetc/rc.d/init.d/iptables restart

Flushing all current IPv4 rules and user defined chains: ...success
Clearing all current IPv4 rules and user defined chains: ...success
Applying iptables firewall rules:

Flushing chain “PREROUTING'

Flushing chain “INPUT'

Flushing chain “OUTPUT'

Flushing chain “POSTROUTING'

Flushing chain “PREROUTING'

Flushing chain “OUTPUT'

Flushing chain “PREROUTING'

Flushing chain “INPUT'

Flushing chain “FORWARD'

Flushing chain “OUTPUT'

Flushing chain “POSTROUTING'

Flushing chain “INPUT'

Flushing chain “FORWARD'

Flushing chain “OUTPUT'

Appl ying rul es successed <-------- Expected |ine
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« Cisco H{1 ID CSCwv52279.



https://tools.cisco.com/bugsearch/bug/CSCwv52279
https://tools.cisco.com/bugsearch/bug/CSCwv52279
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