Hotutsled FTD M2 2| E8 ARIoZE Epf=

EIGRP(Enhanced Interior Gateway Routing Protocol)& A& dt= Secure Firewall 2110 FTDOI| M
Zheisol EpfE &4l 9 29T SEHo| YAELICH 0|2 QI8 SRIE0| X{5HEIT QIE{L @4Z0|
BULICH H=2E ES AT S S4H(ES 27|80 X 9472)2 2, Cl|0|E| B2 TZ! AHA| 3
HEZ Z |0l Q50| gtAIBHL|C} 8t xH'='E|O| EQ|HEIX| tea 2 o] EXoi CHEF T EHA| &
£ 30{ ntdo| YEE|X| ek &LICE.

HZE2l =50| nZ XM FTD fXolM Eci= 2§ SKIFLICH

<tfroot>

firepower#

show bl ocks

SIZE MAX LOw CNT FAILED

0 2700 2650 2700 0
4 200 199 200 0
80 24000 0 0 2200668

256 6072 3011 3178 0
1550 7386 4013 4719 0
2048 600 572 600 0
2560 900 889 900 0
4096 100 100 100 0
8192 100 97 100 0

9472 10000 0 2668 1
16384 100 100 100 0

65664 16 16 16 0



FTD2| ASP 4t A||0i M "Dispatch queue tail drops (dispatch-queue-limit)" AF&|ofl CHEH 77}

&Lt

<ffroot>

firepower#

show asp drop

Frame drop:
First TCP packet not SYN (tcp-not-syn)
Packet is blacklisted by snort (snort-blacklist)
Fragment reassembly failed (fragment-reassembly-failed)

Di spatch queue tail drops (dispatch-queue-limt)

|

B 1HE XH

<#froot>

firepower#

show fragnent

Interface: outside

12357166
1159498
53865

1582611

Configuration: Size: 200, Chain: 24, Timeout: 5, Reassembly: virtual

Run-time stats: Queue: 0, Full assembly: 1916508

Dr ops:

Size overflow: O,

Ti meout : 6217,

Chain overflow: 0, Fragment queue threshold exceeded: 47611,

Small fragments: 0, Invalid IP Ten: 0,

Reassembly overlap: 0, Fraghead alloc failed: 0,

SGT mismatch: 0, Block alloc failed: O,

Invalid IPV6 header: 0, Passenger flow assembly failed: 0O

Cluster reinsert collision: 0O
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Ct. £32 MEts5t7| I A~&st7| Toi terminal pager 20 BHES A& st
<#root>
firepower#
show bl ocks assi gned
Class size 2, size 80
Block allocd_by freed_by data size alloccnt dup_cnt oper loc
0xa800000100058c80 0x000000aaad8556ac 0x000000aaad2cefbs8 183 17310 0
al l oc cvnx_api _pdts_send_t o_host
0xa800000100059400 0x000000aaad8556ac 0x000000aaad2cefb8 183 3748 0
al l oc cvnx_api _pdts_send_t o_host
0xa800000100059b80 0x000000aaad8556ac 0x000000aaad2cefbs8 182 74639
al l oc cvnx_api _pdts_send_t o_host
0xa80000010005a300 0x000000aaad8556ac 0x000000aaad7cf0e8 183 23610
pdts_send_t o_host
0x000000aaad2cefb8 183 40731

al |l oc cvmx_api
0xa80000010005aa80 0x000000aaad8556ac

pdts_send_t o_host
20| FTD QIE{H0|A
I' | 7('IO'" E{0|d H 0|X 20 AIoH)

al |l oc cvmx_api
FTDS| ¢4 AESIH &l AZ| THF
g 4 aLich (B2 Mty s Mas
<#root>
firepower#
10.X.X.73/

show conn det ai
10.X.X.49/55970 inside

TCP outside

445

o| SMB(TCP/445) EZ{Zlelg

—



flags UIO N1, idle 1ml3s, uptime 1h52m, timeout 1hOm, bytes 163283, xlate id Oxffe0384b00, flow id

Initiator: 10.X.X.49, Responder: 10.X.X.73

Connection lookup keyid: 3616633230
TCP outside: 10.X.X.72/57775 inside: 10.X.X.214/

445
flags UIO N1, idle 5s, uptime 2h6m, timeout 1hOm, bytes 182005, xlate id Oxffe0384b00, flow id 2202

Initiator: 10.X.X.72, Responder: 10.X.X.214

Connection lookup keyid: 3661674758
TCP outside: 10.X.X.131/54313 dinside: 10.X.X.71/

445
flags UIO N1, idle 29s, uptime 9m35s, timeout 1hOm, bytes 26205, xlate id Oxffe0384b00, flow id 224

Initiator: 10.X.X.131, Responder: 10.X.X.71
Connection lookup keyid: 1202806582

+ Cisco Secure Firewall FPR2110-NGFW-K9 FTD(Firewall Threat Defense) HH™ 7.4.3(*

|

)
- &30l M HAF 521 SMB(TCP/445) ECH=E|
ol 2
z7b{el 52
. E35|SMB ECfElo| &3leio 2 S0{7t= FTD QIE{H 0|A 0| A SMB
e YMg gt

access-1ist CSM_FW_ACL_ Tine 4 remark rule-id 268459032: PREFILTER POLICY: FTD Prefilter Policy

access-1list CSM_FW_ACL_ Tine 5 remark rule-id 268459032: RULE: SMB-FastPath
access-1list CSM_FW_ACL_ Tine 6 advanced trust tcp ifc outside any any eq 445 rule-id 268459032 eve



2. 7|& SMB ¥ZE X|?1 AEH 72EE MY LICH

clear conn port 445 all
clear blocks

show blocks

AT £

1. Cisco Secure Firewall Threat Defense {71 7.0.9, 7.2.11,7.4.4 EE£ 7.6.02 2 ¢1|0|=&t
LIC}.

2. 1H YBAR YaBolSH F HEBE| B8 ASES DLIEYs0! OHEHE Bolstn £}
HZ 2| 22 ATI0| waysr| o= X| EHolgtLict,

3. U HHo 2 Yol ®ols 7|2 B8 0| HEEIUN2E 2 Hot= B2 SMB ECfES
AT EE{of M bt A| M E

show blocks | redirect disk0:/show.blocks.txt

show blocks pool 80 dump | redirect diskO:/show.bTock.pool.80.dump.txt

show blocks queue history detail | redirect diskO:/show.blocks.Q.history.detail.txt

show blocks queue history core-Tlocal | redirect disk0:/show.blocks.Q.hist.core-local.txt
show blocks old core-local | redirect diskO:/show.blocks.old.core-Tocal.txt

show blocks exhaustion snapshot | redirect diskO:/show.blocks.exhaustion.shapshot.txt
show blocks exhaustion history | redirect disk0:/show.bTocks.exhaustion.history.txt

show blocks assigned | redirect diskO:/show.blocks.assigned.txt
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