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SAML(Security Assertion Markup Language)
Microsoft Azure
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Cisco FTD(Secure Firewall Threat Defense)
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Enterprise Applications
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N l’l
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o | oMz ey
— 172.19.20.1/24 -I’l FTD
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DNS Server |
172.19.20.100/24 inside

192.168.20.1/24

Endpoint
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1Et7H|: CSDAC(Cisco Dynamic Attributes Connector) & 43}

1) Integrations(S &) > Dynamic Attributes Connector(S%{ 4 F{4E{)E MEsL|CH

alial.  Cloud-delivered Firewall Management Center
CISCO  [evices | Secure Firewall Routing

= Integrations = X

Maonitor
Dynamic Atiributes Connector
@ Insights & Reports > 1
Security Analytics & Lagging
2 Events & Logs >
Splunk
@ Insights & Reports >
Cloud Services
Manage
Identity
(1) Policies >
Identity Sources
®*s  Objects
Realms
FE Devices >
«¥ Secure Connections Users
# Integrations Active Sessions
LIsars

Integrations Dynamic Attributes Connector(S & 5% §4 74E)E MEHELICE

2) Disabled At o /= ZHEE S 22/601 CSDACE & &35t
alals.  Cloud-delivered Firewall Management Center o

CIHE0  inregrations [ Dymamic Attributes Connector C'/
= Dynamic Attributes Connector Disabled

Monhor n The Dynamic Attributes Conneclor 5 curmently disabled. You must enable it to view or adit the configuration,

Cisco Dynamic Attributes 7{<llE] & 445}

c) CSDAC &3t/ 2t 2| Done(2t2)2 E=IEfLICH



Dynamic Attributes Connector

Cisco Dynamic Attributes 7{<|E{ &El| &3}

Dynamic Attributes Connector enabled successfully

Preparing Docker
Done

Varifying images

Do

Dovwnioadin g connec 1ar IMEges.

Done

Downdoading Core imagas

Done

Using local images
Shippad

Bringing up Core services.

Dong

Bringing up APl sarvice
Dhana
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AR Sarver
Acress Lisi
Adaredi Pooll
Appiicanion Fiers
AS Path

BFD Tamplans
Ciphar Suine L
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DHCE 1P Pool
DEminguished Nama
DS Server Group
Evil Excoptan List

Exnérnal Annibinis

. |J.udmmm -—- l Filter
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amy-ipyd ] Hiost
IPyd- Benchmark-Tests 21800015 Matwors
1Pyl= Limic-Local WG, 254 00016 Htwork
1Pyl Muitic ast 40000 MWk
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Edit Network Object ®

Name

| active_auth_fgdn —

Description \

.

Network

(O Host (O Range (O Network (® FQDN

[ ftd-inside.example.com ] \

® Note:
You can use FQDN network objects in access, prefilter and translated destination in NAT rules only.

Lookup:

[ Resolve within IPv4 and IPv6 ]

C] Allow Overrides

Cancel Save

FQDN HET A H 74

3CHA:DNSAHZE 74

1) 047]0i| E AIE! ofof HE Windows Server 20258 AFEELICH Zoi 2l §H 0| &2l MH
off CHEH MBEME EZSHAAIL.

v v ) gy ww S D LSy | e L | e =
£ DNs Name Type Data
e a D_c E](same as parent folder) Start of Authority (SOA) [1], dc., hostmaster.
M Fc_:mard e ﬂ(same as parent folder) Name Server (NS) dc.
(&1 eample.com] Elftd-inside Host (A) 192.168.20.1

> | Reverse Lookup Zones
> (| Trust Points
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2EHA: S 7| el=z e HAm|z28o|M

LHE CA(Certificate Authority)E &4 915 711|184 0|M 2] PKI(Public Key Infrastructure) 2 A
st £~ Ql&LICH Cisco FMC 2 FTDE Z 38t SSL 72 7| L Decrypt-Resign 2fde &5t 7| 2
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1) Objects(7HA{l) > PKI > Internal CAs(LiF CA)E ME I LICE. Import CA(CA 7tX27()E 22l
LICH

S

1 LIE CAE FMCOIM 2H dde + &Lt

Import Internal Certificate Authority ®

Mame:

[ Internal-Lab-Network-CA ]

Caertificate Data or, choose a file;

""" BEGIM CERTIFIGATE-----

----- END PRIVATE KEY-----

Key or, choose a file:

[ el BEGIN CERTIFICATE-----

----- END PRIVATE KEY-----

Encrypted, and the password is; | ssssssss ]
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1) Devices > CertificatesE ME{ELIC}.

ahal.  Cloud-delivered Firewall Management Center
CISCO  Dbjects

= Devices = X

Maonitor
Device Management
¥  Insights & Reports >
Template Managemeant
2 Events & Logs >

Platfarm Settings

4¥ Insights & Reports 3
Certificates

Manage

[z] Policies 3 + Show more

& =
4" Objects

fam Devices ff—————0r

ClHiOlA S RIBME 0|

2) Add Certificates(215AM F7HE =2/&FL|Ct.



Firtpr

All Centificares

Hama Darmaln Enrcliment Typa ledentity Cartiflcate Explry CA Cartiflcate Explry Status
Add Certificates
M CIHFO|A RUB M FT}
3) Active Authentication(& 4 215)2 A= EECI2 SF0iM C|HIO|AE E2I8 CtS + 010
Z2 22!5t04 M Certificate Enroliment(2/15 M S8)& gig.%;l,n:}
. 3
Add New Certificate "
Add a new cerificate 1o the device L.ISiI'Ig cart anrallment CI'hjE‘I:'I. wihich is used
[La] QEHEIHEE CA and idEiHil‘_r' certificate,
Davice®:
| 10 <)
Cenrtificate Enrollment®: /
[ o)+
Cancel m
FTDZ MEHS} T Add New Certificate EnrolimentZ =7} ghL|C}.
EfY¥)EEC=R S

4) Certificate Enrollment(2/5 M §5)2| 0|2 X5t Enrollment Type(S
£0i A PKCS12 Tt S MEHEFLICE



Add Certificate Enrollment @

Name*

FTD-5P-Cert

Description

CA Information Certificate Parameters Key Revocation
Enrollment Type: [ SCEP . ]
Enrollment URL:* EST
Challenge Passwaord: SCEP

ACME
Confirm Password:

Manual /
Retry Period: PKCS12 File

T -
Retry Count: {Range 0-100)
Fingeprint [ Ex: e67d542 e355586¢ a758e7... ]
Walidatinn llcanar [ ] IDems Flant M Sl Flinnte 1 el Sarme
Cancel Save
4
BN 55 4N Y 8y

5) Browse PKCS12 File(PKCS12 I+l Aot 7|)2 22/5t04 PKCS#12 YU S 7+
I.

s & UHELICE XY S F=FLICH
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Add Certificate Enrollment

Mame*
[ FTD-5P-Cert
Description
CA Information Certificate Parameters Key Revacation
[ PKCS12 File w ]
[ Browse PKCS12 File

Enrollment Type:
["m"m i————']

u IPsec Client a S5L Client D S5L Server

PHCS512 File*:

Passphrase®:

Validation Usage:
[:] Skip Check for CA flag in basic constraints of the CA Certificate

Allow Overrides
»  Owverride (0)
Cancel
A A
PKCS12 Tt &otE 7| L 7kx{27|
6) 5= M M=} HeEx| Zelstn Add(F7hE 22E LI
@

to generate CA and identify certificate.

Device*:
v ] +

[ FTD

Cenificate Enraliment®:

[ FTD-5P-Cert
Centificate Enrallment Details:
FTD-SP-Cert

Mame:
Enroliment Type: PKCS512 file
Enroliment URL: A
= A2 HE &l

e
0l
x
on

Add New Certificate
Add a new certificate 1o the device uﬁing cert enralliment tlh'pEl:'t which is used

Cancel
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1) Enterprise Applications

Microsoft Azure Ol enterprisd

All (99+) Services (7) Microsaft Entra ID (3) Filters +4
Azure services

Services (7) See mare

+ o =

Ea:, Enterprise applications +

ANE{ZEO|= OHEEIF O A I AAA

2) + New Application2 £ 2|gfLIC}.

Microsoft Azure

Home : Enterprise applications

H Enterprise applications | All applications

4 + Mew application () Refresh

B Owefuiw /

View, filter, and search applications in your arganization that are

= Download (Export)

w  Manage
The list of applications that are maintained by your arganizatson

i Al applications
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3) Microsoft Entra SAML Toolkit® ZAMst1 SA4T J2I2

Microsoft Azure 1 Search resources, 1

Home . Enferprise applications | AN apphcations

Browse Microsoft Entra App Gallery

= Croute your awn application T Pubiki® 15 the app galery B Get lendipek?

The Micredalt Emrs App Galery i & catadag of thousandi of apgr thas make it @ity to deploy and configure single sign-on (550
securely to thes apps. Browse O creabe your own apphcation here. If you ae wanting to publsh an spplication you have develo)

= gaml g Single Sigrv-an ; All User Acgoum Mansgement : All Cati

) Federsted 550 () Provisioning

o ¥ou're currently tesing a limited view of app riik scores.
Your organization doesn have the requined licerae 1o view sk soores fior all applcatioes in the galiery. Wou're oumenthy sesing a i

Showing 1 of 1 results

Microsoft Entra SAML

$ B2 | _—-—

2

Microsoft Entra SAML £Z] 7444 al MEH

4) Microsoft Entra SAML Toolkit Enterprise Application0i| O|§ 2 X|H5
(Microsoft £ Z=: Microsoft Entra SAML Toolkit S8 AHEME 10{ HAIAR.
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I T CreateZ
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https://go.microsoft.com/fwlink/?linkid=2086331
https://go.microsoft.com/fwlink/?linkid=2086331

Microsoft Entra SAML Toolkit *

B Got ferdback?

Lega (D Mauma ™
ing an spp £ | Captive-auth-5anmL
- prganizatia
Publishes (0 Prervidioning (1
grated Microsoft Corporation Austomatic provisioning is naot
supported
Single Sign-On Mode (D AL
SAML-based Sign-on FRps e micrasalcamy
‘peoft Entrg § Linked Sign-on

Read our sbip-by-itep Micradal Entra SAML Toolkit integration
tutarisl

Thiz & the sample SAML app which customers can use to tedt the
SAMIL single sign-on integration with Microsoft Entra 1D

) You're currently sesing a limited view of app risk seore.
Your ceganieation doesn’t hive the requined license 10 view ik scores for all applications in
the galiery. ¥eu're cumently seeing a krrited view. To sccess full rigk soonng upgrade 1o
Microeol Endry Soete or Merpsof Erirs INbEned ACCets

SAML EZ! ol ZZ|7{l0]|Mof 0|8 &F

5) 7H2 HO|X[oMH EH ArEA L O E 2 SAML 22! AE{Z 20X o E 2|7 oMo & EFLICE.
O| ool M ElAE 7=||xc;'(captive-portal-user): active-auth-lab 1 & 9| HH{QlL|C}.

A 1. Assign users and groups

Provide specific users and groups access
to the applications

Assign users and groups

v

OfZEEIAH oM A EA X OE EE

bl

6) Ol AE{ZE}0|= o Z2[7i0]M | efo|M2 o= B0l A& ELICH
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1) Entra IDE CtA| O|S 35t 1% B A M| A App registrations( S5)E MEHELICEH All
applications(Z2 & OHZ2|71|0|M) EE{E 2261 Enterprise Appllcatlon( AE{Z2t0|= ofZ2[7|0]
Mol XIYGE ol HAELICH XS o ZE2|7Ho|d2 E=IFLICH

§ T~ New registration % Endpaints #% Troubleshoot k Refresh = D
D Overview
B Preview features ﬂ Azure Active Directory Authentication Library (ADAL) and Azure AD Graph no longe
Library (MSAL) and Microsoft Graph. Learn maore
#% Diagnose and solve problems
=~ Manage
All applications Owned applications Deleted applications Deactiv
aa Lsers
2 Groups £ Start typing a display name or application (client) 1D to filter these r..
B- External Identities

Roles and administrators

E

& Administrative units

Delegated admin
partners

B Agents

i Enterprise applications

T Devices /
i, App registrations

B lAdambithg iCAnmrmansa

App Registrations And All Applications( S5 & ZE ofZ2[7i[0|M)Z o|SFrLCt.

2) Enterprise App Registration Of2H0i| A Essentials 2t 2 &35t 7|F&L|Ct.

S

S22 2ol 0l A FHME 8t =™ E2E o SA7F EAIZ D 7H H O X]2]
Essentials Of2Hod| gt =& &LICt

- EAOIE
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m Captive-Auth-SAML =

[ 2 search | # = (% Deactvate  [i Deleie & Endpeints

B Overview W Ger i second? Wi sl kv your fredback an Micrsolt kdentily plithonn fpesic

&a Quickstart

& Integration assistant ~ Ersentials

#. Diagnase and sohee problems Display nama ; Captive-Auth-SAML

* Manage Application (chent) 1D
B Branding & properies Object 1D :
3 Authentication [Preview] I Directany (tenant) 1D : I in

Supported socaunt types @ My organizaton anky

Faatidic sbnr @ sarrate

kK
a

ANXESE Z230 C|HEE| D 2t =&

3) Add certificate or secret 5tO|HZI I & E=IFLICH.

= Captive-Auth-SAML =

F Search e o @ Desctivate 'E' Delete Q: Endpoins
B overview W Got 2 second? We wold bove your fredback on Micrasoft kentity plashonm (peeviously Azure AD for drveioper). =
& Quickstart
& Metegration assitant . Easentialy
A Diagrase and sobe problems Didplay rume : - Bailh-SAN
o Manage Apphcaban {chenth 1D Rediret URIS
B Braccding B propenies Object I Application D URI
3 uthentication Freview} Directeey (enant) ID Managed application in |
Supporied sccount types @ My coganization only State

U Certificates & secrets

Add Certificate Or Secret & 0|T{Z!3

4) + M 22t0|HE 3 & FE{gfLCH

Captive-Auth-SAML | Certificates & secrets #

£ Search 5 @ B Got feedack?
B Ovenview
a Chglckutart

A" Inbegration aisitant

Credentialy srabls confidentisl spploatony b identily Bamisiort bo the sthenticafion wereios whan neceiving fokema ot s web sddmmalkle ks

% Clagnene and soive problems scheme). For & higher bvel of asurande, we recommend using & ceniicate fnmesd of & chent seret) it & credentisl
w Mlpnage

= tranding & properties W Appbomon regsratan cenAcees sevets and fedbated credennali o e o i The Lk bt
Z} Ausrennaaton (Frevees]

Cerificabes & secrats Cedtificates (0 Cliert soerets (07 Federated credentials (0]

] Toien confgueation

A ipcrt itring Bhat the spplcation used 10 grove it identity when requeiting a toicen, Alsa can be neferred 10 a5 application paiswond

4 AF1 peimhoeg
ﬁmnm i M:IMWIH*—.—I—'—'—_—_—_——-

B Ape reles Drpriptice xpirey Vabug
& Ownery Py chiet seretd have been creaned boe ths apphaation
L. meled and sd=irisiraton

M Z2to|UE &f

Fol
1
N

5) H|Zol g d¥E XSt Eeof et BFe & ZHELICH Add(F7HE 2
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Add a client secret %

Descriplion [ sarml-secret I

Expires Recommended: 180 days (6 months) L

essable o

wd.

ZcI0[ME 2t 3o CHE UB XS

Captive-Auth-SAML | Certificates & secrets =

£ Search C & Got feedback?
B Overview
s Quickstan

Credentials enable confidential applications to identify themsebees to the authentication service when receiving tokens at a web addressable location {using an HTTPS

scheme), For a higher level of agsurance, we recommend using a certificate (instead of a client secret) as a credential

W Integration assistant

¥ Diagnose and sobve problems

ﬂ Application registration certificates, secrets and federated credentials can be found in the tabs below.

~ Manage

= Branding & properties

Certificates (0) Client secrets (1)  Federated credentials (00
3 Authentication (Preview) ——

Cortificales & secrets A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password,

I Token configuration
11l Token configuratio - Mew client secret

<& AP| permissions

Description Expires Value &)
& Expose an AP

samil-seret /1472027
HE App rolis
&5 Owners

2eloloE ot 7t =A

3CHH. H SE £ I8 Microsoft Graph AP H8h2 FA48hL|C}.

\ .
N



) 2% 0| B M 0|0l A API Permissions(API &) & =43t CHS + Add a permission(#H &t F7t

Home . cxsecurity | App registrations . Captive-Auth-SAML

- Captive-Auth-SAML | API permissions  #

B Sparch ¢ {0 mefresh A7 Got feedback?

E O rview .
Configured permissions

& Quickstart
Apphcations sré authonzed 1o call APL when they are granted penmisdiond by userssdmi
35. rllltgra'llﬂﬁ ALSiTtant all the permissions the application needs. Leam mare aboul penmissions and consent
¥ Diagnose and sobe F“"“"::_,...—-‘P' f- Add a permission
~ Manage

API J Permissions name Type Deseription

= Branding & properties .
" B Mo permissions added

3 Authentication [Preview)

Certificates B secret
To wiew and manage condented permisssons for individual apps, a5 well a3 your tenant’s e

Il Token configuration

= APIp 2 :-u“_-‘_

AP HEH T

2) Microsoft Graph APIZ 2 2|gfL|C}.

[ N —— T
Request APl permissions

Select an AP

Microsaft APls  APls my organization uses My APls

Commonly used Microsoft APIs
5 A5 §
Microsoft Graph

l Take advantage of the tremendous amownt of data in Office 265, Enterprise Mobility «
Security, and Windows 10. Access Microsoft Entra 1D, Excel, Intune, Outlooky/Exchange,
Onelrvive, OneMote, SharePoint, Planner, and more through a single endpaint

Microsoft Graph AP| A1EH

3) RAHE ALSKFOf A HEt

o

FOo{gLICH HetE ei2 CfE et FI7HE S =gLCh



Request APl permissions

€ All AP

a Micresoft Graph
https/fgraphmicrosoftcomf Docs o

What type of pérmidions does your apphication require?

Delegated peimiian —

Your application reeds 1o sccess the AP as the
y igred-in uer,

Applicatsan permissices
Your applcation runs a5 & Background fensce of daeman witheut a
signed-in user,

Select permissions

"

F2 User Read

—
7 AgentidUser
F IdentityRigkyLUser

U (1)

. WserRead (1)
Sign in and read user profile

D Lser Read Adl (1)
Read all users’ full profiles

I:l Wser Read Basic all
Read all users’ basic profiles

SIUE ALS oA 47| TE Fod

4) 88 T Z I3 User.Read.All H&t £04(Z Q!

Admin consent required

Yes
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Request APl permissions X
L All APl
@ Micrasaft Graph
mtpssigraphmicroseficoms Docs o
What type of permissions does your application require?
Delggated permkaang
Your application reeds bo access the AP a4 the
sagried - wier
Apphcation permissions
Your application runs & & background serdce or daeman without &
sigreed -in e
Select permissions wxpared all
[= userRead.a
Permisison Admin corsent required
¥ identityRiskyUser
= User (1) /
WserRead All ()
' Read ol users' full prahiles M
8 X2 ¢|7| ZE HE £ o
5) Group.Read.All & QI2tZ ZA5t0{ MEHSIE Group Read Mt £ 04ELICH Add
permissions(Tet F7H)E ZEIgLICt
Select permissions eqpand all
& Group. Read.adl
Permissicn Adman consert requined
" Growp (1)
Group. Read Al )
n Read all groups Yae
| Discard
APl HEH X%
6) T I HEro| URIstEX| st e Hetol i 22| S2|& FodgfLct



Configured permissions

Applications are autharized o call APl when they are granted permissians by usars/adming a5 part of the consent process. The list of configured permissions should indude

all the permissions the agplication needs. Laarn mone about permissions and consent

-+~ Add a permission |~ Gramt admin consent for

AP| / Perrmidssians name Type Description

w Masraselt Graph (3)

Growg Aead All Apphcation  Read all growps
U Rad Delegated  Sign in and read user profile
User Read Al Applhication  Resd all users' full prefiles

TEroll CHEr 22| 2 F0q
7) 2ElR S2|7t FoiE|H 30| T AIELICH

Configured permissions

Admin consent requ...

Yog

Yes

Status

dk Mol granted for

b Met granted for

Applicatong ang suthoroed 19 call AFE when they are granted permissiond by urtnladmerrd a5 pan of the content process, The lan of conligured permissiond should inglude

8l the perenEsiond the Applicatsn needs. Leam mors Shout permissiont and Corkent

+ Add 3 permistion

AP| [ Permatsiont nams Type Description Admin consent requ...  Stabus

e Migreiaft Graph (%)

Group Read Al Agplication  Read all groups Yok
Wi Read Delegated  Sign in and read user profile Ma
Uiar Read A Application Read all users” full profiles Yes
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1) Event Hubs & ZAM3st1 Z2IgFLCt.

& Granted for
& Grsnted for

& Geanbed for

. ) event hub

3

All [585+) Services (39) Microsoft Entra ID (3) Filters +4

Services (39) Ses more
a T Event Hubs
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Mo event hubs namespaces to display

An Bvent Hubs namespace is a managemaent container for svent hubs which provides DNS-integrated ratwork

endpaints and a range of access contral and network ntegration management
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https://learn.microsoft.com/en-us/azure/event-hubs/
https://learn.microsoft.com/en-us/azure/event-hubs/

Home . Event Hubs
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Create Mamespace

Eviaril Hubs

Basics  Advenced  Metworking  Tags  Review = create
Project Details

Select the subscription to manage deployed resounces and costs. Use resource growps bice folders to onganize and
manage al your resources.

Subsoription * ot
Resouron group * | |
Creas new
Instance Details

Erter requined bettings for this namedpace, induding & price tier and configuning the number of units icapadity].

Namespace nams * | capthnn-auth-ad-gh « |
trvicekrt windtws nat

egion * [Eastus |

B The region sebected supports Avalability 2ones. ¥our nameipace wil have
Aallabdity Zones enabied. Legm mor

Pricing tier * | standard ~ |
Browie the available pland and their fegture

Thegughpet Units * O | 1

Enable Auta-inflate (7 a

= o o

>

A Create( )& Z=/8LICH

0



Home . Event Hubs

= Create Namespace

Evrt Hultes

& vabdation suceeeded

Basics  Advanced  Metworking Tags  Rewiew + create

Evernt Hubd Mameipace

By Micratalt

Basics

MEmERDacH Name

CapLie -auth-ad et

Sukgcription

Besource group

Fegion East S
Pricing tier Standard
Theouwghput Uty 1
Availabelity Zored (Zone Redumsdsncy) Emabded
suo-inflate Maximem Throughput Units  Disabled
Metworking

Conneciivity method Pubdic access
Metwork Protocol Prefereroe 1Pwd oy
Security

Minimum TLS version 1.2

Local Authegnlaaton Erabded

Home
« captive-auth-ad-eh | Overview
¥ Deploymen
|.-: Search I [i] Delete " Redeploy 4 Download ) Rofresh

wu Ovenniew

@ Your deployment is complete

¥

F inputs

H Deployrrent name - caplre-auth-ad-eh
= Outputs Subscriplion
Y Template Resousice group

> Deployment details

' Mext steps
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1) 21% &M 0|70l M Settings(Ad) > Shared access policies(SF UM A HEHE MENEHL|CH

= Overview

B Activity log

S5 Access control (JAM)

¥ Tags

#. Diagnose and solve problems

£ Data Explorer

1« Resource visualizer

Events

* Settings
I Shared access policies I
7 AML BHMo=R 0|S

2) + Add(F7HE Z=I5tT M MA o|§S =3¢t CtS Manage(22|) &eletE MENELICH Add
SAS Policy(SAS XA &7} M|+ o'l 5tEol|M Create(2 M) 2 2/8fLCt.

Home | cacthe-sthad-ah Add 5A5 Palicy
captive-auth-ad-eh | Shared access policies  « -

' AF
i

=1 a2
i st . o
L
MBS ML T 27}
Create
TR HMA HH A

6t A: EH LA D 0| A0 A SAS(Shared Access Signature) HE +Z 2 HZ
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LICE.

=) Regenerate primary key ‘=) Regenerate secondary key | [i] Delete
Event Hubs access control with Shared Access Signatures Learmn mone

Claims

u Manage

Primary key

Secondary key

Primary connection string

Secondary connection string

TAL Aalica AT 1M

ER: 7|8 HE EXEE SAtstod 7|SELICH
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|,C‘ Search S <+ EventHub () Refresh &7

E Overview

B Activity | | & Search to filter items by name...
Ty log

R Access control (LAM) Name

@ Tags Mo Event Hubs yet,

#. Diagnose and solve problems

?,. Data Explorer

« Resource visualizer
Events

»  Setlings

~  Entities

Event Hubs

El

T Schema Registry

ot

M O|HIE &8 QIARIA Bl

[>

fifn
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2) M EH 2IAE A0 O|E 2 &Y T CI= Review + createE 2

Home . Event Hubs . captive-auth-ad-eh | Event Hubs

Create Event Hub

Ewant Hubs

Basics  Capture  Review = create

Event Hub Details

Enter required settings for this event hub, incleding partition count and message retention.

gLt

Mame * (0 I! captive-auth-ad-eh-1 I

Partition count ) C

Retention

Configune retention settings far this Event Hub, Leam more

Cleanup policy (T Delege

Retention time (hrs) * 0 1

iafi. 1 howr, max 168 houds (Tdays)

< [Phiviois || MNixt Capiure >




3) A5 0| 4B 3t™ Create(dM)E 2

Create Event Hub

'ﬂ Walalpbemen Qs pbiiod

Basies  Caplure  Review + create

LA

by Mlscrosodt

Bagics
captive-auth-ad-ch-1
1

Retenison

Cheanurp pobcy Dl

REtEAtion Time (hi 1

Capliare

E2: O|HE 5|8 QIARIA O|FE FAtstod 7|5

215104 Event Hub 2!

st &LICH.

A ANHIRFOE

|:||-l=7|



= captive-auth-ad-eh | Event Hubs

Event Hubs Mamespace

i Search : + Event Hub l:_. Refresh ."-';Pr Grve feedback
= Ovendiew
| [ Search o filter items by name
B Activity log
Ao Access contrad (LAM) Name Status
@ Tag: captive-auth-ad-eh-1 Active

# Diagnose and sobwe problems
. Data Explorer
"

o RESOUNDE ViSLAlizer

¢ Ewents

v

Settings
Entites
= Event Hubs

o Schema Registry

HMA OHIE SHE QAR A 7AI| 2 0|M

2) EH QIAEA 0| M Entities(2NE{E|) > Consumer groups(AH|XF 2 &)E MEISH D A Consumer
group(2H|XH O &)E BHELICEH

£

|;_1 Search | -+ Consumergroup ()

T Dwerview

| &2 Search to filter items by 1

pn Access control (IAM)

#. Diagnose and solve problems Mame
£ Data Explorer SDefault

& Explore in Microsoft Fabric

. Resource visualizer

v Settings
Shared access policies
&= Cenfiguration
i Properties
L Locks
~  Entities
= Consumer groups

# Features

AHIROE MY

3) £H|Xt 2 E 9| O|&§E XI™H5t1 Create(X4)E& S2ELICH



Create consumer group X

Consumer groups

Mame *

captive-auth-ad-eh-cg

Create

AH|X}F 2E0 O]

[
e
of

S

E2: Event Hub QIAEIA Consumer & O|E &S SAI5t0{ 7|S&LICt.

OErA|: =&l& gt &2
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E XA,
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« 7EHA|, 3EHA| 5H

« EH QIAEIA(O|HIE 5{E) 0|
« 8EHA|, 3EHAH| 5H

« EH AH|X} 28 0|2

10EHA|: O|HIE &{E 0] CHEF Entra ID A 21 AEZ|Y 74

1) Entra ID E|HE 22 CHA| O|SELICH

I (], entra id| ¥ -

All [29+) Services (48) Microsoft Entra ID (28) Filters +4

Services [48) Sea more

S Microsoft Entra ID

Entra ID Tenant Configuration(ID EI'IdE 1| 0|M)2 AMSI T BHAEHL|CH,

AL

2) 212 M| 0ol Monitoring(2 LIE1@)) > Diagnostic Settings(TIEt A& MEEFL|CY

) Overview
B Preview features
2. Diagnose and solve problems
» Manage
~ Maonitoring

%) sign-in logs

E Audit logs

Provisioning logs

-

% Health
& Log Analytics
&

Diagnostic settings

et ME 2LEE

3) Diagnostic settings(ZIEt 44%) > General(2ghH)S MEIS T + Add diagnostic settings(ZTIE 47
=7hHE =gt



Diagnﬂstic Set‘tings | GE”EFEI s -+ ®y | Can you explain how to send diagnostic Ings

k1

() Refresh 4’ Feedback

~ Diagnostic settings

o aneral Diagnostic settings
.7, Custom security attributes Name
I + Add diagnostic setting
M EE dY F7t
4) T dgoll 8 OI& 2 X|EstL, AuditLogs(Z At 21) & QIE S M

Stream to an event hub(OIH.ﬂE SEo| AER]) EQlEtE MEIELICH 0| Z
s 7t x5t 22 & Save(MEH)E E2ELICH

Diagnostic setting

[ save X Discard e B Feedback

A diagnastic g specifies a kst of categories of platform logs and/for meetrics that you wand to collect from a resource,
and one cr mone destinations that you would stream them to. Normal usage charges for the destination will ocour. Learn
meare about the different log categedies and contents of thode logs

Diagnestss setting name * il ua:me-pouul.auﬂ'l i b I

Lags Destination details

Categeories )
I:l Send to Log Analytics workspace

n G '-'-\--____-

|:| Mrchive to 3 starage acoount
[ signintogs .\‘

B stream 1o an event hib

D MoninteractivellserSigninlogs

Diagneostic settings are used to configure streaming export of platform Ic

Storage accou

H5tod 246t
-U-|:LE'||0|*=|01|A‘| HA|

For potential partner ntegrations, dick to leam mare about event hub integration

|:| ServicePrincipalSigninLogs b
ubseription

D ManagedidentitySsgninLags

Event hub namespace *
|:| Provisianinglogs captioe-auth-ad-eh

Event hub name (optional) &

|:| ADF5SigninLogs I captnae-auth-ad-eh-1

[ Ristopussers Evart bub polioy name

[ usesriskevents
[[] send to panrer sohstion
] MetworkaccessTrafficLogs

—



ACtAH|: Azure & FMC/FTD &M Q15 ZAx|adio|M &

1A FMC O ALE AF2 5104 Azure SAML/Entra ID ¥4

1) FMCO M Integrations(& &) > Identity(ID) > Realms(324)

= Integrations
Monsior
Dynamic Attributes Connactor
£F Insights & Reports »
Security Analytics & Logging
% Events & Logs ¥
Splunk
E} Insights & Reports >
Cloud Services
Manage
- Identity
[j ) Policies y

Identity Sources
5  oOpjects

( Realms

FE Devices b
& Secure Connections ) Users
(_ &  Integrations ) Active Sessions
Lisers
,;'\ Troubleshaoting 3 User Activity
25 Administration 5

+ Show more

=3 Find in Menu

ID ¥ Ax|zzolM

2) ¥ £t SECIR BEE

St
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Reabms

Realm Sequences

SAML Azure AD €

Praxy Sequence Sync Results
There are no realms defined yet
201 7}
| dHES Y5104 A8 S TSI Azure ADE ALE
|.2 |.'— 7—|o| _—I.LA-| oo=| IZE|:|.

3) Azure &40 0| ¢
7Lt Azure ADE At25t0i 55 Z
2lstL|C}.

&QIEfLICH Next(CHS)E 2

I v -

= B o=
Ei2 A

=

Add SAML - Azure AD Realm

o Realm Details

Name *
[ azure-entra-saml -‘_-_

Description
[ Active Authenication IdP .

Configuration Type

Authenticate with ISE
Download wsers and groups from an identity sowrce like ISE for use in passive

PR EEIAC AT FL RS

Identity Provider *
Authenticate passively with Azure AD or using captive portal with Az... » k\

~

Authenticate passively with Azure AD or using captive portal with Azure AD

Efther dowmload users and growups from Azure AD for use in passive
authenlication rules or download users and groups from Azure AD and use with

3
capiive portal achive authentication rules

A

&

Azure AD ¥4 MH 7

IDE =d8L|Ct.

Local
Active Direclony'LDAP

o=z 2l

0|)|

ot

0|'04 T8
E0| M MEHZ| A=K

4) O|Z0f| 98t FQDN ZHAM|E Base URLE MEHRFL|CH CtS 1t 20| Xt
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https://<fqdn-base-url>/<uniqueSuffix>

« SAML YE|E| ID MO|A7F FMEE B(CHS 4 oo =Moo 2 YE 0| J04E]) B4 LHO|
CHE SSO #3d ztoll ™O[A7F TR EHX| & IFLICt O 242 Azure SAML -1t = A X[5H of
gt 712 URL2 A a8 oM MAlolMq S LstH | XIELICH

« ACS(Assertion Consumer Services) URL2 A2 2 K| HEE &= gigLct.

« FMCZ2| Devices(C|HFO|A) > Certificates(21E M) OtEHO A O™ I EZ B0l SFE M
H|A SZXHSP) QIS ME MEiEL|CE

- Ol2q8t gt2 st & MH|A 3ZA HEHO|E CHREEE 225101 T Y Z2MAE THa
3t5t 1 ol & 25Ol Azureol 7|S =R = K| & Ol ?JI—IEP.

Add SAML - Azure AD Redalm ®
@ Realm Details Edit
Name azure-entra-samil
Description Active Authenication IdP
Identity Provider Azure AD
Configuration Type Authenticate passively with Azure AD or using captive portal with Azure AD

@ sAML service Provider (SP) Metadata

Base URL * //-

[aclive_auth_fqdn «

®v| +

Must resolve to the interface(s) of source security zones used in an identity policy.

Entity ID *

[https:,u’,fftd—inside.example,comfsamlfsp;‘metadatafactiveAuthEntlD ] (]

Unique, alphanumeric identifier for a SAML entity.

Assertion Consumer Services (ACS) URL *

URL at which the service provider receives SAML assertions from Azure AD.

Service Provider Certificate * /

[FTD-SP-Cert &« ® v +

Certificate used for SAML authentication and TL5/SS5L communication with the secure
threat defense device. The certificate must have the value you specify for Base URL that
must match the Commeon Name (CN) or Subject Alternative Name (SAN). The certificate,
which must be in PKCS12 format, must be trusted by clients.

(Down]oad Service Provider Metadata)

7|2 URL & E[E| ID T+, SAML HEIHO|E Ct2 2=

5) Next(Ct=)E 2 2!56+04 Realm(¥d) ZL| 22l 0|M Q| Sequence 3(AlHA 3)2 2 0|5 FfLICH.



2CHAH|: Azure IE{Z2}0|= 28 T2 a0 A FMC 4 SAML SP HIE}C|O|E{ 34

1) CtAl Azure2 O|S35t1 Enterprise ID > #E| > AE{ZEI0|= 8 Z2 S MEHFLICE O
0f| 24448 Microsoft Entra SAML Toolkit Enterprise Application QIAEIA S Z4A4EHL|C}H

Microsoft Azure ) Seanch rétources, Serices, and dods [

Home Entorprise applications

i Enterprise applications | All applications

+ Mewappication () Refresh 4 Download (Expodt) 0 Fredewinio == Columng B Proview features a7 Gt

F o Orverview
View, filter, and search applications in your organization that are set up to use your Microsaf® Entra tenant as their Identity Provider.
" hanage
The list of applications that are maintained by your organization are in application registrations:
B Al applications

 Private Retwerk | 2 Captive-Auth-SAML . | Application Type == Enterprise Applications < Applicatis
connechors

1 apphcation found
& User sattings MNarme Tty  Object 1D Application 1D Homepage URL

1] App launchers & CaptiveAuth-SAML *_-_-_-.-—-'-'-_—-

Microsoft Entra SAML £Z! o Z Z|7H|0|M 3t 7|

2) & EM H5 0l M Manage(Z 2l) > Single Sign-On2 A1E48fL|C}.

Home » Enterprise applications | All ap

iz Captive-Auth-SAMI

® Enterprise Application

[} ceployment Plan
7+ Diagnose and solve problems
~  Manage

:'1' Properties

&3 Cwners

& Roles and administrators

£ Users and QIWV

3 single sign-on
>

Provisioning

Self-senvice

)



5) Captive-Auth-SAML | Single sign-on

Single Sgn-on (S50) ade pourity Bod OOfBRRnnn whiss woers 1 on 1S appliations in Mool Eatrs 1D by enalsing & wer in
PO CIARZIGN BS EHS N 10 Eviry SppBotion thiy wie with oaly o stcounl One th user kog into an applcation, thit
eradpatial i uied bor ol the cther spplcations they fpd sCceds bo. Leam mere

B Ovwriaw
u] Depeoyrrant Plan
K Dagnoas snd pober probisme

v inige Select a single sign-on method  rielp me decide

] Preperses

& Ownen
Desabled G SAML Cghy  vinked

i3 Poley srd sdmnistrabon $inghe sgr-on s not weabled, The wer Bich snd secure sotherdcabion io Link 10 an applcation in My Appe
wn be able be Murch the spp from Sppicatons ying the SAMY [Secursy s Gy B5 spplianon Lsrchar

EB \hars and grouns My Apps Asprrion Markg Langusgt) protecn

D Single sign-on

B Peovsioning

T Seliervce

SAML Tt ARl HE MEH

4) Upload metadata file(HIEtH[O|E It Y =2 E)2 Z2/5t 0 it ZH oto|22 22504
FMCOM Ct2 2 =8F SAML HEFH|O|E] mtof CHEH 24 mhd Al

Captive-Auth-SAML | SAML-based Sign-on

Erferprisg Appiicaton
T Uplosd metadats fie ) Onange single sign-on mose [ Tem ths sppleation & Godeedbai?

Upload metadata file.

I Depteymen Fan Walues for the Selds below are provided by Captive-Buth- SAML Yoo may either enber those walees marally, o
upicad & pre-gconfiguned SAML metadata e i proviced By Caplive-Acth-SaML

B Overvew

¥ Disgrods and sobee probisms

o Mhafge [ setecta e
" 5
W ropein B
B e

H

Fat 22| diE{ol M HIEHH OB I M2 =

0

5) Y2 E 7} 25l AddE 228 LI

Captive-Auth-SAML | SAML-based Sign-on

Enterprise Applicatian

T Upload metadata file "/" Change single sign-on made I= Test:
Crenriw 3
- O Upload metadata file.
([} Depioyment Pian Values for the fields below are provided by Captive-duth-SAML You

& Diagnase and sobve problems upload a pre-configured SAML metadata file if provided by Captive-}

~  Manage “samdSPMetasml”

Il Properties

& Qwmers —

SAML ZAI|12f 0| o ZE[AH o|M F 7}

6) Basic SAML Configuration(7|& SAML 71Z|12i0|M)e| &M m'do| LIEtLtT HZ2E A A&
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Basic SAML Configuration

& save 2 Got feedback?

Identifier (Entity ID)* O

The unigue 1D that identifies your application to Micrasoft Entra ID. This value must be unigue across alf applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550,

Default
https://ftd-inside.example.com/saml/sp/metadata/activeAuthEntlD W A @

Add identifier

Patterns: https://samltoolkit.azurewebsites.net

Reply URL (Assertion Consumer Service URL) * ©

The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
Consumer Service”™ (ACS) in SAML.

Index Default

https://ftd-inside.example.com/+CSCOE+/saml/sp/acsMtgname=azure-entra-saml .~ | 0 | @
Add reply URL
Patterns: https://samltoolkit.azurewebsites.net/SAML/Consume

Sign on URL *

Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated singfe sign-onm.

L

| Enter a sign on URL

Patterns: https://samltoolkit.azurewebsites.net/

€ Please enter a valid URL starting with "httpsy//". If your URL has query parameters, ensure that there is a slash preceding the
question mark (i.e. /7)

€ This field is required

Relay State (Optional) ©

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

| Enter a relay state ]

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

Enter a logout url "

7|2 SAML Hx|adolM =&
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Basic SAML Configuration

= save 27 Got feedback?

Identifier (Entity ID) * ©

The unigue 1D that identifies your application TorMicrosoft Entra ID. This value must be unigue across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550.

Default

https://ftd-inside.example.com/saml/sp/metadata/activeAuthEntiD ~/ m

Add identifier
Patterns: https://samitoolkit.azurewebsites.net

Reply URL (Assertion Consumer Service URL) *

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consurner Service™ (ACS) irn SAML.

Index Default

https://ftd-inside.example.com/+CSCOE+/saml/sp/facs?tgname=azure-entra-saml 0 . 0]

Add reply URL
Patterns: https://samitoolkit azurewebsites net/SAML/Consume

Sign on URL~

Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
far your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

.ht‘tps:h’samItoolkit.azurewebsites.net.-' «) o
Patterns: https://samltoolkit.azurewebsites.net/

Relay State (Optional) ©

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

Enter a relay state

Logout Url (Optional)
This URL is used fo send the SAML logout response back to the application.

Enter a logout url e

232 URL Hx|lazolM &=
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HEtC| OB XML IS LHE HL|CH

'B SAML Certificates

Taken sigming certificate & it
Status ALtive

Thumbprnt

Exgiration

Motificatvan Email

App Federation Metadata Urd i
Certificate (Basetd) Drwrilgad

Certificate [Raw) Derarnilpad

Federation Metadata XML !.':nnﬂi.‘t.‘:d*

Werificattan certthcates (optanal) v? Edit
Regiiined MNa

Actve Q

Exgiiiadd ]

o2 o] HIEFH| OB XML T LHE LHZ|

3CHA: FMC O AE AFE 5104 Azure SAML/Entra ID ¥ 71 (H<)

1) FMCZ CtA| O|S & LICH AR A 39| SAML IdP(Identity Provider) HIEFE| O|E{0ll A Azure0ll A C}
22§t LI HH3 0| HIEHIO|E| XML T2 FMCol| Y2 E=E35t0{ L3t gi2 AIS2 2 A
SLch

9 SAML Identity Provider (1dP) Metadata

Entity 10 *

Unigue, alphanwmeric identifior for @ SAML entfity.

Single Sign-0n (SSO) UAL *
E5]

LARL do your identity provider, You must inciude the scheme fo.g., hitpsi]

IdP Certificate *
Selact w +

Choose & cortificaie from the Wt or apdoad 8 mow oerificate i manusd formad

) Chck 1o upload or drag and drop a file.
Upload XML afff—

Firderation XML pou downlodded from AZure AD. i pou upiosd this, you don T have o
ardor the other valies in this sechon

H {0 HIEHH| OB XML It M =2 =

2) Mz2Ex|™ EAIE CHZ Zho| A ElL|cH



o SAML Identity Provider (IdP) Metadata

Entity ID *
https:ffsts. windaows.net/

Lirvigue, alphanurneric icenlifier for & SAML anrt):

Single Sign-On ($50) URL *
hitps:/fiegin.microsoftonline. com/

LARL o powr idandily prowicher, Woo must sciude the schame (e.g., htpsai]

P Certificate
Certificate- @ w

Chagse a cartificate fram the Nsf or upload & new cortifheats in manual farmad

Click to upload or drag ard drop a file
Upload XML

Foderarion XML you downkaadiod from Azvne AD, If you upiesd this, you don'T ave o
ander ifa Gihew vilues in this section

Aso2 YT SAML ID 2Z A 2t
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Add SAML - Azure AD Realm

° Azure AD Details

Clignt ID *

Cliant Secret *

B51807189-969f-dfed-80ec-829607ch

e T ]

Appication IR [aFe referred o as ciant 1D you
created in Arve AD)

Tenant ID *

Facrel siring that the appicaron uses o prove
il ity whan requasting & tokan.

Event Hubs Host Mame *

| afa2bac0-52aa-4291-92db-9258199¢

Microsoft Entry I antity that fypicailly
ENCHMPIEFEF & Mrganraiion, DiEplayed in
Arurg Enfra i -+ Proparties.

Event Hub Hame *

captive-auth-ad-eh.servic ebus. windo J

Hostname of the Even! Hub Namespace.
Displayed in Evend Hubs - Event Hubs
Namaipaca

Consumer Group Mame *

captise-auth-ad-ah

captive-auth-ad-eh-cg

Mame of your evanf hub. Displayed in Event
Hubs Mame Space + Ovorviow

Event Hub Connection String *

A wiew of an antire evint hub. Consumer
groups enable consuming applicalions to each
have @ separate viow of the avent stream.

Endpoint=sh://captive-auth-ad-eh.sanvicebus. windows. net/; SharedAccessiey: ]

Event Hub Connaclion Sinng: Unigue idemDiler fov ihe sverd il (3is0 referrsd 1o 28 Tapic of
endpoind). it is dispieyed on the Azure AD portal in Everd Hubs -+ [name of your ovent hulby) -

Shared accoss policies - fname of policy).

USER GROUPS L0
) Excluded User Groups
I'?, Included User Groups
-0

active-auth-lab

Enter cnme or morg graups from wivich io
ciownload users for ideniity comdrel. Users in
thass groups will e svallable for use in sccess
conmirol

CMIS.

@ Test connection succeeded

OHEZE|7 0| L O|HIE 5{E HE /=
Q242 ot x|H E|AEE Z2l5l0 HES &0letn MBE HEZE Azureol| 1Z2E £ QEX| &2l
ghlct.
21 = B2, Excluded/Included User Groups(MI QI El/Z & El AL X 1&)7} Entra
ZAn|ago|lMot Ux|st=X| =RlFL(ct
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14402 IL|C}.
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HE 4+ Us
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a User Session Timeout

SAML Captive Portal Users

Minutes

| 1440

5) Next(CF=2)E 2

Azure AD ¥ 2
6) OFEALZF T34 E F+2dod CHE

£ X

o
& xH
After the timeoul is exceeded, the user’s session ends; if the user continues lo access the network without logging in again, the user is seen by the

managemaent center as Unknown (except for Failed Captive Portal Users)

O - =
Jg.E Te=

@ User Session Timeout
SAML Captive Portal Users

Edit

2 A 85t o2 0|8
Qotg MTELICH U

L|C.

1440 Minutes
1440 Minutes

ISE Users
ood T Q0 KIF HIE
ACHA!: CHREC=3 ALE XL &2l
1) Integrations(& &) > Identity(ID) > Realms(¥<}) 2|3 Z £ 2| Download Now(X|Z CIR2EZE) H
At &3t04 Azure Entra®il M At XHE CHR2EEE = U=X| ElELCt
aruse- entrarsami EAML - hzure Al [capthve portall ir.:qiml\-en-cmlcﬁ hiot Appicable ﬂm.l et WD) Enabled
Zalgct

Azure ADM| X AHE X} CH



Sync Groups and Users for Realm

Are you sure you want 1o download usersigroups for réalm azure-entra-
saml?

Mo

Azure ADOIM AFZ2 X CIREE 29|

[ [

Fo|s

3) Notifications(& &) > Tasks(Z )0l A &5t IE CHREE oM AAEAL 1E 1 O & 1H0|

2ol
Cte2cEL|ct

© Azure AD Download

Download users/groups from azure-entra-saml 138 %
Total objects downloaded: 1 users, 1 groups.

Azure ADOIM A2 AL CIREZEE 2J8t 22!

. - =29
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5EtAH|: FMCO| A 2=t 1 Ad
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12AH: &= s 83

o T o

1) FMCOI| M Policies(Z2H) > Security Policies(&2 2t "4&) > Decryption(si5)=2 MEIELICE

Policies
Monitor
Security policies
P:__E Insights & Reports 5
Access Control
& Events&Logs >
Intrusicn
E‘:E Insights & Reports >
: Identity
Manage I Decryption
GJ Palicis I Prefilter
®s  Objects

Malware & File



2) Create New(MZ THE
(TR 7|HhS MENEFL|C}

N
In
T
ful
o
Jio
J
fjo
Mju
Ju
g'l_l

1 Decryption Policy (Rule-Based)(& = sH&=

Decryption Policies Compare Policies | ®

Dacryption Policy

Decryption Policy (Rule-Based)

There are no decryption policies yet.

M FE 7|H &S SHE KA AHAM

— [= 2 I e N

) MER 2] 7|8 &5 Sl = HHMof 0|F L dH (A5t d<9)2 XI™5t1 Outbound
Connections (User Protection)(O}2HI2E ©4Z4 t
(2 2I&)0l 2 2%t Decrypt-Resign 7|2 #3EELICH

Create Decryption Policy
n Podicy Dotsdly T Blecking ¥ Becryplion Exclusions

B A decrypion policy is not required 1o Gnly pErioem appication of URL discovery; instead, you cae use TLS 1.3
Senvet identity Disctweny o e SO084E Control Py,

Hamas =

pe———— +___——_‘__

Deseription

Dz ryphioem Podcy Tor Aotive AuthesSoabon

ubound Gonned end L Lot nbcursd Conned biens

Irvteanal CA Dererrsdzad

i Invienad-Lab-Me i - Mo nerwevis/ports assockfed

| internal-Lab-Hetwork-CA o

& Creats Haew ~

Cancel
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5) ol et SME AFS A XEE LICH

Create Decryption Policy @

\?\J Policy Details - . e Blocking 3 Decryption Exclusions

(Opticnal] Configune locking [Dptional) Configure exclusions Tor

i TLS varsan amd

certilicate status

_| Block inbound and sutbound connections based an TLS version

We recommend Blocking the fellowing becawse they are net secune,

SELVID X TLEvLD X TLEWID X

__| Blogk inbound and sutbeund connections based on server certificate status

We recommeand Blocking the 1’-::1lnmng becausa thay are not secure.

Irvealid Signakure X Expired Haot Yot Vakd

Cancel Skip Back

ne
Fol
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Jn
0x
12
Io
rx
>
ol
pal
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0

6) O| 0ol M= E== Policy Details(X2 MR AL E A lst 7|22L0| Ar&ElLICE. Create
Policy(Z2t MA)E Z2l6to{ Z4T|2&0|M OFHALE 2t 8fLch.



Create Decryption Policy ®
|1} Pelicy Details @ Blocking o Decryption Exclusions
Erder name, description, choose Opticnal) Configure blocking {Opticnal) Configure exciusions for
pobcy typo ard caetificalos based on TLS version and oulbound connoctions

ctificato sLatis

Decryption Exclusions

[7] Bypass decryption for sensitive URL categories

In many arvircnmants, corain categories of websies are not inspeciad for regulatory, compliancg of privacy reasons. Customize the Est
badiorey 1 By paes inspaction for designated categories
MNote: WAL Liconse is Required

URL Categories: Finance Online Trading = Health and Medicine

Bypass decryption for undecryptable distinguished names

Eypass decryplion based cn Cisco’s Bst of known undacryplable distinguished namas
Motec  This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
chuid decryplion 1o fal fer ungupported distinguished namos

& 56 Distinguished namas includad

Bypass decryplion for undecryptable applications

Cestain applications are not supported for decrypton due 1o a varety of reasons {certilicate pinning, client certificale authentication, and

£0 cn). Thit option bypaiies decryplion based on CHoa's it of known undecryplable applicalicns

Mote.  This optson is selected by default 1o allow tralic which cannot be decrypbed to remain encrypted. Disabling this option might
cause decryption to fail for unsupported applications.

& 50 Applicatsons included

Intelligent Decryption Bypass

|| Bypass decryption for very low-risk connectiens M
Byparid decryplion Toe vy low=ridk cliams connecting 16 trugled serverd,
Fcdg:  Daoreot decrypt tralfic for very low-risk clienis conmocting to trusted servers, based on the threat confid o bovels of cliomts

Cancel | Skip | Back

Create Policy

I ERTE R SEYPUPE

2CHA: &5 Sls HAM & e

1) 7= 7|8k ef 3 SiS HAo| 7|8 E4|0|0|'7c0| 070l EAIELICE sHS 271 =HIQ! O|F 2| At
g =852 #xste A3 aE 27 E a7 XIHE ofEE2IF 0|2 B ZFH= & 61t 20|
7|12 g85tE FE 0 LX|5HK| ._g“— EEH""o T2 70l M Decrypt - Resign 24g gt&LICt 0|2
Bt 71222 7|12 2dnt 24 2o mel =8E = &Lt 7IEMo 2 CHE &1 ofESHA]
ot= EEHE2 Do Not DecryptZ T3ELICE.

HAIE 2|8l Azure Q15 MH|A EBjZiol &S E SIS ¢ T2 2 o|of CHet M8 =0 BtE
o{&IL|C}. A|ZH5tE{H + Add Rule2 2 2!8tL|C}.



active-auth-decrypt-policy
Docrypaon Palicy Sor ACVE AUEMNGZStoN

Riles Trustod CA Conificates Ursdecryplabie Actons Aanced Semings

+ Add Categery & Add Rubs | Sapreh Hidgs =

Soures Sousce Dasy VLAN Source

" Hama Tones Dadt Zones Metworks Networks Togs Usars Applicatio,, Ports DestPorts  Categories  S6L Action
Adsninistrater Rulos
This category is emgply
Sandard Rules
aQ 2
a
3 .Aulo-llune-urdc:rfp: iy aryy &) vy priy Ay Ay Sy 1 DN galocticn Sﬁz‘;;m o0
& 1
-] 5 1
& L
6 Auto-Rude-Undecryptabli any any ey ey any Tags: undecry Sefr:-;m &
7B AutoRulsinternal-La a0y any o - any any . a0 any :ﬂ:;“""' # |
Root fules
TH
Dedault Action | Do not decrypt w
FA 271 Y 7|2 B3 7)8 &5 S B0|0FR EA
= =] X ~| & =2 O = H o =
2) M &3 Sls M FE| &S0 0|F€ XIAHSHD Action EELCH2 SE0of|AM Do not decryptE M
= 2 = X X (@] S k=3 A oo 54 =] k=3 =
=3t Che, B FAIRQ FRIO| B Qlofl FAIS SaLICH AACHY YAT THEt0 FAS O &
lLict
Add Rule ®
Name Insert
| Azure-Auth-Service-DND | B8 Enabled above rule w |G 3 |)
Action K
[ B Do not decrypt - |
Zones Metworks WLAM Tags Users Client Threat Applications Ports Category Cerfificate DM CertStatus  Cipher Suite  Version Logging
Available Zones O Source Zones (1) Destination Zones (1)
©, Search by name | I Inside_Zone O ] lﬂutsldu.func :I
Inside_Zone Add to Source
Cutside_Zone
DMZ_Zone

Do Not Decrypt 72! 744

3) FAIS £748t7| Tl [S8 T2 ¥ 22UstD Azure 215 MHIA S8 Z2IUS HM



stof S2IBLICH (R &0l £7HE 22U O |

i
]
1]
g
I
e}
s
o

Add Rule @

Mame Insert

[nzure-nu:n-seruice-unu | @ Enabled | apove rute .| 3
Action

[ & Do not decrypt w |

Zones Networks VLAN Tags Users Client Threat Applications Poris Category Certificate DM Cert Status  Cipher Suite  Version

Logging
Application Filters (*Clear All Filters ®  Available Applications (2) O Selected Applications and Filters (0)
|_ { Search by name ‘ | O azure a @ J any
Risks (Any Selected) B [ aiepps metching the fiter Add 1o Rule

D) Wery Low 809 Azure Are [ ]

O Low s Azure Authentication Service [ ]

D) Medium 2239

) High 1823

() very High 609

~  Business Relevance (Any Selected)
1™ A L ana

Cancel

Azure 215 MH|A & Z2I3 75 =7t

i

4) SaveE Z=IgfLICH

R g m—

active-auth-decrypt-policy

Dacryption Policy for Active Authentication

You have ursaed chang m m

Rules  Trusted Ca Certificates  Undecryplable Actions  Advanced Settings

+ Rdacategory 4 AddRule | O Search Rules =
Source Dest Source st VLAN Source
'] Heene Tames Zoned Hetwarks Hatworks Tags bk Applicatia... Parts DestPorts  Categeries  S5L i
Sandard Rules:
1 ¥ 1 ! 1 a 20
any Ty Ay ary 1 b ¥ ATy Ty a . g0
" i - . . & 0o rat
3 B Apure-Auth-Service- Inside_Zone Ouiside Zon any arry any any Azure Authert any any any avry S 20
Ty
oF= =i %
A% s G ME

1) ID HA S MM35l24™ Policies > Security Policies > IdentityS ME{EL|C}.



Monitor

SE Insights & Reports
# Events & Logs

KE Insights & Reports
Manage

Gj Policies

ID ™ 4

Policies

Security policies
p
Access Control

Intrusicn

>
( Identity

Decryption

Prefilter

BHE T Add a new policy(AM &

AH ==
_Il.l_l_

Compare Policies m

Identity Policy Bomain Status Identity Mapping Filter Last Modified
ed. Add a new policy *
MID E& 7o F7t
3) OI§2 &Tst, siF =l < M ID YAof et 4 ST ELICH XM S =g

New Identity policy

Mame

WS

[ active-auth-id-policy

Description

Identity Policy for Active Auth

Cancel
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4ATHA|: ID &4 =H



1) + Add Rule 2

active-auth-id-policy
Idenify Folcy for Actve Auth

kigntity Magping Fier B

Hors 1 mviwrbh

Bubts  Active Authematation

& Hamag Source Toney

Aireardgiraner Frules
Standard Ruley

Rl Rules

7t

i

A 1D B2 75

2) M TEI2| OIF

2 X
Authentication2 $=&l5t7

Add Rule

Mame

Active Auth ID Rule

Action

Active Authentication

Zones Metworks VLAN Tags Ports

Available Zones
| ¢ | Search by name

| inside_Zone

Outside_Fone

DMZ_Zone
g Q15 7| MY 7Y

3) Add(Z=7HE 22!5t7| &0l Rule Editor(T
EtA M

£ =L o]
gfLCk.

Dwowt Tores

|85
I

Enabled

SHELa Dant
Aetwarks

Megmarin

)
)

&

Imsert

into Category

—

Add to Source

2|stod Al FEIg F7hErch

Source Porta

VLAH Taga

I, Action EECI2 S0 M Active Authentication
i M PYA/HEQ 7ol B

pall
=IOI=I
)
Q'I_l
rir
JIHI

b Standard Rules

Source Zones (1)

Inside_Long

—

Dowt Porte

t Add Categoey t Add Rule Search Bulon

o adr Actean Auth Protocol

MEHSI T Active

k=2
=
He|E SELich

Wt

Realm: MNoreaim  Authentication Protocol: HTTF Basic Exclude HTTP User-Agents: MNone

Realm & Settings

Destination Zenes (1)

Lancs m

& HE 7)ol M Realm and Settings(¥23 & AH) &

x|
ME Qoo 215 Yo ME|EX| HelE O AddE 22



Add Rule

Mame Ingert -
| Active Auth |0 Rule J u Enabled into Category w [ Standard Rules bl

Action

| Active Authentication - | Realm: azure-entra-samd (5., Authentication Protocel: SAML Exclude HTTP User-Agents: MNone

Zones Metworks VLAN Tags Parts Realm & Seltings

Authentication Realm *

azure-entra-saml (SAML) v

[ Use passive identity if available.
Active identity realm is going to be used as a passive identity realm

Authentication Protocosl

FHTTP User Agent Exclusions

Cancel

Id T+&{ofl CHEr B L dH 7

bl

4) ={o| £7h A FHELICH MFE S2FfLIc

ﬂcﬂ\fﬂ-ﬂuﬂ'\-Id-pO“w You have unsaved changes m

Identity Palicy for Active Auth

Identity Mapping Filter @
Haong » . Haw it woaks

Rules Active Authentication

+ Add Categery + Add Ruls O Saarch Mules

Source Dest

& Name Sowrce Zones  Des! Tomes Matworks - VLAN Tags Source Ports  Dest Poms Rualm Action Auth Protssol

Administrater Rules

This cakegory ks emply
Standard Rules
1 Actiee duth ID Rule nside_Zone (Ro Ouwiside_Tone [F any any any any vy agure-enira-san Active Authentication SAML ¢ 0

Reot Rules

This cabegory is empiy

ID A 7= Adu|aeolM XF

S5EFA|: M| A Kol HA F

1) Policies > Security Policies > Access Control2 ME45t 1 FTD7} &% El Access Control
PolicyE &g LICtH.



= Policies = x

Maonitor
_ Security policies
Z¥  Insights & Reports >
(hccess Control )
& Events&Logs >
Intrusion
F:E Insights & Reports >
Identity '
Manage Decryption
Gj Policies Prefilter

A A A Ao A x| 8 o|M

2) O™ EFA[0IM 88 & & ol 5 HA0| AAM|A Ko HAol| HEZ=X] FHlgfLCt

&, Return to Access Control Policy Management

w'lab-net-acp &

—+ @ Security Intelligence - {:} Identity + @ Access Control

L Packets - @ Prefilter Rules - {:} Decryption

0 sea Total 2 rules
[ Q Type to search Decryption Policy @ j

Decryption Policy I
source

(] Name iy active-auth-decrypt-policy Edit 2
Networks Zo

C] + Mandatory 2 rules (1- 2) a Enhanced application and URL detection @

O 1 Inside + DMZ (Dt il

HA|A Folofl &% HS HM g

3) O EFAHlol M T8 ID HAo| AMA Mo HAol| = HEE[=X| &l

= MEELICH

You have unsaved changes [ Analyze ] [ Cancel

Assigned to 1device

{:} Identity |+ @ Access Control | 2 More
r o n;n _—
e — @ ~~ == 0N | Add Category Add Rule
ContiRbREs Destination
Applications

- || active-auth-id-pelicy Edit” hd ]
Networks Ports

Cancel
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
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Microsoft Entra admin center

(O Search resources, services

Home : Enterprise applications
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Overview

@ Overview View, filter, and search applica
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Home - Enterprise applications | All applications - Captive-Auth-SAML
) Captive-Auth-SAML | Sign-in logs
Enterprise Application
Y

« 1 Download ~ 5} Export data Settings /2 Troubleshoot () Refresh 52 Manage view A7) Got feedback?

#. Diagnose and solve problems
=) Want to switch back to the legacy signin logs experience? Click here to leave the preview.

— 57 Addfiter | (‘Show datesas:UTC)  ( Date range: 10/7/2026 - 10/7/2026) ( Application contains
i1 Properties . g
8 Owners User sign-ins (interactive) User sign-ins (non-interactive) Service principal sign-ins Managed identity sign-ins
ai» Roles and administrators
o T—— Date | Request ID User principal name Application Status
3 single sign-on 2026-10-07T06:10:02Z captive-portal-user@...  Captive-Auth-SAML Success
3 Provisioning 2026-10-07T06:10:01Z captive-portal-user@... Captive-Auth-SAML Success
© Self-service 2026-10-07T06:10:012 captive-portal-user@... Captive-Auth-SAML Success
ity i 2026-10-07T06:10:00Z captive-portal-user@... Captive-Auth-SANL Success
Security 2026-10-07T06:09:59Z captive-portal-user@... Captive-Auth-SAML Success
& Conditional Access 2026-10-07T06:09:58Z captive-portal-user@... Captive-Auth-SANL Interrupted
2. Permissions 2026-10-07T06:09:52Z captive-portal-user@... Captive-Auth-SAML Success
2026-10-07T06:09:512 captive-portal-user@... Captive-Auth-SANML Interrupted

@ Token encryption

2026-10-07T06:09:29Z

captive-portal-user@...

Captive-Auth-SAML

Interrupted

Activity

3) Sign-in logs

4l Usage & insights
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« FTDCLIOIM SAML 2! 54 & SHt o2dEl SHE 2 = UELICH

<tfroot>

>

debug nmenu captive-portal 6

SAML passed requests captive-portal 14

SAML failed requests captive-portal 0

SAML passed responses captive-portal 4

SAML failed responses captive-portal 0

Total captive-portal bee-client messages processed 4
Total captive-portal bee-client messages successful 4
Total captive-portal bee-client messages failed 0
Total bee-client reconnects 0
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<{froot>

>

system support captive-portal -debug

Enable firewall-debug too? [n]:

y

Enable identity-debug too? [n]:

y

Please specify

tcp

Please specify

192. 168. 20. 200

Please specify
Please specify
Please specify

Enable dag-debug

an IP protocol:

a client IP address:

a client port:
a server IP address:
a server port:

too? (WARNING: current packet debug configs and logs will be overwritten) [n]:

Monitoring captive_portal and firewall and identity debug messages

Basel i ne out put pendi ng user Captive

iéé.168.20.200
192.168.20.200
192.168.20.200
192.168.20.200

192.168.20.200

Captive Porta

53650 -> 198.51.100.1
53650 -> 198.51.100.1
53650 -> 198.51.100.1
53650 -> 198.51.100.1

53650 -> 198.51.100.1

probe intercepted and

Portal authentication

443

443

443

443

443

r edi

6 AS=0 ID=1 GR=1-1 match rule order 1, id 1 action Captive por
6 AS=0 ID=1 GR=1-1 didn't find active binding, initiating capt
6 AS=0 ID=1 GR=1-1 captive portal authentication started

6 AS=0 ID=1 GR=1-1 defer trust until captive portal redirect i

6 AS=0 ID=1 GR=1-1 Current state = S_INIT, Event = EVT_CP_RULE

rected to SAML | dP (generate_204)
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192.
192.
192.

192.

168.

168.

168.

168.

168.

168.

20.

20.

20.

20.

20.

20.

200

200

200

200

200

200

53659

53659

53659

53659

53659

53659

198.

198.

198.

198.

198.

198.

51.

51.

51.

51.

51.

51.

SAM. aut henti cation conpl etes,

192.

192.

192.

192.

192.

168.20.200 54023

168.20.200 54023

168.20.200 54023

168.20.200 54023

168.20.200 54023

->

->

->

->

->

198.

198.

198.

198.

198.

51.

51.

51.

51.

51.

100.2 80
100.2 80
100.2 80
100.2 80
100.2 80
100.2 80
identity

6 AS=0

6 AS=0

6 AS=0

6 AS=0

6 AS=0

6 AS=0

ID=1 GR=1-1

ID=1 GR=1-1

ID=1 GR=1-1

ID=1 GR=1-1

ID=1 GR=1-1

ID=1 GR=1-1

bi ndi ng created

AppID session with service_id: 676, url: htt
Current state = S_PENDING_USER, Event = EVT_
app event changes: service, client, host, ur
using ipv4 address 192.168.20.1 for redirect
encrypted redirect url: https://ftd-inside.e

Current state = S_REDIRECTING, Event = EVT_F

100.2 80 6 AS=0 ID=2 GR=1-1 looked for user_id with realm_id 2 auth_type

100.280 6 AS=0 ID=2 GR=1-1 found active binding for user_id 0 usernames

100.2 80 6 AS=0 ID=2 GR=1-1 IdentityFlowSetupEventHandler Retrieved iden

100.2 80 6 AS=0 ID=2 GR=1-1 New firewall session

100.2 80 6 AS=0 ID=2 GR=1-1 allow action

Aut henti cat ed bi nding persists across subsequent, unrelated destinations (no further redirects)

192.
192.
192.
192.

192.

168.20.200 54024 ->

168.20.200 54025 ->

168.20.200 54026 ->

168.20.200 54027 ->

168.20.200 19935 ->

ArEXHID HE

« FTDOIM B4XH ALE Rt ID & Ef CI|O|E{ 2] A
firewall-engine-dump-user-identity-data &%

198.51.100.2 80 6 AS=0 ID=2 GR=1-1 found active binding for user_id 0 usernames
198.51.100.1 443 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 usernam
198.51.100.2 80 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 username
198.51.100.3 443 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 usernam

198.51.100.4 443 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 usernam

tHAFS BFHEE{T FTD CLIOIA system support
g2 A-ELIc

> system support firewall-engine-dump-user-identity-data

Successfully commanded snort.

>



« Expert ZE CLIOIM FTD C|H}O|A S| 2 E|X At SHoZ 21015
Ingfw/var/sfluser_enforcement/user_identity.dumpOil A &= El

<ffroot>

>
expert

admin@ftd:~$

sudo su

Password:
root@ftd:/home/admin#
root@ftd:/home/admin#

I's -lah /ngfw var/sf/user_enforcenent/user_identity.dunp

-rw------- 1 root root 5.6K Oct 7 07:51 /ngfw/var/sf/user_enforcement/user_identity.dump
root@ftd:/home/admin#
root@ftd:/home/admin#

I ess / ngfw var/sf/user_enforcenment/user _identity.dunp

::ffff:192.168.20.200:0 realm 2 type 8, username azure-entra-saml\captive-portal-user@onmicrosoft.examp
1:ffff:192.168.20.200: SXP initialized 0 sgt O
ABP values: None
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
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https://www.cisco.com/c/ko_kr/support/index.html
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