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Cisco0l| M= Chg & =oil CHEr x|Al8 HYELICH

* Microsoft VWAN(Azure Virtual WAN)
+ Cisco FMC(Secure Firewall Management Center)
» Cisco FTD(Secure Firewall Threat Defense)

Ol2{E 744 247+ Azure B Z0IM Z7I0f T MR ER| Zelgict,

» Microsoft Azure VWAN Q@IAEIA
» Microsoft Azure VWAN &{&

Ol EMe| HE= Chg 2ZEY o A stESo{ HHE 7[gte =z FLCH

« Cisco Secure FTD {71 10.0
« Cisco Secure FMC H%1 10.0
» Microsoft Azure vWAN
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< DIA(Direct Internet Access) @3 (Azure + FTD 2E

P inst-0
T CwiAn-S1es- 5 mzﬁ-ﬂ!‘- 2720

b —
Tunnelg "IgP2-nst0" eBGP-

5 DIA(Direct Internet
5 Azure E'ELICEH

N Azure Gateway Destinations
BGP  (configure as VPN Tunnel Destination
_AS 65515 Instanced - 198.51.100.50

= Instance1 - 198.51.100.60
Instanc °
CXVWAN-B-ISP2

o — {custom APIPA IPs)

~inside Instance0 - 168.254.21.22
VPN: CXVWAN-SiteB-ISP-2-Inst-1 Instancel Instance 1 - 169,254.22.22
Tunneld *ISP2-Inst-1" -- 169.254.22.21/30

_servers — o — — = — —gBGP — — — — —
Cpp,
ey,
769 50040 l5ps, . i : : >
ﬂ‘-"’?k 8 6‘4_32 2 Choose addresses within Azure allocated APIPA Range 169.254.21.0 - 169.254.,22.254,
Gp ;PALUQQE FTD requires subnet mask on VI for longest prefix matching/routing,

1CHH|: Azure VWAN VPN AFO|E T4

1Et7H|: Azure vWAN VPN ALO|E BHE7|(H FTD & Xl)

1) Azure AM ZEof| A VWANS ZAMStE{H Virtual WANSE 2

l2dgL|Ct. 284 CFZ Connectivity(23Z) > Hubs(31E)2 0
ot
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Azure only requires accounting of this address without subnet mask
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I 1 wWan = .
All (99+) Services (3) Resources (1) Filters +4

vity
Resources (1) Saa all

% CX-vWAN wirtual WAN

7HAF WANO| CHEH A4 22|

Microsoft Azure

Home . Cx-vWWAM

% CX-VWAN |Hubs

" Virtual WAN
|/'-‘ Search | S + NewHub () Refresh
% Overview
|,I-‘ Search for hubs by n... Clear all filters
B Activity log
*2 Add filter
951 Access control (LAM)
@ Tags Hub Hub status
¥ Diagnose and solve problems H CX-vWAN-Hub @ Succeeded

- Resource visualizer
~ Settings
& Configuration
{I! properties
£ Locks
“  Connectivity

‘@ Hubs

7|E 7t WAN & MEH

2) Connectivity(24Z) > VPN(Site to Site)(VPN(AFO|E CH AFO|E))E =5t + Create new VPN
site(M VPN ALO|E )& ZE=IFLICt



Home . CX-vWAN | Hubs

Microsoft Azure

() Search resources, services, and docs

CX=-vWAN-Hub

E‘ CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB

&2 Search

= Overview

w

v Connectivity

&' VPN (Site to site)

A ExpressRoute

& User VPN (Point to site)
» Routing
> Security
> Third party providers

> Monitor

M 7HAF WAN ALOIE MM

1 Download VeN Config 1] PacketCapture [i] Delete gateway () Resetgateway [N Monitor Gateway
<~ Essentials

Gateway configuration

MNAT Rules

VPN Sites  Metrics

£ Search this page Clear all filters

Hub association : Connected < +‘~? Add filter

VPM Sites &

Check active fillers when searching for a VPN site. VPN connectivity status might take a few minutes to refresh.

+ Create new VPN site & Connect VPN sites ﬁg Disconnect VPN sites D Refresh
Page: |1
Site name Tl Location TL  Cloud
Mo results
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Home : CX-vWAN | Hubs » CX-vWAN-Hub | VPN (Site to site)

Create VPN site

Basics

Project details

Subscription

Resource group * N

Instance details

Region * ~

Name * Dual-ISP-Site

Device vendor * Ciscor

Private address space

ﬂ You can also work with a Virtual WAN partner to create multiple sites simultaneously. Learn more.

.

Next : Links >

QlHl VPN AIO|E T4 A4%

4) Z 23 YEE =FLICH Link BGP Address(213 BGP F4+) X Link ASN2 AtO|E CH At
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https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config

Create VPN site

Basics  Links  Review ate
Link Details (O
Link name Link speed Link provider name Link IP address / FQDN Link BGP address Link ASN
1SP-1-Link 1000 ISP1 169.254.21.100 65532 "
1SP-2-Link 1000 I15P2 169.254.22.100 65532 e

o You can also work with a Virtual WAN partner to create multiple sites simultaneously. Learn more.

.

[ Previous

Next : Review + create >

AOIE &3 Oh7iHs 74
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e
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27t

QIZ|H Create(d4)E SR LICH




Home : Hybrid connectivity | Virtual WANs : CX-vWAN | Hubs > CX-vWAN-Hub | VPN (Site to site)

Create VPN site

@ validation passed

BdsIls LINKS REVIEW + Credile

The hub will be created under the same subscription and resource group as the vWAN.

Basics

Region East US
MName Dual-ISP-Site
Device vendor Cisco

Private address space

Links

Link name ISP-1-Link
Link provider name ISP1

Link speed 1000

Link IP address / FQDM

Link ASN 65532

Link BGP address 169.254.21.100
Link name ISP-2-Link
Link provider name ISP2

Link speed 1000

Link IP address / FQDN

Link ASN 65532

Link BGP address 169.254.22.100

0 You can also work with a Virtual WAM partner to create multiple sites simultaneously. Learn more.
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6) VPN AIO|E = 0| 2t 2 5| vWAN &E T80/ 2 CtA| O|S&fLct.

Home

. VpnSiteDeployment | Overview

Deployment
|;.‘ Search | ¢ [i] Delete " Redeploy | Download () Refresh
o Overview .
@ Your deployment is complete
Zl Inputs
Deployment name : VpnSiteDeployment
= Outputs Subscription
= Template Resource group

> Deployment details

" Mext steps

Go to resource

7tAF WAN AFOIE & 7Y

]

I 1 vWan = .
All (99+) Services (3) Resources (1) Filters +4

vity
Resources (1)

See all

ﬂl CX-wWAN Wirtual WAN

74 WANO!| CHEH 4244 22|
2EHA|: Azure APIPA HO|E QO] OH7H 4= 7

Azure0| M= 169.254.0.0/16 IPv4 4 7t LHOl M APIPA(Automatic Private IP Addressing) &4
of chet &7t 70| E&Lct.
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Microsoft Azure

Home . Cx-vWAN

% CX-VWAN |Hubs

" Wirtual WanN
|j—‘ Search | 4w + NewHub () Refresh
% Overview
|j-‘ Search for hubs by n... Clear all filters
B Activity log

%o Add filter
'QR Access control (LAM) 0

¢ Tags Hub Hub status

¥ Diagnose and solve problems H CX-vWAN-Hub @ Succeeded

[ ] a
«» Resource visualizer
~ Settings
&= Configuration
i Properties
£ Locks
~  Connectivity

‘@ Hubs

Virtual WAN Hub Connectivity(7}4F WAN 32 91Z2)2 0|5

2) Connectivity(24Z) > VPN(Site to Site)(VPN(AO|E CH AIO|E))2 £ CtA| O|S 35t Gateway
Configuration(#|0|E9[0| Zix| 1 &|0|M) stOo|HZ I E E=IFLICEH

i CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB
| £ Search X« J Download VPN Config || Packet Capture [i] Delete gateway () Rese
JZ. Overview ~ Essentials
~v Connectivity Gateway configuration : 1 scale unit - 500 Mbps x 2 (View/Configure)

ﬁ' VPN (Site to site) NAT Rules : O NAT Rule(s)_(Edit)
A, ExpressRoute VPN Sites  Metrics
&+ User VPN (Point to site)

+ Routing ‘ £ Search this page Clear all filters
[¥] Connection Policies Hub association : Connected < +? Add filter
B P A VPN Sites (O

HA|A HOIEH O] 74 stolHE A
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https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config

Edit VPN Gateway X

A Site to site (VPN gateway) enables you to connect VPN sites to a hub,

AS Number (O
65515
fout
Gateway scale units * (1)
lewi

1 scale unit - 500 Mbps x 2 W

Routing preference (0

®) Microsoft network Internet

VPN Gateway Instance 0

Public IP Address (0

Private IP Address () 10.2.0.4

Default BGP IP Address () 10.2.0.12

Custom BGP IP Address (0

169.254.21.22 [il] ==

169.254.21.2 [il] ==-

Peer Address -

VPN Gateway Instance 1

Public IP Address @
Private IP Address (1) 10.2.05

Default BGP IP Address (O 10.2.0.13

Custom BGP P Address (1
1692542222 i we

169.254.22.2 @[ “ae

Peer Address %

ﬂ Updating a hub can take 30 minutes or more. Learn maore,

VPN HO|EQO| AHEAI X|H BGP IP A HE!

%
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3EHA: Azure VWAN Site VPN O 7HEd 4 34

1) Connectivity(21Z) > VPN(Site to Site) I O|X|0f| A Azure vVWAN Hub 741|120l LHS| XE 2
2/5t04 312 A2 X|ZLICt 14 SHAIE VPN AOIEE 27| 2l HAEE ZET.

—

Microsoft Azure (), Search resources, services, and docs ((

Home . CX-vWAN | Hubs = CX-vWAN-Hub

B CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB
|;-‘ Search &« - Download VPN Config L Packet Capture li] Delete gateway () Reset gateway 4 menitor Gateway -
“E Overview -~ Essentials
~  Connectivity Gateway configuration
B VPN (Site to site) NAT Rules
A ExpressRoute VPN Sites  Metrics
& User VPN (Point to site)
> Routing K2 Search this page Clear all filters
> Security Hub association : Connected *7 Add filter
» Third party providers VPN Sites O
> Manitor 0

Check active filters when searching for a VBN site. VPN connectivity status might take a few minutes to refresh.
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i CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB
£ Search X« L Download VPN Config |k Packet Capture [il] Delete gateway O Reset gateway @
- Overview /~ Essentials
~ Connectivity Gateway configuration @ 1 scale unit - 500 Mbps x 2 (View/Configure)
E' VPN (Site to site) NAT Rules : 0 NAT Rule(s) (Edit)

A, ExpressRoute VPN Sites  Metrics
& User VPN (Point to site)

o .
~ Routing £ Search this page

(2] Connection Policies o Add filter
E Route Maps VPN Sites (D)

Routing Intent and Routing

Restore previous filters

Check active filters when searching for a VPN site. VPN connectivity status might take a few mi

& Connect VPN sites

Policies
O BGP Peers
@ Route Tables
I Effective Routes -+ Create new VPN site
v Security Page: | 1

" Azure Firewall and Firewall
Manager

Site name

&' Dual-ISP-Site

~v Third party providers

VPN 244 AlO|E 2t

& Disconnect VPN sites () Refresh

Tl  Location

3) Y= PSK(Pre-Shared key)E T435t 1, Custom(AFHE AL X|H) E2 SMHE Z2I5l04 JHsle
IPsec O7H¥d~E 7 dEFLICt. O|248t IPSec Oi7HEHs== O|F THAH[0| A FMC/FTD Z4xZ[1ci|o|4 1t

UR|stoF TLICH KT sted™ AZ S =L

S

£ 1 FTD/FMC & 6.701 A DH(Diffie-Hellman) 15 24 X|¢0| M7/ &LIct.



Connect sites X
Virtual HUB

Security settings

Pre-shared key (PSK) l sssssssssssssins

Protocol (ke JEED)
IPsec © ( Default (NRD)

o When using custom IPSec/IKE policies, please ensure that the custom settings are
appropriately configured on the on-premise device for both initial tunnel establishment

and rekey.
SA Lifetime in seconds * (O 27000
IKE Phase 1 (D Encryption * Integrity/PRF * DH Group *
GCMAES256 SHA384 v ‘ DHGroup14 v
IKE Phase 2(ipsec) (O IPsec Encryption * IPsec Integrity * PFS Group *
GCMAES256 v GCMAES256 NONE
Propagate Default Route (O Enable }
Use policy based traffic selector (O
Configure traffic selector? \’&‘S—m‘:
Connection Mode (@) { Initiator Only ~ Responder Only:}

These sites will be connected to the [CX-vWAN-Hub] hub.

Site name Tl  Region ™
& Dual-IsP-Site eastus
//

3% 71 U IPsec DH7HHS 7

4) VPN AIO|E Z2H|X{J0| d3XMez 2z LU =X| &l



Notifications X

More events in the activity log —» Dismiss all ~~

@ Successfully created VPN connection X

Successfully created VPN connection ‘Connection-Dual-ISP-Site'.

a few seconds ago

VPN AFO|E Z 2 H|X{<! AE} &0l

4CHA|: VPN AFO|E 213 QIAEIAOM AF2 A X2 BGP APIPA E 445} gl

m\OI-

H =t

1) VPN(Site to site) HO|X|& A2 I x| Connection Provision status(®1Z Z 2 H|X{'d AElf) ¥ O|
MBHoE EAL|=X| &lgfct J2{H MeF 258 F2/st0{ 0| 3{=20f CHEF VPN @12 HE
CECR O &5 22 = JUsLUch

== Create new VPN site & 1 &7 Disconnect VPN sites () Refresh

Page: |1
Site name Tl  Location T4 Cloud provider T. Connection Provisioning status T,  Connectivity status T4
D ISP~ 'y
B & oual-isp-site eastus @ Succeeded Mol 7 Edit VPN connection to
this hub
[i] Delete VPN connection to
this hub
+ Download VPN site
configuration file
e | [m] A
0173 43 20l U VPN 47 27

2) ISP1(Link Connection 1)2 745t Y PSK(Pre-Shared Key)Z CHA| /298t CHS Custom

BGP IP Address(X &% BGP IP F4) 29| Enable(Z 3l E=2S 2251 FTDOI| 2|5 M4 El
BGP IP sl LHE E{d CHAH IP A ZE Zto| 2 /30 MEHo| LIHX| ZAE FAE OfZEL
Ch.

712X 0 2 Azure Instance00i| CHEH ISP1 VTI Tunnel1oll= T4 & 0] 169.254.21.1/300| 10
FTDOUAM S2 &= 5 Bml ISP1 VTI Tunnel20l|= Instance10d CHalH &= IP7}
169.254.22.1/30QL|C}.
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Edit VPN connection

Basics Link connection 1

Link name: I5P-1-Link

Link connection

Connection status: NotConnected
Pre-shared key (PSK)
Connection Mode (D

Border gateway protocol (O

Custom BGP IP Addresses (1)

Link connection 2

@I oisable )

BEEREEEEE R RS

@ Initiator Only  Responder Only '_::

( pisable (LD

,\ Disable 4-”’//

Custom BGP IP Address

Instance 0 (O | 169.254.21.2 v
Instance 1 (D | 169.254.222 v
Use Azure Private IP Address (@ ves @D

Protocol (Kev2  IKEvt

Use policy based traffic selector (1)
IPsec @
SA Lifetime in seconds * (©

IKE Phase 1 (D)

IKE Phase 2(ipsec) (O

DPD timeout in seconds * ()

To change the protocol, please delete the connection first and then
create a new connection.

enable QI
( etault_ (LD

| 27000

Encryption * Integrity/PRF * DH Group *

| GCMAES256 | | SHA384 /| DHGroupl4 v |
IPsec Encryption * IPsec Integrity * PFS Group *

| GCMAES256 v

GCMAES256 | | NONE

:45

Review + create l

Previous ] I Mext : Link connection 2 >




Link Connection One Custom BGP A& +#
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zo|H HHE FELICL

A
S

0l



Edit VPN connection

Basics Link connection 1

Link connection 2

Link name: ISP-2-Link

Link connection

Connection status: NotConnected
Pre-shared key (PSK) @
Connection Mode (O

Border gateway protacol (O
Custom BGP IP Addresses ()
Custom BGP IP Address
Instance 0 (O

Instance 1 (0

Use Azure Private IP Address

Protocol

Use policy based traffic selector (0
IPsec O
SA Lifetime in seconds * (O

IKE Phase 1 ()

IKE Phase 2(ipsec) (O

DPD timeout in seconds * ()

EX» oisable )

: Initiator Only  Responder Only
| Disable (LD
Disable .

| 160.254.21.22 v
| 169.254.22.22 v
Yes No
IKEv2 IKEv1

To change the protocol, please delete the connection first and then
create a new connection.

" Enable .
et DD

27000

Encryption *
GCMAES256

Integrity/PRF *
SHA3B4 v

DH Group *
| DHGroup14 v |

IPsec Encryption *
GCMAES256

IPsec Integrity *
GCMAES256 v |

PFS Group *

NONE

45

Link Connection Two Custom BGP M& +#



4) Azure U12| 222 AO|O|E 20| Al ElE JE EAIRLICH

oo JEN - TR

Notifications

More events in the activity log —

=== Updating VPN connection
)N View

Updating VPN connection 'Connection-|

Azure CIO|E 4 A% L&

5EHA|: VPN AIOIE M m U CIREE

1) Azure 2| S8t VPN(Site to Site) I O| X[l 74 El VPN AtO|EC| TH @ EZ0f /= ERE of
O|2& MEH3t 1 Download VPN site configuration file(VPN ALO|E M8 DU CIRZE) SMHE M
ENst|C}
= .

+ Creste new VPN site & Cos VPN sit &7 Disconneet VPN sites () Retresh
Page: | 1 v
Site name T4 Location L Cloud provider TL  Connection Provisioning status Tl Conmnectivity status 't
B & oualispsite aastus @ Succreded il Mot connects 2 EEVPN comection e |

this hub

[i] Delete VPN connection to
this hub

4 Download VPN site
configuration file

2) 5lO|HZ T E CIREEStE{H 047|& 225 MAI2,



ﬁ Download Site-to-Site VP... X

Dual-15P-Site

®) Createnew [ ) Use existing

ﬂ The file is ready to download

Click here to download 4+———

2EHA: Azure VWANOI| CHEH 7 ISP 422 |8t FTD 74

OII

1EHA: Ct2 2 =8 VPN ZI|1go|d 24

1) CIRRZEs 1M 02 Y1 | AFSH JSON(JavaScript Object Notation) £240| LIEFLICH &
240)|= mtUof| M E F JHA S stL 7 EAIEILICE O] ME = FTD ZAI|a8|o|Mof| 88+ =
AEE NSt

TTo = 1— 7

it
K
H

HAE £0[7] 2l8l o42d 7He| &3 gis et 712t ¥ ZFEstHA Helg Lo

1. clezcst ohel 9| ISP-Link-1 JSON ZH&| &= X7t BFHE|RJE&LICH ZE E249| M=t
235 52 £A0| Q1= ISP-2-Link 7HA| S LIEFALICH,

"configurationVersion": {
"LastUpdatedTime": "2026-09-25T20:20:26.76584537",
"Version": "15221e61-4e2c-42f5-b9%e4-96d674f5a9a3"
1,
"vpnSiteConfiguration": {
"Name": "Dual-ISP-Site",
"IPAddress": "FTD_ISP1_WAN_IP",
"BgpSetting": {
"Asn": 65532,
"BgpPeeringAddress": "169.254.21.100",



"PeerWeight": 32768
1,
"LinkName": "ISP-1-Link"
1,
"vpnSiteConnections": [
{
"gatewayConfiguration": {
"IpAddresses": {
"Instance0": "InstOIP",
"Instancel": "InstlIP"
}
"BgpSetting": {
"Asn": 65515,
"CustomBgpPeeringAddresses": {

"Instance0": [
"169.254.21.22",
"169.254.21.2"

1,

"Instancel": [
"169.254.22.22",
"169.254.22.2"

]

3,
}
1,
"connectionConfiguration": {

"IsBgpEnabled": true,

"PSK": "PSK",

"IPsecParameters": {
"IpsecEncryption": "GCMAES256",
"IpsecIntegrity": "GCMAES256",
"IkeEncryption": "GCMAES256",
"IkeIntegrity": "SHA384",
"PfsGroup": "None",

"DhGroup": "DHGroupl4",
"SALifeTimeInSeconds": 27000

HHE 228 M o]l EMS Hx=Z FXIELICH

2CHH|: 213 BGP YC|0|E A4 28 OIE{m|0]& T4

—

FTD2| 0|% EtH M £ MHE FTD BGP ZZ AM|A of2ie| BGP UW|0|H ZAx|zgo|M &=of=
Azure Site Link Z1I|28{o|Me| ST 213 BGP IP TAE LIEHE OHXEIQI AA T E 8L},

1) Devices(C|HFO|A) > Device Management(C|HIO|A ZE2))2 O|S & L|C}.



ala.  Cloud-delivered Firewall Management Center
CIS€O [Devices | Device Management

== Devices =X
Monitor
: Device Management « | Upgrade
EI__E.' Insights & Reports b
Template Management Threat Defense Upgrade
# Events & Logs >
Platform Settings Chassis Upgrade
HIE.' Insights & Reports &
i FlexConfig
Manage Certificates
Gj Policies »
. . — Show less
a8 Objects

!".m Devices

firepower Management Center0i A Device Management(C|HFO|A ZHE[)2 O|S &Lt

21 o] A&0ME 221 E 7|8 cdFMC(Firewall Management Center)E AFSELICH.
a2tk 2ZE|0/A FMCO| BHAlE S YELict

2) FY ISP g Sall 23 k|/AIO|E VPN CIHIO|AZ £ MH5l= FTDE Z2/8hLch.
M e L

© CXvWAN-FTD-2
N/A - ROUTED

10.0.0
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3) Add Interfaces E&CH2 Hw& =61 Loopback InterfaceE & =!&fLICH
CXvWAN-FTD-2
Cisco Secure Firewall Threat Defense for AWS

Device  Interfaces Inline Sets Routing DHCP  VTEP

Virtual Tunnels [ 1 Search by name ] [ Sync Interface ] [ Add Interfaces + ]

Sub Interface
Interface Logical Name  Type Security Zones MAC Address (Active/St... IP Address PathMon... Vif Redundant Interface
. : . Bridge Gi Interf
Managemenlﬂio management Fhysical Disabled Gld ridge Group Interface
— . i Virtual Tunnel Interface
Ethernet0/0 1SP1 Physical Disabled Giq
Loopback Interface
Ethernet0/1 1SP2 Physical Disabled Gl
VMI Interface




4) R L9 OlE{T0|A0| O|ES U3t AL EfQlEtg Mestn 28 DE YafLct T
gt A MES U LICH A2 XM IPv4 B2 F2IFLct

Add Loopback Interface ®

General IPv4 IPvE

Mame:

[ bgplLo-15P1 1

Enabled

Loopback ID: *

[ )

{1-1024)
Description

bgpLo-15P1 Lo10

5) AzureQ| ISP1 AFO|E &l 30i CHEH O™ EHA0IM 78 @A BGP IP FA7 E R |pFA
E ol2dstLCt. o] IPE ISP12 Sall FTD2 Azure QUAEIA ZHof| 2 A El Li|O|B{0i A BGP 4| 0]
E 2202 AFEL ]

S

£ 11: 1ISP12] vpnSiteConfiguration.BgpSetting.BgpPeeringAddress OFZH0i| A CI2 2 E &
VPN 74 JSONO|| O|Tol| Mol Ztg FZEE = JU&Ltt



Add Loopback Interface @

General IPv4 IPvE

IP Type:

[Use Static IP - ]

IP Address:
[ 169.254.21100/32 ]

o9 MO2IEEI VIS5 255 255.0 or 1921681124

Cancel

o]
=

|
il

8 |Pv4 T4

il

g 10 OK(EoNE FELICH

||=|

6) ISP2 BGP £ Z 8 41| 72{[0|4401| CHalf Of AlZA0A &2 Bt A c-eE BHEELICE

(m]

Loopbackl0 bgplLo-ISP1 Loopb... 169.254.21.100/32(Static); Disabled Global

B %
o

Loopback20 bgpLo-ISP2 Loopb... 169.254.22.100/32(Static);  Disabled Global
3 R 3 R I QIE{m 0|4 A4

7) Hdu|aeiolMe x{zHErLcH.

You have unsaved changes m m

HZ 8 MY
SEHA|: 1B AI2E A HA IHA 74

1) FMCO{A FTD VPN EEZZX|Z U x|5t= IKEV2/IPsec Z1I|280|MHE F 44524 Manage(&
2]) > Objects(7HA) 2 0|55t 1, B M M7l VPN Z AT ES OIS, 519 HIFE & ELch.
M0l M IKEv2 Policy(IKEv2 ’g*")% MEHS T Add IKEV2 Policy(IKEv2 2 £7H&E Z2l5t04
IKEv2 Phase 1 S g FghLct.



_'_'_ﬂ__,_.—ﬂ—""" Add IKEvZ Policy Q) Filter

Internet Key Exchange (IKE) is a key management protocol that is used to authenticate IPsec peers, negotiate and distribute IPsec encryption keys, and automatically establish IPsec security
associations (SAs). IKEvZ proposal, you can select multiple algorithms and modulus groups in one policy

-
IKEv2 Polic
Paolicy List ‘y
Part
*  Prefix List
Route Map
Hame
2 secﬂfil'y |ﬂ1ej|ige-ﬁc2
Sinkhole AES-GCM-NULL-SHA
SLA Manitor AES-GCM-NULL-SHA-LATEST
Time Range
! g AES-SHA-SHA
Time Zone
AES-SHA-SHA-LATEST
Tunnel Zone
URL DES-SHA-SHA
Variable DES-S5HA-SHA-LATEST
Variable Set Urbrella-AES-GCM-256
WLAN Tag
w VPN

Certificate Map
Custom Attribute
Group Policy

IKEV1 IPSec
Proposal

IKEV1 Palicy

IKEv2 IPsec
Praposal

IKEw2 Policy

Secure Client
Customization

Secure Client File

M IKEv2 M2 7| BHE 7|

KEv2 H29o| 0|

2)

K| EQlgtL|Ct Azure AT XA L 2|&/2

S
__I.L

New IKEvZ Policy

Hamp:*
i Aruire_KEv2
IDE'!:ri,p'limn:
Prigrity:* [1-E5535]
ME: seconds (120=214 FaB 1G4 T]
I 2600
. Avpllable Algarithms
| Imegrity Algorithms ] MDS
Encryption Algarithms SHA
PRF Algorithms | SHASIR

Dttie- Helman Group
SHAIRS
MULL

M IK
o, &t 33, PRF(Pseudo Random Function) 2/ DH &0 cHet E{d

E Q48 M

F 1: vpnSiteConnections[0]. connectlonConflguratlon IPsecParameters0i| A Ct2 2 = 8
A Tl LHOJ A O|2Bt RiBHsH 712 REx st &

Selocted Algorithms

SHALSE

Conse m

Qe
%
L -]
a8
]
a8
Q o

Displaying1=7 of 7rows |{ { Page| 1 ]nl 1%

3t Priority(SM&=9|) 2/EE Llfetlme(*':‘")% MEfgtLICH 4
0]

OFzx 1ol A K=K

°|' [ZIS7I']E EE'—I!|=||-L—||:|'.
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IKEv2 R4RH AH AH

3) Zu|agol4Mo| 2t 2 E|H Save(XME)E S=IFLICH

Edit IKEv2 Policy

Harma:*

]

[ Azure_|KEvZ

)

Description:
| l
Pricrity:* [1-E5535)
E ]
Lifetime: seconds (120- 214 7883647)
[ 3600 ]
Avallabie Groups Selected Groups
Inkegrity Algorithms 1 | @J 4 n]
Encryption Algorithms 2
PRF Algorithms L
| Diffie-Heliman Group
L
L
W
20
s

IKEv2 XA x{zt

4) IKEv2 IPsec Proposal(IKEv2 IPsec A|2t) 5t2| M0l M Phase 2/IPsec OH7HE#d~& F 45t
Add IKEv2 IPsec Proposal(IKEv2 IPsec M9 £7hH& E=2I8L|C

Policy List
Pont
¥  Prefix Lim
Routy Mag
¥ Gacurily inbellgance
Shnlchaole
SLA, Mondor
Tierst Rangs
Tiersh Ty
Turrael Toni
LIAL
Variabie
Viriabie Sat
VLAN Tag
W WP
Corificate Map
Cushoem Anbute
Grzap Policy

THEW P g
Proposal

THENT Podcy

IKEv2 iPaes
Propssal

IKEv2 IPsec MO A4

IKEv2 IPsec Proposal

Add IKEvE iPeec Propeaal

IPigs i Unily BESOCILIGN Alpotaitian with IRAKIAP, M paord B30 10 ule B particulsd propoaal 1o protiect & parculss dats Bow, in IKEvE IPHes Propodsl object, yo

Hixsh Algeritiems are aliowed, During IKE¥2 negotistions, s poors Sact B Mol Seeeopialy optises th sach supese

Hame

. AEG-GCM
AES-SHA
DES_SHA

Ueribiredla - AES - G0 M- 256



5) IKEV2 IPsec M 2tA12| O|§ & X85t SUE Mol Ux[ISt=X| S QIELIch 22 X|H XS
g aist|c}
= 14 .

Edit IKEv2 IPsec Proposal ®

Name:*
r Azure_IPsec 1
Description:
Available Algorithms Selected Algorithms
| ESP Hash | [ | [ada| | AES-GCM-256 T[] 1
ESP Encryption AES-256

AES-GCM-192

AES-192

AES-GCM

AES

3DES

DES

IKEv2 IPsec AM|2to] O|§ 2 X|'Hst Save(ME)E S 2IFLICt
ATEHA|: VTI(Virtual Tunnel Interface) 73

1) Devices(C|HFO|£) > Device Management(C|HFO|A ZHE[)2 O|S & LICH



ala.  Cloud-delivered Firewall Management Center
CISCO  [Deyices | Device Management

== Devices =X
Monitor
: Device Management + | Upgrade
Ef;_E.' Insights & Reports b
Template Management Threat Defense Upgrade
# Events & Logs >
Platform Settings Chassis Upgrade
Hj_E.' Insights & Reports &
i FlexConfig
Manage Certificates
Gj Policies »
. . — Show less
a8 Objects

!".m Devices

firepower Management Center0{ M Device Management(C|HFO|A £E2))2 O|S & LICt.

2) 7 ISP 142 S5l ERX|/AIO|E VPN C|HIO|AE FM5t= FTDE Z=IgLCt

[ Vi o VAW 1 S

® CXvWAN-FTD-2
N/A - ROUTED

3) Add Interfaces(2/E{H|O|A F7}) EECHR Hlw& Z2!5t1 Virtual Tunnel Interface (VTI)E M
ENst|C).
=

Device Interfaces Inline Sets Routing DHCP VTEP

Virtual Tunnels [ 1 Search by name ] [ Sync Interface ] [ Add Interfaces ~ ]

Sub Interface
Interface Logical Name  Type Security Zon... MAC Address (Active/St...  IP Address Path Moni... Vif Redundantinterface
Managementd/0 management Physical Disabled Gl Bridge Group Interface
Ethernet0f0 i5P1 Physical e & Virtual Tunnel Interface

7h4 Ef QIE{H Ol A

4) Ei'd HEE ZIELIC} Enabled(# 43 E]) & QIEHS MBS T Name(0lF)2 st (D),
Hot= B2 =Xl Security Zone( & ¢t °4°—1)0| MEE|A=X] EelgL|ct SHHE &2l ISP ¥E
CIE{H| 0| AE E&5t0 VTIE F &5t 1, VTIe| LT Ei'd IPsec 20| MAEE IP F4E FEHL

Ch. 22 £|H OK(E Q) E F+&ELICH






Add Virtual Tunnel Interface ©)

Tunnel Type

@ Static O Dynamic

Name:*

[ ISP1-Inst-0 ]

Enabled
Description:

For "CXvWAN:-SiteB-ISP-1-Inst-
| 0" VPN topology

Security Zone:

Azure-Spoke-Zone w

Priority:

0 1 {0 - 65535)

Propagate Security Group Tag:

Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates
for the VTI.

Tunnel ID:*
1 (0 - 10413)

Tunnel Source:*

Ethernet0/0 (ISP1) w [ Dynamic v ]

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPv6 addresses accordingly.

IPsec Tunnel Mode:*

® 1pva O pve

IP Address:*
@ Configure IP l 169.254.21.1/30 J (i ]
7t Bl QIE{H0|A A% A



5) &2l 1ISP1 & ISP2 QIE{H|0|A& Tl AR 3712l F£7I VTIE FEELICH
Interface Logical Name Type Security Zones MAC Address (Activel/Standby) 1P Address Path Monitering  Virtual Router
EManagementwO Managemen Physical Disabled Global Q<
[@ ethernetojo I5P1 Physical Disabled Global &
= Tunnan ISP1=Imst-0 i} Azure-Spoke-Zone 169.254.21.1/30(S1atie); Disabled Global &0
[ Tunneiz 15P1-Inst-1 vt Azure-Spoke-Zone 160.254.22 1/30(Statle); Disabled Global &0
[ ethernaton 15P2 Physical Disabled Global &
(& Tunnedz I5P2-Inst-0 VTl Azure-Spoke-Zone 169.254.21.21) 30 (Statie); Disabled Global &0
Tunneld I5P2-Inst-1 ¥l Azure-Spoke-Zone 168.254.22, 21/ 30(5atic); Disabled Global &
bgpLo-15P1 Loopback 169.254. 21100/ 32(5tatic); Disabled Global &0
bgplo-15P2 Loopback 169, 254.22.100/22 (Static), Disabled Global &£ 0

Loopbacki0
[E Loopback20

Fohe

7

P

f) SaveE 2

E{d QlE{mola

|

You have unsaved changes

A
S

2lsto HE Mg E MEEH

Save

Cancel

) > Site-to-Site VPN & SD-WAN2 £ O|S & L|C}

oF A4

5CtA|: IPsec VPN EEZZX| T2 H|X{

1) Manage(& 2|) > Secure Connections(&2



alalie  Cloud-delivered Firewall Management Center
CI5€0  Devices | Secure Firewall Interfaces

= Secure Connectio.. = x
Manitor
Site-to-Site VPN & SD-WAN
&% Insights & Reports >
Remote Access VPN
& Events & Logs »
Dynamic Access Policy
K_}j Insights & Reports >
Manage
@ Policies #

%= Objects

| P;-=-| Devices *

&' Secure Connections

AO|E CH AFO|E VPN 2! SD-WAN 2424 ZtE|

2) Z7| &2 &7toll /= =7| VPN Topology configuration(Z7| VPN EZZ X| 41| 8|0|M) 3t
OlHA I E 22/5t7Ll Add(F7t) HES =gt

Last Updated: 05:20 PM m MAT Exemptions

) Select.. (%) .chrc'sh

Mo VPN topologies are configured. Create a WPN Topology.

MVPN EZEZX| 72M F7}

3) Azure Instance00]| CHEt ISP1 213 & S35l 5 Hm E{do| EEZX| O]
Based VPN ZIC|2 HHEE Z2l5t 1 Peerto Peer VPN EZZ2X| 882

Create( )& 2= L—IEP.

&2 U ELICH Route-
Z2gct 22 =|H™



Create VPN Topology ®

Topology name *
[ CXVWAN-SiteB-ISP-1-Inst-0 ]
VPN Type
New - N
(©) SD-WAN Topology (®) Route-Based VPN (O Policy-Based VPN

O e o A SASE topology cannot

i i be selected because

Interfaces P
Select VPN Topology Secure Access and

Umbrella are not

Select VPN Topology Select VPN Topology @ .
configured
4] O & Hub and spoke ® N
arequisites
@ Peer to Peer
Prerequisites @\ ' Refresh
/. S PN y,

Create

Cancel

ZZ J|HH VPN EEZEX| &8 72

4) HZX{ Node A C|H}O|AE MEHS}t T Device EELCHR SS0IM AzuredlAH VPN B2 S235tE
FTDE LIEHELICE Db A ClHFOIAM|M AFE 7HS B VTIE 7HM2 & EECH2 HIFolM T
MstD e 42 CIE{H O|A L QIAEIAO]| XMEEH VTIE MEHEILICEH [« E B & XI] M 0il A
VPN EEZX| MO AAERIH =7} E AzureE ME{ELICH == BO| CHEH 2=t 0| S
Mot A2 AEZQE |PFAE UAHSTE S FLICH 22 E|H IKE &2 2=/5t04 1EAH EHL
Au|azio|dE FEFLICH

S

£ 11: vpnSiteConnections[0].gatewayConfiguration.|lpAddresses.Instance0 !
vpnSiteConnections[0].gatewayConfiguration.lpAddresses.Instance 10| A Ct2 2 E§ Z11|

aoijod mtelo| QIABA JEZQIE IP F4 2LE HEE + A&



Edit VPN Topology ®

Topology Name:*

[ CXvWAN-SiteB-ISP-1-Inst-0 ]

Network Topology:

| Point to Point

IKE Version* (] IKEv1 IKEv2

Endpoints IKE IPsec Advanced
Node A Node B
Device:* Device:*
[ CXvWAN-FTD-2 v ] [ Extranet v J
Virtual Tunnel Interface:* Device Name*:
[ ISP1-Inst-0 (IP: 169.254.211)  ~ ] -+ [ Azure-ISP1-Link-Inst0 }
Tunnel Source IP is Dynamic (DHCPJEdit VTI Endpoint IP Address*:
Tunnel Source IP Address:* @ [ J
[ |=

D Send Local Identity to Peers
+ Add Backup VTI (optional

Additional n

Cancel Save

|_|'
[
>
plal
|_|'
[
o
tm
I
hu
Ral
2
i
H
ro
[m
0
o

5) EtM |70l M IKEV2 Settings(IKEv2 ME)Z2 A3 E5I T Q4Z ol0|2E Z2l509 |2 FHE
IKEv2 Policy(IKEv2 HA) 2 Y2 WA L|CH CHS 2 2, Authentication Type E&CH2 H| 70 A
Pre-shared Manual Key M2 ME45I T Azure0ll M O|T0l| 48t PSKE U=IErLICH 2t 2 &
IPsec B2 22|50 2EHA| IPsec Ei'E Oi7i¥d+~8E F A ELICH

S

& 1 vpnSiteConnections[0].connectionConfiguration.IPsecParameters.PSKO{| A Ct2 2
C3t 74 IUS[ A B/ 7|18 XY += /U&LICH



Edit VPN Topology ®

Topology Name:*

[ CXVWAN-SiteB-ISP-1-Inst-0 ]

Metwork Topology:

Point to Point

IKE Version:* [ IKEV1 |V
i IKE

Endpoints IPsec Advanced

IKEv2 Settings

e

Pre-shared Manual Key v "’//

Authentication Type:

Key:*

Policies:* {AzureKEVZ
Confirm Key:* [

D Enforce hex-based pre-shared key only

IKEv2 48 A 215 7| HE

6) IKEv2 IPsec Proposal Transform Set(IKEv2 IPsec Al|oF #4%5 &lgf) ol o4& ofo|E2 EElst
O|Zo]| 4d 8t IPsec E& o7& MEHFILICH Azure vWAN VPN &0t LR[S 8 =8 7|

2t ghe HTSAIR. TAE MUt HoIE|H XE S 2RI

S

AFT1

(o LN
vpnSiteConnections[0].connectionConfiguration.IPsecParameters.SALifeTimelnSeconds o
MCO2E2Ef Zu|ado|Md o =3 gfS AXE = U&Lict



Edit VPN Topology ®

Topology Name:*

[ CXvWAN-SiteB-1SP-1-Inst-0 ]

Network Topology:

| Point to Point

IKE Version:* ] IKEv1 IKEv2

Endpoints IKE IPsec Advanced

Transform Sets: |KEv1IPsec Proposals 4 IKEvZ IPsec Proposals* /4 4

tunnel_aes256_sha Azure_|Psec

"

[:] Enable Security Association (SA) Strength Enforcement

D Enable Perfect Forward Secrecy

Modulus Group: ~
Lifetime Duration*: | 27000 ] Seconds (Range 120-2147483647)
Lifetime Size: [ Unlimited ] Kbytes (Range 10-2147483647)

Cancel

IPsec M|t =& 7|7+ 74

7) ISP1 Instance1, ISP2 Instance0 Z! ISP2 Instance12 S3al CHE Azure E{EdS BHEE{HH 58|
Lo M O™ &t EHAHIE Br=&HLIC.

»  CXvWAN-SiteB-15P-1-Inst-0 Route Based (VTI) Point-to-Point Deployment Pending ' &
¥ CXvWAN-SitaB-1SP-1-Ingt-1 Route Based (VTI) Point-to-Paint Deployment Pending &1
?» CXvWAN-SiteB-1SP-2-Inst-0 Route Based (VTI) Point-to-Paint Deployment Pending ' & T
> CXvWAN-SiteB-1SP-2=Inst-1 Reute Based (VTI) Point-to-Point e Tats i &
Z7t ALO|E CH AtO|E VPN EEZX| 44
. =
6CtHl: VPN EEEX| A3
4= o =L =
system support diagnostic-cliol &/235t1, eng 238t F enter 7|18 FELICH 17| & CLI).

1) IKE Phase 1 Tunnel(IKE 1Et7A| E{'d) 9122 & QIgrL|ct.



“show crypto isakmp sa | i UP|READY"
2) IPsec Phase 2 9142 & QI L|Ct.

show crypto ipsec sa | i int|current_peer|pkts

S

Psec SA(Security Assomahons) £ =241} pkts decaps
o

2|
st QUX|2F pkts encaps & pkts encrypt7t S7+sHK| &f2 B O] A|lLI2|201A O|248H 3
40| el = AELICH AzureOl M 312 T IP B2t FAE Sl BGP HIOIHE 743

T AMEstn RIem, 21 SEO| APIPABGP F4 X|HE M8stE
&2 MEsHR| of&LICH AL XIE APIPATH ALE E [ BGP © ¥
Azure0| 21ZstE T x| YLt

—
82 AMEste A2

show arp
4) IP Routing(IP 2t &) MEfgrL|Ct.

show route

5) ISP1 & ISP2 QIE{H|O|A0{ M R E =RTLICH

capture ispl interface ISP1 match udp any any eq 500
capture ispl interface ISP1 match udp any any eq 4500
capture ispl interface ISP1 match esp any any

show cap

show cap ispl

show cap isp2

2 pkts decrypt 7t 2E17 &7}

= 42 Azure0ilM &

6) Azure Verification(Azure & Ql) - VWAN &1 > ¢1ZAE O[S ELICt.> VPN Sites(VPN AtO|E) >

TEE AOIEE MEiFrLICH



Links

[ ] Link name T4 Link provider name T4 |Connectivity status ™ Hub name

D ISP-1-Link ISP1 Instance0: Connected, Instance1: Connected CX-vWAN-Hub

[_] ISP-2-Link 15P2 Instance0: Connected, Instance1: Connected CX-vWAN-Hub
Azure Z3 4Z =0l

7% ECMP #4

1) Manage(& 2l) > Devices(C|HIO|A) > Device Management(C|HFO|A EHE)2 O|S35t1 FTDE

ZEELIcH

aluali.  Cloud-delivered Firewall Management Center

CIS€O Devices | Device Management

= Devices

Monitor
Device Management
H;E Insights & Reports b
Template Management
&% Events & Logs 3
Platform Settings
3.;_3 Insights & Reports .
' FlexConfig
Manage Certificates
@ Policies »
™ : — Show less
a8 Objects

l";m Devices

Upgrade

Threat Defense Upgrade

Chassis Upgrade

firepower Management Center0l| A Device Management(C|HO|A #2)Z 0|S&FLCH.

INJ M IV T W
@ CXvWAN-FTD-2
N/A - ROUTED

10.0.0



Device Interfaces Inline Sets Routing DHCP VTEP SNMP
Virtual Router Properties
Manage Virtual Routers These are the basic details of this virtual router.
[ Global W ] VRF Name:

Global

Virtual Router Properties

Description:

ECMP

BFD

3) Add(F7HE SEIgLIct

Equal-Cost Multipath Routing (ECMP)

4) ECMP &23o| o|§& X|HEst

2|5} 04 Selected Interfaces(*._‘i

Select Interface:

1 Search

Fdd ]

Tretier afe 1o ECMP 2on records Add

AL8 FHSE VTI QlEjH0|AE 228

C
Het OIE{m| 0| A) Yol MB35t OK(EQNE S=2IFLICH]



Add ECMP ®

Name
[ VTI-ECMP ]
Available Interfaces Selected Interfaces
ISP1 ISP2-Inst-0 o
ISP2 ISP2-Inst-1 O
ISP1-Inst-0 O
_, ISP1-Inst-1 O

/

8CHA|: BGP T+




1) Routing(2t &) > General Settings(2 gt M) > BGPO|M FTD2| BGP ZZMAE
5

Ct. Enable BGP(BGP & 4d3}) &Qlgte M
Ct. Routing(2+* &) > BGP > IPv4 QIS 2

EH
=0

P2 1EEA 1doll M M 48 AS H
| S &rLct.



Device Interfaces

Inline Sets Routing DHCP VTEP

Manage Virtual Routers

[ Global

<

Virtual Router Properties
ECMP

BFD

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

v BGP

IPv4

IPv6

Static Route

v Multicast Routing
IGMP
PIM

Multicast Routes

Multicast Boundary

Filter

General SV
BGP

Enable BGP: (@ +—

AS Number#*
[ 65532 ]

(1-4294967295 or 1.0-65535.65535)

Override BGP general settings router-
Router Id

[ Automatic v ]

IP Address*

General
Scanning Interval
Number of AS numbers in AS_PATH at
Log Neighbor Changes
Use TCP path MTU discovery
Reset session upon failover
Enforce the first AS is peer's AS for EB
Use dot notation for AS number
Aggregate Timer

BGP community new format (AA:NN)

Best Path Selection
Default local preference
Allow comparing MED from different ni

Compare Router ID for identical EBGP



2215104 Azureol| A BGP 217

2 A3}

= ol
el

Moi M Border Gateway Protocol Process
=l

QJH AJ%
= -

Add Aggregate Address

2) BGP T2 M|A0i| CH3H IPv4 ALS
C|HtO|AE A LCE.
Enable IPv4; @ AS Number 65532
Neighbor

General

Manage Virtual Routers
a

[ Global
IPv4 Border Gateway Protocol Z 2 A|A & 445}
3) + Add(F7hHE =g Lct
/ + Add
Description

Remote Private AS Number
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Add Neighbor ®

IP Address* Enabled address

[ 169.254.21.2 ] (] As override

Remote AS* (] Shutdown administratively
[ 65515 ]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description

(rr 3 )

Update Source:

[ bgpLo-ISP1 —_— ]

Filtering Routes Routes Timers Advanced Migration

Border Gateway Protocol I|0{2! A& A

5) FTD2| BGP Neighbor Z1I|218|0|M 2] Advanced(1 &) A TTL(Time To Live) & =&
eBGP 7|27t 1 ZollM s HEZ BdHE 2 Q& LICH Azure BGP 22 E{'F S S5l Azure
Qlmatof ElX dZAL|X| tom, 7|E eBGP TTL1ELCH O Bf2 E0| ™o Q= &0l Y&Lich
OK(EehE Z=lghLct



Filtering Routes Routes Timers Advanced Migration

[:] Enable Authentication
Enable Encryption
0 v

Password
Confirm Password

(] send Community attribute to this neighbor
(] Use itself as next hop for this neighbor
[:] Disable Connection Verification

@ Allow connections with neighbor that is not directly connected

(O) Limited number of TTL hops to neighbor
TTL Hops

o ]
(1-255)
(] use TCP path MTU discovery

TCP Transport Mode

[ Default v ]
Weight

Lo J
(0-65535)

BGP Version

[ Default . ]

2 2 HOIEQ0| Z2EZ W0 MH

6) 3t EtH| 3-58 B304 ISP1 Instance10d| CHEH Tunnel2E FA48HLICH.

7) 3t9| EtH| 3~58 F | HF5 3104 ISP2 Instancel/Instance1 BGP I|0{& MEE FA8tL|C.

S

1 AzureO +ME I1SP2 2130i OHEE FTDOIA] VTI QIE{H|O|A 0| CHEt Rz S & X
5t Y E BGP YO|0|E HE S MEfsor & LCt.



Add Neighbor ®

IP Address* Enabled address ———
{ 169.254.21.22 ] (] As override

Remote AS* (] shutdown administratively

[ 65515 l

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description

= J )
/‘

Update Source:

[ bgpLo-ISP2 4 - ]

Filtering Routes Routes Timers Advanced Migration

D Enable Authentication
Enable Encryption

0 v

Password
Confirm Password

D Send Community attribute to this neighbor
(] Use itself as next hop for this neighbor
[:] Disable Connection Verification

@ Allow connections with neighbor that is not directly connected

() Limited number of TTL hops to neighbor
TTL Hops

£ J

(1-255)

D Use TCP path MTU discovery

TCP Transport Mode
M_ . . 1

Cancel m

ISP2 QIAEAA 1 BGP |0l Zdxm|2afo|M



Add Neighbor ®

IP Address* Enabled address /

| 169.254.22.22 | () AS Override

Remote AS#* D Shutdown administratively
[ 65515 ]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description

= J

Update Source:

[bgpL0~ISP2 — . ]

Filtering Routes Routes Timers Advanced Migration

[:] Enable Authentication
Enable Encryption
0 v

Password
Confirm Password

[:] Send Community attribute to this neighbor
[[] useitself as next hop for this neighbor

() pisable Connection Verification

@ Allow connections with neighbor that is not directly connected
O Limited number of TTL hops to neighbor

TTL Hops
|10
(1-255)

[:] Use TCP path MTU discovery

TCP Transport Mode
r- . . 1

Cancel

ISP 2 QIAEIA 2 BGP Q1% C|HFO|A 74X 2| 0]4

Address Remote AS Number Address Family Remate Private AS Humber Description

168.254.21.2 B5515 Enabled &0
169.254.22.2 65515 Enabled &0
160.254.21.22 65515 Enabled &0

160.254.22.22 5515 Enabled &0
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Enable IPv4: [  AS Number 65532

Manage Virtual Routers ) o R
General Ne:ghbor Add Aggregate Address Fllterlng Networks Redistribution Rou

[ Global v ]
Virtual Router Properties Setting &
ECMP Learned Route Map
BFD
ot Administrative Route Distances 174
OSPFv3
External 20
EIGRP
Internal 200
RIP
Local 200
Policy Based Routing
v BGP : -
Routes and Synchronization &
IPv4
Generate default routes Mo
IPv6E
. Summarize subnet routes into network level routes No
Static Route
. . Advertise inactive routes Yes
v Multicast Routing
IGMP Synchronize between BGP and IGP systems No
PIM Redistribute IBGP into IGP Mo

(Use filtering to limit the number of prefixes that are redistributed)
Multicast Routes

Multicast B : e
F“Lt';;ca“ aundény Forward Packets Over Multiple Paths &
Number of Paths 1
General Settings IBGP number of paths 1

BGP

Forward Packets Over Multiple Paths(042{ Z2 & Sal miZ! TE) M™

2) Number of Paths(@Z £) Z2E 7|22 101M 42 HEELICH OK(EQ)E E3I8tLIC.



Edit Forward packets Over Multiple Paths @

Number of Paths

E

IBGP Number of Paths

K

Change Forward Packets Over Multiple Paths(042{ ZZE &3l miZ! ME #HE) ™

TFO0| &r2E|H FTD BGP ZZ M A|M ZF E{E 2| 5 Azure QIAEIAQ} I|0|H QI M E M5
0 ZB2E st&stn QIE{HO|AT 2 S5tH T2 EZ ¢4Z40| 42 H|o|Eof gtetr|= K| = QlghL
C}.

2 &k | system support diagnostic-li7 EF AH| 0| A == 8 CHE FTD CLIOIA O|S&FLCt.

1) 5[ BGP 21K ClutO|A7F 7hS & MF AL = MELICH

<tfroot>
>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ftd#

ftd#

ftd#

show bgp summary

BGP router identifier 169.254.22.100, local AS number 65532
BGP table version is 29, main routing table version 29



2 network entries using 400 bytes of memory

8 path entries using 640 bytes of memory

2 multipath network entries and 8 multipath paths

1/1 BGP path/bestpath attribute entries using 208 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 1272 total bytes of memory

BGP activity 4/2 prefixes, 16/8 paths, scan interval 60 secs

Neighbor V AS MsgRcvd MsgSent Th1Ver InQ OutQ Up/Down State/PfxRcd
169.254.21.2 4 65515 20 17 29 0 0 00:13:14 2

169.254.22.2 4 65515 20 20 29 0 0 00:13:22 2

169.254.21.22 4 65515 19 21 29 0 0 00:13:19 2

169.254.22.22 4 65515 20 19 29 0 0 00:13:17 2

ftd#

© ©

2) Azuredi M 22 A27| CHE B2 FEE EA|L=X| #elgh|ct

<#froot>
frd#

show bgp

BGP table version is 29, local router ID is 169.254.22.100

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*m 10.2.0.0/16 169.254.21.2 0 65515 1
*m 169.254.22.22 0 65515 1
*m 169.254.21.22 0 65515 1
> 169.254.22.2 0 65515 1
*m 172.27.0.0 169.254.21.2 0 65515 1
*m 169.254.22.22 0 65515 1
*m 169.254.21.22 0 65515 1
> 169.254.22.2 0 65515 1

3) 2t H|o|E M2 7IE FH gLt

<tfroot>
ftd#

show route bgp

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2



*

ia - IS-IS dinter area, - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 172.31.3.33 to network 0.0.0.0

B 10.2.0.0 255.255.0.0 [20/0] via 169.254.22.22, 00:20:53
[20/0] via 169.254.22.2, 00:20:53
[20/0] via 169.254.21.22, 00:20:53
[20/0] via 169.254.21.2, 00:20:53
B 172.27.0.0 255.255.0.0 [20/0] via 169.254.22.22, 00:20:53
[20/0] via 169.254.22.2, 00:20:53
[20/0] via 169.254.21.22, 00:20:53
[20/0] via 169.254.21.2, 00:20:53

4) BGP M|4dof| CHEr 214 Eo|= & =g Lict,

<#root>
frd#
show conn all | include TCP| 179

TCP ISP2-Inst-0 169.254.21.22:179 bgpLo-ISP2 169.254.22.100:1603, idle 0:00:10, bytes 1517, flags UIO
TCP ISP2-Inst-1 169.254.22.22:179 bgpLo-ISP2 169.254.22.100:41883, idle 0:00:01, bytes 1486, flags UI
TCP ISP1-Inst-1 169.254.22.2:179 bgpLo-ISP1 169.254.21.100:3804, idle 0:00:53, bytes 1467, flags UIO
TCP ISP1-Inst-0 169.254.21.2:179 bgpLo-ISP1 169.254.21.100:61287, idle 0:00:04, bytes 1331, flags UIO
TCP bgpLo-ISP1 169.254.22.2:179 NP Identity Ifc 169.254.21.100:3804, idle 0:00:53, bytes 751, flags U
TCP bgpLo-ISP2 169.254.21.22:179 NP Identity Ifc 169.254.22.100:1603, idle 0:00:10, bytes 844, flags
TCP bgpLo-ISP2 169.254.22.22:179 NP Identity Ifc 169.254.22.100:41883, idle 0:00:01, bytes 751, flags
TCP bgpLo-ISP1 169.254.21.2:179 NP Identity Ifc 169.254.21.100:61287, idle 0:00:04, bytes 639, flags
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