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* Microsoft Azure VWAN(Virtual Wide Area Network)
+ Cisco FMC(Secure Firewall Management Center)
» Cisco FTD(Secure Firewall Threat Defense)

ANEBEE 74
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 Cisco Secure FTD H{%& 10.0
« Cisco Secure FMC K71 10.0
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Microsoft VWAN(Azure Virtual WAN)S 021 Azure HIERZ, Eot L Bt*E 7|52 B §E F
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7|& 27| A =EEQIE |Psec VPNt & 2| Azure vVWAN Site-to-Site VPN 70|

£ |P &4 4 BGP(Border Gateway Protocol) I|0{2! A7} Q= &d-EM QIAEHA &
(Instance0 & Instance1)2 2 FFELIC 0|53t L FIt ME2FE ¢
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&5l FTDOIM Yx|5H= VTI(Virtual Tunnel Interface), IKEv2(Internet Key Exchange Version
2)/IPsec B 1% ZZ ECMP % BGP I|o{&S FA&LICtH

CHOJo{ 134

| 2 Mol dHE Mol EEZXIE E0{ELICt B DIA(Direct Internet

Clolo{age o
Access) #Hd HE2 FTDH U= stLte| 2 QIEH O|AM F Azure S 2 F 7S LICtH

Azure®t FTD Zt2| B+ DIA &3 vWAN @1Z3(Azure 2= g A/0|F 3}

Azure
vWAN

ActivelActive @.

BGP Endpoints
Instance0 - 10.2.0.12/32 _ [
Instancet - 10.2.0.13/32  aial

Loopbackl
bgpVPMNBranchLo
10.50.1.2/32

¢\? “oﬂ\
301\:0'" QBGP

outside
interface  *
DHCP
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_SBervers FTD
Branch Site
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1CtAH|: Azure VWAN/E{E T4

HAHE &2 ol FTDE Azure VWANO] @145 O

1. 0| B9 Zdm|2gio|M = A9
Q8 EHAIE NMZEhL|cH Hag|o|Mel 5240 CHsH 2ol 2 2424 Microsoft2| Azure



E HZXAAL.

vWAN HEME 2 Z5HAA|L. Azure Virtual WANO|ZH? F7F 2 M

1EHA|: VWAN A A

a) VWANZ A 5t2{ Azure A & X0l M Virtual WANs(7FH4 WAN)

Services (3) Resgurce Groups (1) Filters

Azure services

Services (3]
| ! @ virtual WANs
Virtual WANSs = Arure VMware Salution

Create a

b) + Create(‘'dA)E 2=/ LIC}.

No virtual WANSs to display

Create a virtual WAN to get started. Next, create sites in your virtual WAN and connect them to virtual hubs in your
preferred Azure regions. Within your virtual WAN, you can also connect hubs to your existing virtual networks.

SN ...

c) Ml VWAN QIAEIAO| O|§ 2 235t Review + createE 2 2!8t CtS O AL LHQ| Review +

Create(AE + ¥4) H O|X|0{| M Create(M )& 2 =g LICt.


https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-about
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-about

Create WAN

Basics  Review + create

The virtual WAN resource represents a virtual overlay of your Azure network and is a collection of multiple resources. Learm

Project details

Subscription *

Resource group ™
Create new
Virtual WAN details
Region ™
Mame * CX-vWAN
Type ©

Review + create Previous Mext : Review + create >

&1 ololx|el odz] E=of U 2

[E CHFE S

HH
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2 0| EXE HlAlst7| 2Iet o=
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A



» VirtualWanDeployment | Overview

Deployment

I}? Kearch | X « [l Delete (O Cancel ™ Redeploy < Download () Refresh

. Overview

@ Your deployment is complete

3] Inputs
o Deployment name : VirtualWanDeployment
e L)
= Outputs Subscription
2 Template Resource group

> Deployment details

" Mext steps

Go to resource

2CHA|: VWAN &2 MM

a) Connectivity(231Z4) > Hubs(5{E)Z 0|S 35t + New Hub(Ai 31E)E 2 2IFLICt

. CX-WAN | Hubs %

" wirtual WAN
A Search | 3 + MewHub () Refresh
i Dol /
| & Search for hubs by n.. Clear all filters
B Activity log
Fo Add filter
e Mecess control (JAM]) v
@ Tags Huk Hub status
# Diagnose and sobe problems No results

2. Resource visualizer
w  Settings
&= Configuration
Il Properties
£ Locks
» Connectivity
.
f VPN sites
& User VPN configurations

A ExpressRoute circuits

Regic



b) &7t ol CHEt REMIEH LHE 2 Azure ©BEME FHESHAAIR. B E §E 71 F4 37H0|
LHE F=A 27t Ax|X| SHEX| & QI5HAA|2. Name(0]&), Virtual Hub(7H4 1), Hub(31£) 2t
PE 38 HMYES FHFLICE Next(CHS)E 2=/8LICt AO|E Cf AIO|E >,

T XN | Hubrs

Create virtual hub

Project details

Tha husb will B created under the same subscription and resgurce group a5 the VWM. o
Subscription

Rerbiirtn gjroug

Virtusl Hub D#taily

Hame * L R e —
Hashy prvaie address space ™ HZ200ME  elf—

Virtual halh capacity =

ﬂ Ceeatirng 4 Bub wath & Qabewiry will lake 310 vl

.

c) MZE Z=oi cHst XEMIBH LHE 2 Microsoft Azure vVWAN 2 dBEME & E5HAAIL. Site to
Site(VPN H|O|E9|0|)E H45tEi™ Yes(0i)E E =2 & LICt. RFC(Request For Comments) 6996
Defining Private Use AS Reservation0i| A IETF(Internet Engineering Task Force)ol 2|3l &S El 7|
2 BGP AS(Autonomous System) % = 655152 LIC}.

S

HIO:FMCOHAM &% ZAm|agio|M EHAHE 25 BGP ASE 7|S&LICH.



Homa - CX-viNAM | Hubs

Create virtual hub

Buics  Sitetosite  Porttoute  Dxprenfoule Tage  Revew s creste

Vou will seed 10 enable Soe 1o ste (VPN gabiwary] Eloee connecting i VPH sies. You can & this afoes bub oreaton, bt
dhoing i e will e teme andd reduce the risi of servace imemeptions biter. Leam mone o

D yiru maril 1 reate a Site b ute 0PN (D

1 1
falewy) Copisd

A% Mumber 5515
Gatrminy béabe oniti *

Bty prefeierde B Microsai network () Inmemer

D Creating s bub with & gatewsy will Lake 55 maestes

[ Frovious | | Hest:Peinttoute s |

S2Us7iLL CHe 2 BRHLIC NN XS T8 A0S >8 JH2IZLIC
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d) 22f0| & I=|P Create(‘di4)
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Home - CX-¥WAN | Hubs

Create virtual hub
m Validation pasied

Basics  Sitetosite  Pointtosite  ExpressRoute  Tags  Review = create

Thi hiuks weill e oreated under the same subseription 3md rescurce group as the WAAN,

Basics

Regicin

Hame CH-wAN-Hub
Hub precste address space 10200018

Virtual hub capacity
Hub routing preference

Site to site
Site b2 5ite (VPN gateway) Enabled
AS Numiber B5515

Gateway teale uhing

Point to site

Point to site (VPN gateway)

ExpressRoute

ExpressRenite gatewy

Tanx

) Creating & hub with & gatevway wil take 30 manutes

Nt Downdoad a template for sutomation

e) 7E0| 22 | Y VWAN Z|AA O|ES HMEILICH ZM HOE of F5/3{H 2|AAE 2
215t}
=] .

FHome
w VirtualHubDeployment | Overview
- Drglayment
F£2 Search 4 [i] Drelete " Redeploy | Download ) Refresh
L Overview .
4 @ Your deployment is complete
o Inpats
= Deployment name ; VirbualHubDeploymaent
i= Outputs Subseription
% Template Brsource group

* Deployment details

“ Mext steps
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All [99+) Services (3) m Filtars +4
wity

Resources (1) Soe all

™ CH-vWAN virtual WAN

2EHA|: Azure VWAN VPN AFOIE 1M
1E-H|: Azure VWAN VPN ALO|E BHE7|(#Z FTD & X|)

a) Connectivity(21Z2) > Hubs(d1E)E Sl & s{=0l =245t O[T EtAH0|M Mt 5{EHE
E.EI%I-L||:|.
= 14 .

Microsoft Azure

Home . CX-vWAMN

_____ . CX-vWAN | Hubs =
P Wirtual WAMN
= Search - 4+ MewHub () Refresh
A Overview E -
&2 Gearch for hubs by n Clear all filters
B Activity log
T add filter
Ao Access control (LAM) =
’ Tags Hub Hub tatuz
¥ Diagnose and soive problems & CX-vWAN-Hub Succeeded

Y. Resource visualizer
 Settings
& Configuration

I preperties
i Locks
w Connectivity
| & Hubs

b) Connectivity(21Z2) > VPN(Site-to-site)(VPN(AFO|E CH AtO|E)2 Z =I5t + Create new VPN
site(M VPN ALO|E A& S 2IFLICH



Microsoft Azure (| Search resources, services, and docs

Home . CX-vWAN | Hubs . CX-vWAN-Hub

@, CX-vWAN-Hub | VPN (Site to site) =

Wirtual HUB
|,’-‘ Search | L J Download VPN Config || PacketCapture [i] Delete gateway ()} Resetgateway [ Monitor Gateway -~
& Overview - Essentials
~  Connectivity Gateway configuration
' VPN (Site to site) NAT Rules
A, ExpressRoute VPN Sites  Metrics
&' User VPN (Point to site)
> Routing F Search this page Clear all filters
> Security Hub association : Connected +? Add filter
> Third party providers VPN Sites (D
> Manitor 0

Check active filters when searching for a WPM site. VPN connectivity status might take a few minutes to refresh.

4+ Create new VPN site & Connect VPN sites g% Disconnect VPN sites () Refresh
Site name T4  Location TL  Cloud

Mo results

L4 Zoof ghe YLIch SR EM Ohge 228U @3 > ¢o= olsEL



Home . CX-vWAN | Hubs . CX-vWAN-Hub | VPN (Site to site)

Create VPN site

Basics

Project details

Subseription

Resource group *

Instance details

Region *
Name * [ ven-site ]
Device vendor * | Cisco ) |

Private address space

0 You can also work with a Virtual WAN partner to create multiple sites simultaneously, Learn more.

dy 2+ 33 ™E % |248tL|C}. Link BGP Address(23 BGP F&4) & Link ASN Z =& Azure?t

Site-to-Site E{'2 2 S35 F&El X|At AFO|EO]| /U= LHF E'Ed BGP Layer 3 L& =4 & BGP AS
HS E HAELICH @3 BGP F4AE oMo R EE SHE ME T4 37t MEH 2R = AR
x| e °“— MEL = 4/32)LICH Azure= BGP WIO|HE HAZA3H7| ?laH /32 B2 2 MxIFLICH &

3 IP #24/FQDN2 IPsec/IKEv2 @122 Z2H|X{'Jst= O] Rt EMX| AfO|EE 0|S5t= Ef

Zlo| 9|F &l 2flofof 3 CH&! IP FAQILICH

S 74

&1 Efd F401 169.254.21.0~169.254.22.255 |0 FAE =
At&ofl Chsli Azure VPN H[O|E2]olofl CHEF BGPE Fd5t= &'HE AESHOF FLICH



https://learn.microsoft.com/en-us/azure/vpn-gateway/configure-bgp?pivots=azure-portal
https://learn.microsoft.com/en-us/azure/vpn-gateway/configure-bgp?pivots=azure-portal
https://learn.microsoft.com/en-us/azure/vpn-gateway/configure-bgp?pivots=azure-portal
https://learn.microsoft.com/en-us/azure/vpn-gateway/configure-bgp?pivots=azure-portal

Home . CX-vWAN | VPN sites

Create VPN site

Basics Links  Review + create

Link Details ©

Link name Link speed Link provider name

Link IP address / FQDN

Link BGP address

Link ASN

[ single-dia-tink v | | 1000 | [ provider

||

v | [ 105012

| [ ess00

I I |

/|

© You can also work with a Virtual WAN partner t

| Previous || Next : Review + create >




Home - CX-vWAN | Hubs . CX-vWAN-Hub | VPN (Site ta site)

Create VPN site

@ validation passed

Basics  Links  Review + create

The hub will be created under the same subscription and resource group as the WWAN,

Basics

Region

Mame WP -Site
Device wvendor Cisco

Private address space

Links

Link name single-dia-link
Link provider mame provider

Link spead 1000

Link 1P address / FQDMN

Link ASM 65500

Link BGP address 169.254.10.2

) You can also wark with a Virtual WAN partner to create multiple sites simultaneously. Learn mors,

f) VPN AIO|E 2 =0| 2t2 £|H yWAN &2 HI|ado[42 2 CtA| 0|SErLCt



Home

A VpnSiteDeployment | Overview

Deployment

|/’.‘ Search | ER [i] Delete I~ icel "t Redeploy - Download () Refresh

2 Overview

3 Inputs

Deployment name : VpnSiteDeployment
= Outputz Subscription
R Template Resource group

> Deployment details

" Mext steps

Go to resource

I 1 vWan et .

All [959+) Services (3) Resources (1) Filters +4

ity
Resources (1)

See all

&% CX-YWAN Virtual WAN

2CHA|: Azure VWAN Site VPN Of7HE4 4 44

a) Connectivity(212) > Hubs(s12)& Sall & E s1=0i =45t o™ ErA oA 4

gL

@ Your deployment is complete

&t

S{EHE



Microsoft Azure

Home . Cx-vWAN

% CX-VWAN |Hubs

" Wirtual WaN

|j—‘ Search | 4w + NewHub () Refresh

3

Owverview

|j-‘ Search for hubs by n... Clear all filters

Activity log
*o Add filter

=
'QR Access control (LAM)
\ 4

Hub Hub status
Tags

¥ Diagnose and solve problems H CX-vWAN-Hub @ Succeeded

. Resource visualizer
~ Settings

&= Configuration
il Properties

£ Locks

~  Connectivity

‘@ Hubs

b) Connectivity(23Z) > VPN(Site to Site)(VPN(AIO|E CH AFO|E)S E CtA| 0|S35t1 XE 2 &l5104
&2 A4 & X|ZLct 9120 ZZI AMO|EE & = U= Z2E ZHZ.

Microsoft Azure (0, Search resources, services, and docs ({(

Home . CX-vWAN | Hubs = CX-vWAN-Hub

B CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB

£ Search | G« 4 Download VPN Config || Packet Capture [i] Delete gateway () Reset gateway [N Monitor Gateway -
‘@ Owverview  Essentials
~ Connectivity Gateway configuration

Ei° VPN (Site to site) NAT Rules

4. BxpressRoute VPN Sites  Metrics

&' User VPN (Point to site)
> Routing F Search this page Clear all filters
> Security Hub association : Connected F add filter
» Third party providers VPN Sites (D
7 Maonitor

Check active filters when searching for a VPN site. VPN connectivity status might take a few minutes to refresh.



E ¢oi7)

|I11
i

c) O|&of 7+ AE VPN AtO| | & QlEtE MEHE CHF Connect VPN sites(VPN ALO|
A

ZEIgLICH 2248 AMOo|ET} d HEl = 2d

statas i Connectivity status

# Create new VPH sise (# Connect VPN sites | o7 \
Page: |1

\ Site name 4 Location *,  Cloud provider ti  Connection Provisioning
B 5 ven-sne i Not connected 0 Status met svailable

d) 97 AHO|E &1 =20 T'0| LIEFLICH PSK(Pre-shared key)2 2235t 2lots 1EHA
IKEv2 & 2EHA| IPsec M E FAEILICEH IPsec EELCHR F S0 A Custom(AFR A X&) MEY
5t gtol Xts2 2 MAEILICE O] k2 FTDOIM Yx|alof StEE 7|5

PFS(Perfect Forward Secrecy)& #5t=X| ME4GHOF & LICH B2 7|g H{H0I2 2 MHE
A FHELCH 22 E|H 28 E=lstod Au|asolMdE MHEELICH

sl EL|C}. =8t

SEL

1 XEAIEH LI 2 Default vs. Custom IPsec Policies Azure VWANE & =5 A AL,

=



https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-ipsec
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-ipsec

Connect sites X

Virtual HUE
Security settings
Pre-shared key (PSK) O rearsnsmnnnne
Pratocol IKEw1
IPsec (O Default
ﬂ- When using custom [FSec/IKE policies, please enswre that the custom settings are
appropriately configured on the on-premise device for both initial tunnel establishment
and rekey,
S Lifetime in seconds * (0 27000
IKE Phase 1 (@ Encryption * Integrity/PRF * OH Group *
GUMAES256 ~ SHA3BE DHGroup2d -
IKE Phase 2(ipsec) (0 IPsec Encryption * IPsee Integrity * PFS Group *
GCMAES256 GCMAES256 NOME
Propagate Default Route (O Enable
Use policy based traffic selector (0 Enable
Canfigure traffic selector? ves  (JEEED
Connection Maode (& Initiator Only  Responder Only

These sites will be connected to the [CX-VWAN-Hub] hub.

Site name T4 | Region TL

E t VPM-Site eastus

e) HIO|EQ| 0|7t AO|O|E SUS LEl= HET olld 2= Alzhnt &7 EAIELICH

Home . CX-vWAN | Hubs = CX-vWAN-Hub

B CX-vWAN-Hub | VPN (Site to site) =

Virtwal HUB

|;.- Search + ¢ L Dewnload VPN Config |-l Packet Capture [0] Delete gateway ") Reset gateway E Monitor Gateway -~

& Owerview ) This gateway is being updated. It may take upto 30 minutes for the update

 Connectivity

3EHA|: Azure VWAN AIO|E BE{d +H CIREE



a) 0| ES0|7} MHIO|EE|= S VPN ZI|agfolde C2EEE = J&LICH

Home - CX-vWAN | Hubs = CX-vWAN-Hub

i CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB \
3 |

| X Search I + Download VPM Config

& Uverview ) This gateway is being upe

~  Connectivity

# Essentials
I E- VPN (Site to site)

z. Download Site-to-Site VP... X

0 CH-vWAN-Hub

(®) Create new () Use existing

ﬂ The file is ready to download

| o

i
— ICIlck here to download I

VPN ALO|E 7L e 44 o7 (Z|o{ F4, BGP AS #H1E 2 PSK)7t CH2 2 = E[TH 3EHA|of
M FTDOIM LRlstE RAE FEste ol SLet 2L0] AFSELICH

o ==

3EtA: FTD Zix|22|o|M
1EtA|: Azure VPN 7143 B2 A4

a) AzureOil M CH2 ZE8F VPN 78 It U S JLICH EAZE S 5E £330 fASIH R HE
£ HM3gfch.

S
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"configurationVersion": {
"LastUpdatedTime": "

"Version":

"BgpSetting": {
"Asn": 65500,
"BgpPeeringAddress": "10.50.1.2"
1,
"LinkName": "single-dia-Tink"
1,
"vpnSiteConnections": [
{
"hubConfiguration": {
"AddressSpace": "10.2.0.0/16",
llReg_ionll: m

1,
"gatewayConfiguration": {
"IpAddresses": {
"Instance0": "57.x.x.x",
"Instancel": "52.x.x.x"
}
"BgpSetting": {
"Asn": 65515,
"BgpPeeringAddresses": {
"Instance0": "10.2.0.12",
"Instancel™: "10.2.0.13"

}
}
}’
"connectionConfiguration": {
"IsBgpEnabled": true,
"PSK": "

"IPsecParameters": {
"IpsecEncryption": "GCMAES256",
"IpsecIntegrity": "GCMAES256",
"IkeEncryption": "GCMAES256",
"IkeIntegrity": "SHA384",
"PfsGroup": "None",

"DhGroup": "DHGroupl4",
"SADataSizeInKilobytes": 0,
"SALifeTimeInSeconds": 27000
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LIS +MHEl= 2 VTIoE SHEMRI Bl AAT ZHRSIE 2 F I OIE{H| 0| AT} HA FHEE]
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a) Devices(C|HFO|£) > Device Management(C|HFO|A £ 2[)Z2 0|5 &L},

alali.  Cloud-delivered Firewall Management Center
CI5CO Devices | Device Managemeant

= Devices =X
Monitor
Device Management + | Upgrade
&% Insights & Reports b
Template Management Threat Defense Upgrade
&% Events&logs b
Platform Settings Chassis Upgrade
f_f'f._." Insights & Reports .
i FlexConfig
Manage Certificates
LB Policies >
. . — Show less
2"  Objects

l".m Devices

S -

1 ol AaoME ECIRE 7|8 cdFMC(Firewall Management Center) & A& & LIC}.
a2t 2=z 80/A FMCe| BHAHleE SgtLct.

b) EZHX|/AO|E VPN C|HIO|AZ FAJ& FTDE MEHEFLICY.

TR T S R AL

— FTD
[ ] @ , 1- 10.0.0 Firepower 1010 Threat Defense
— N/A - ROUTED



c) Add Interfaces(Q/EAH|O|A F7I) EECHR Hf+& =6t Loopback Interface(F Z 8 Q& T
O|A)E S 2IFLct.

FTD e

Cisen Frapowes 1000 Theest Datenss

Device  IMerfaces  IndineSets Routing DHCP  VTEP  SNMP

% Search by name Sync Interface Add Interfaces

Sub interface

Interfaces | Virtual Tunnels

Interface Logical Mame Type Security Zones MAE Address [Active/Standy] 1P Address PathMonito... PortMode  VLAN Usage Switch.. Virtual Ether Channel interface
Bridge Group Inberfac

[@ raanagemenint management Prhysica Dirssbled Global pRSR e
WLAN Interface

[ Exheanettit Cutside Physicas Outside_Zene Disabled » Glopaa| © A
Virtual Turned Interface

[ Exheanentiz oME Physica DMZ_Zone 172.19.20./248(5tatic) Disabled » Global

[ Exnesneniia Inside Physicas Inside_Zeng 2GR 202 Satic); Désatlod > Globad
VNI Interface

[ Frhanatitd Physical Disatiod Accoss 1 -

= I HH {IH|O| A0 O|E, 2=l |p Al MAEE X|&EtL|C} IPv4E Z2I8tLICH
d) & OlE{H|O|A0] O|E, R N Ol A= X LiC v4E S = LILCT.

Add Loopback Interface ®

Generalt IPvd )IPVE

Mame:

| bgpVPMNBranchlLo

Enabled

Loopback ID: *

- .
{1-1024)
Description

Branch Loopback for BGP
neighboring and VPN termination
from Azure

e) IP 80| Use Static IP(LH IP AF2)E HO|E|=X| = l5t1, Link BGP Address(2'3 BGP
FA)E 2EHA|, 1dol M HE CHE =38t 2 2E3 VPN -‘r“g JSONO1| A O|7of| 2|t
8= 7|_§||'-7F-gal' = 9&'@ l—| |:|' vpnSiteConfiguration.BgpSetting.BgpPeeringAddress

S

27 RFC 1918 T4 27 Lol M /32 OtATE FTAE HolgtLct.

=




Add Loopback Interface ®

General IPwd IPvE

IP Type:
| Use static IP — " |
IP Address: _-""‘--..______

| 10.501.2/324 I

&g 10268 L2558 255 255.0 ar 182 768.0.1/24

Cancel

f) Save(XM&)E S=IFLICH

Q search Deploy C 0O ©® |

You have unsaved changes m

EHA: 1EA 2 A ER IR 7o

a) FTD VPN EZZX|of 88 FMCo| Yx|stE IKEv2/IPsec ZAI|1B|0|MHE T Adted™
Manage(Z2l) > Objects(7HA) 2 0| 35t1, 1% H|F0ilM ofeiE AFESH0{ VPN E 0[S Et Ct
2 59 HiwE & ELch HFolM IKEV2 Policy(IKEv2 )& MEISH T Add IKEV2
Policy(IKEv2 & &7} & 22/5104 IKEv2 Phase 1 Policy(IKEv2 1EH74| H&)& 7 H&tLICt



IKEv2 Policy W A cevz poicy [N
Paolicy List — -~

P
Port Internet Key Exchange (IKE) is a key management protocol that is used to authenticate IPsec peers, negotiate and distribute IPsec encryplion keys, and automaticalty establish IPsec security
associations (SAs). IKEvZ proposal, you can select multiple algorithms and modulus groups in one policy
*  Prefix List
Route Map
Hame
> Security Imelligence
Sinkhole AES-GCM-NULL-SHA
SLA Monitor AES-GCM-NULL-SHA-LATEST
Time Range
AES-SHA-SHA
Time Zone
AES-SHA-SHA-LATEST
Tunnel Zone
UEL DES-SHA-SHA
Variable DES-SHA-SHA-LATEST
Variable Set Urnbirella-AES-GCM-256
WLAN Tag
v VPN
Certificate Map
Custom Attribute
Graup Policy
IKEV1 IPSec
Praposal
IKEv1 Palicy
IKEv2 IPsec
Praposal
IKEw2 Policy
Secure Cliant . 3
Customization Displaying 1= 7 of 7 rows 4 Page| 1 of 13

Secure Client File

=2 2245t 1 Priority(RM=9l) YEE Lifetime(3)S MEHEFL|CH T=H
o] —'?—75“5', of %if PRF %! DH(Diffie-Hellman) 1 &2 2t245t0] E{'do| &% T oM UxISt=X] &
OIBILICH Azure TAITH U%|A|Z MUE A TE|E/O8 QAS Metst T (72 S8LICH

S

11: vpnSiteConnections[0].connectionConfiguration.IPsecParametersi| A Ct 2 2 = &
A
o

=t
=
FA ok LHoJ A o|{8t MetsE ZF2 &t xR s & &Lt



New IKEv2 Policy ®

Mame:*
[ Azure_|KEv2
Description:
|
Priority:* 11-65535)
[ |
Lifetime: seconds (120-2147483647)
[ 3600 ‘
Available Algorithms Selected Algorithms
| Integrity Algorithms | [ mos | [ sHA256 o
Encryption Algorithms SHA
PRF Algorithms SHAS12
Diffie-Hellman Group
SHAZE4
NULL

c) Zx|12f|o|MH0| 2t 2 £|H Save(MEH)E =T LICH.



Edit IKEv2 Policy ®
Name:*
r Azure_IKEvZ
Description:
Priority:* (1-85535)
- - .
Lifetime: seconds (120-2147483647)
r 3600 ‘
Available Groups Selected Groups
. Integrity Algorithms ' 1 Add , 14 0
Encryption Algorithms 2
PRF Algorithms 5
Diffie-Hellman Group
15
16
19
20
Cancel

d) IKEv2 IPsec Proposal(IKEv2 IPsec A|2t) 52| M0l A Phase 2/IPsec OH7H =& F4dst1

Add IKEv2 IPsec Proposal(IKEv2 IPsec At F7})

£ =gt



Polcy List
Pont
¥ Prafix Lig
Aoty sy
¥ Security inteligance
Sinkhole
SLA, Mionios
Tisnt Rangs
Tiersh Ttk
Turrsl Lone
LIRL
Wairiabie
Waliabiy St
VLAN Tag
]
Cendicale Map
Cushoem Anbute
Oroun Pollcy

THEW 1P g
Froposal

IKE%1 Pokcy

IKEV2 IPaee
Frogasal

L P

e) IKEv2 IPsec A|gtMQ| 0|2

ZEELIcH

S

Fo: 22 st Adujadold oo o 2t 2

IKEvZ IPsec Proposal

PR PpUrity BEBoCIlion Frges
Hash Algarithems ae allowe, Dy

Hame
AES-GCM
AES-SHA
DS _SHA1

Umibrella-AEE-OCM-256

=2 O

X|Est

a

=
S

ol
=

ey Wit ESAKMAP, (R PS5
vg IKEYZ negotistions, e peg

rot

S B pArLicidar proy

p2T BN MO BEEEOp!

o] Lxlste x| &
SEI

vpnSiteConnections0].connectionConfigur ation.| PsecParameters

54l 15 PrOfBct & par

T T —

ulde cats Fiow, In IKEvE IPsec Propossl obiect, vo

p Sptioers Thal sach supgsert
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Edit IKEv2 IPsec Proposal ®

Name:*
[ Azure_IPsec ]
Description:
| |
Available Algorithms Selected Algorithms
[ ESP Hash | | | [ Add | [ Aes-cem-256 o
ESP Encryption AES-256

AES-GCM-192

AES-192

AES-GCM

AES

3DES

DES

4CHA|: AzureOf CHEF EoF odd 12

a) Manage(& 2l) > Secure Connections(= ¢+ 2123) > Site-to-Site VPN & SD-WANS 2 0|S & L|C}



Monitor
ﬁf Insights & Reports
ﬂ Events & Logs

.'fE.’ Insights & Reports

Manage
@ Policies

%= Objects

e, Devices

>

b

Secure Connections

b4

Site-to-Sita VPN & SD-WAN

&' Secure Connections

Salect...

Reamaote Access VPN

Dynamic Access Policy

&7toll = =71 VPN Topology(VPN EZZX|) 74
5t

sto|lH2I3 & 225t MLt Add(F7HE 2

Last Updated: 05:20 PM m MAT Exemptions

() Refrash

it

c) Azure Instance00i| CiEt & #Hml| E{de| EE=ZX| 0|§2 U™
Eg 22/8l1, Peerto Peer VPN EEZX| R E Z 2/}

EP.

Mo VPN topologies are configured. Create a VPN Topelogy.

%}_n_ Route-Based VPN EI-IZIC> =3



Create VPN Topology

Tepology name *

Azrure-VTl-Instancel 1.____________

VPN Type

New -

) SD-WAN Topology {'

|
Wi ]=h b t
Sglact VPN Topology

@

e

2

Route-Based VPN

Salect VN Topology

() @ Hub and Spoke

Prarequisites

I -@- @ Peer o Pear |

() Policy-Based VPN

Salect VPN Tapology

&
&
@

n SASE opology cannal

ba selecied bocauss

* Refresh

Create

Cancel

d) == A0{| A Device(C|HIO|A) EECHR S8 26t AHu|ado|ME #5E OiLIX|=

FTD/FTD HA-Paire| O|&§ 2

Edit VPN Topology

Topology Name:*

[ Azure-VTI-Instanced |

Metwork Topology:

Point to Point

IKE Version:* [ IKEW1 IKEvZ

Endpoints IKE IPsec

Mode A

Dovico®

e

aAdvanced

[FTD 4

Virtual Tunnel interface:*

__..---'"""""——_.

*J
-]

+-

|_, Tunnel Seurce IP is Private

[ ] send Local Identity to Peers

» Advanced Settings

Edit VTI

LICt = E BE
_I

AE+ OtO|2E

MNode B

Device:*

Azure VWAN QIAEIANM SEEE EEZX]
o| 44 2174 To|= 2 Device ESCIR S E0i| M Extranet2 MEASILICH CIS2 2, - E AQ| &

|
VTI(Virtual Tunnel Interface) EECHR S5 |0 2ot

[ Extranet 4

Device Name*:

__..---"'""""_'.-

a

[

Endpoint [P Addrass®:

l Primary IP=, [Backup Peer IPs]

J




e) 3 Hml VTI0| Name(O|&)2 |3t Enabled(& &3HE)QIX| = IEFLICH VTIO A

=
—_ o
<ioh 31 BT, B AAE BTHH, QT CEOIR SR0IM P FAE M

Add Virtual Tunnel Interface ®@

Tunnel Type

Mame:*
[ Azure-VTI-0 -

— -

Enabled
Description:

| |

Security Zone:

[ Azure-Spoke-Zone =

—d

Priority:
[ o J {0 - 65535)

Propagate Security Group Tag:

Virtual Tunnel imterface Details
An interface named Tunnel<ID> is configured, Tunnel Source is 8 physical interface where VPN funnel terminates
for the VTI.

Tunnel ID:#*

[ 1 ] {0 - 10413)

Tunnel Source:* / /

[ Ethernatl/1 (Qutside) r w J [ Dynamic a " ]

f) 23 CFS Borrow IP (IP unnumbered)(IP H1% Q12 X)) 2tC|2 H{E 0| MEHE|R
2 LEZ EELR SS0M SUSt FxUg MENFLICH 2EE[H OK(EQ)E E=ILICH



Virtual Tunne! interface Details

An interface named Tunnel<ID> is configured. Tuhnel Source is a physical interface where VPN tunnel terminates
for the VT,

Tunnel 1D:*

[ 1 | (0 - 104713)

Tunnel Source:*

[ Ethernet1f1 (Qutside) w ] [ Dynamic v ]

IBsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPvd and IPvE addresses accordingly.

IPsec Tunnel Mode:*
@ Ipva O pve

IP Address:*

O w/ 169.254.2.1/30 0
(@ Borrow IP (IP unnumbered) || Loopbackl (bgpVPNBranchLo) -+

—

Cancel

Virtual Tunnel
Interface Added

VTl has been created successfully.
Please go to the Device = Interfaces
page to delete/update the VTI.

g) VTIZt LD MEE Foll= EHE &4 1P FA(MQ] QUEH0|A FATF DHCPOIM A2 X|H

—

AECR MAUE)E 2502 HSD, = B CIHHO|A 0|8 U QIARIA CEQIE P FAT} T

ME|od= x| BHOI3HL|C}. o2 5|04 |KE =4S Z2I8tL|c}

S

ok

21 ChR2Z 8 41|32 0|M mod| A Instance0 Endpoint IP Address Zf S
9/! = l—| E|'. vpnSiteConnections[0].gatewayConfigur ation.l pAddr esses.| nstance0



Edit VPN Topology

Topology Name:®

Arure-VTI-Instanced J

Metwork Topology:

Point to Point

IKE Version:* | IKEw1 IKEv2

Endpoints IKE IPsec Advanced
R
Device:*
FTD w ]

Virtual Tunnel Interface:*

. Azure-yTI-0 - ] |

I Source IP is Dynamic (DHCPEdit VTI

[I’L.—nr'.el Source IP Address:* @

[ ] Send Local Identity to Peers

+ Add Backup VTl (apliona

AAdlitiamal L]

h) OfEH2 A3 E 3504 IKEv2 Settings(IKEv2 A7) 2 0|& 5+ Authentication Type(2!
Pre-shared Manual Key(AlH 38 =&
TEE PSKE HELICH AHS 748 IKEV2

1EHH Mg AL

S

FI: D O2Eed ZAu|ado/M oo AN SR 7I1E X

R{RHS
o=

Node B

Device:*

[ Extranet W

Device Mame*®:

I Azure-Instance-0

Endpoint IP Address®:

l

vpnSiteConnections 0].connectionConfiguration.| PsecPar ameter s.PSK

=
S

N2 M™E[o] J=X| & lEt CFZ o7 BEHAHI0| M Azured|
+735le{™ o1& o}o|2& 225104 IKEV2

gk
1
30
m>
C
ul



Edit VPN Topology ©)

Topology Mame:*

[ Azure-VTl-Instancel ]

Metwork Topology:

Point to Paint | Hub and Spoke

IKE Version:* [ | IKEv1 [ IKEv2

Endpoints IKE IPsgc Advanced
Pre-shared Key Length:* 24 Characters (Range 1-127)
IKEv2 Settings

Policies:* & /

AES-GCM-MULL-SHA-LATEST

Authentication Type: [ Pre-shared Manual Key — ]

Confirm Key:* [

EEE R R R R R LN ] J

E] Enforce hex-based pre-shared key only

) BEFAHM XS FEE IKEv2 1E-H HH S FIHEhLIcH



IKEv2 Policy

Available IKEv2 Policy

-

Q Search

L.

AES-GCM-NULL-SHA
AES-GCM-NULL-SHA-LAT...
AES-SHA-SHA

AES-SHA-SHA-LAT

DES-SHA-SHA

DES-SHA-SHA-| ATEST

Selected IKEv2 Policy

Q\‘ Azure_IKEv2

N

Ch

Cancel




Edit VPN Topology

Topology Name:*

[ Azure-\VTl-Instancel ]

Network Topology:

| Point to Point

IKE Version:* [ IKEv1 IKEv2

Endpeints IKE Advanced

Pre-shared Key Length:* | 24 Characters (Range 1-127)
IKEv2 Settings
Policies:* Azure_IKEv2 e
Authentication Type: [ Pre-shared Manual Key o ]
Key:* [ ]
Confim Key* (. vvevreneens )

C] Enforce hex-based pre-shared key only

k) @& oto|Z2 Z=|5t0q Transform Sets(Bd& & &f) ot2Hol| M IKEv2 IPsec Mt E TERIFLICEH

|



Edit VPN Topology

Topology Name:*

[ Azure-VTl-Instance0 }

Network Topology:

[ Point to Point

IKE Version:* (] IKEV1 IKEv2

Endpoints IKE IPsec Advanced

Transform Sets: |KEv1IPsec Proposals , IKEv2 IPsec Proposals*

tunnel_aes256_sha AES-GCM \

C] Enable Security Association (SA) Strength Enforcement

Y -~ e r . - e
) £X|5 oto|2e 22I5t04 7| AES-GCM H=|% Tgre M5t m 3EA Ftof BHE AL} RIH
Azure_IPsec #1& &IE/IKEV2 IPsec M[ot2 FIHEFLICH OK(E )& Z=IFLct.

IKEv2 IPsec Proposal ®

Available Transform Sets (™ - Selected Transform Sets

Q) Search ('_“* Azure_IPsec 0o

AES-GCM Ly

AES-SHA

DES_SHA-1

Umbrella-AES-GCM-256

Cancel



m) OF2HE A3 E5104 Azure O§7H 2
A2 PFS OS2 gdsteLch M&E2 E=g

S

Ct2 =2 E8h AT ol ool +3 g2

vpnSiteConnections[0].connectionConfigur ation.l PsecPar ameter s.SAL ifeTimel nSeconds

Edit VPN Topology ®

Topology Mame:*

[ Azure-VTl-InstanceD ]

Metwork Topology:

Point to Point

IKE Version:* [ | IKEv1 IKEv2

Endpoints IKE IPsec Advanced

Lifetime Duration®: [ 27000 r ] Seconds (Range 120-2147483647)
Lifetime Size: [L.Inlimited ] Kbytes (Range 10-2147483647)

» ESPv3 Settings

Cancel

Q Ssearch Deploy C 0©® ®

[ () [search Device J Advanced Deploy Deploy All

Ithentical rcurity
nodulus FTD M In Progress... (83%)

pplying updated policy confiqurat

o) 50| 22 £/ Manage(& 2l) > Secure Connections(& 2+ 2173) > Site-to-Site VPN & SD-
WAN(E{'E & Bl B Z)0| M &It MAIL. 240 8E st =54(2|%)0| BFSE LICH

Last Updated: 11:11 PM MNAT Exemnptions m

.
[ 0 Select.. ® Refresh
Taepology name VPN Type Metwork Topology Tunnel Status Distribution IKEw1 IKEv2
5 Azure-VTl-Instanced Route Based (VTI} Point-to-Point T i & 0



A Hm Bfdo| 25 E B2, 0|EEE floll F Hm B{'dE 7 dst7| Toll IKE/IPsec
o1 250 83X :

5CHA|: AzureO CHEF 7| @472 &0l

a) FTDO{ SSHE {!235} T system support diagnostic-cli,en 2238 & Enter& T+ ELICH 17| &
CLIo| H|ZYHS 7t ei& Lt

<#root>
>
system support diagnosti c-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

ftd>

en

Password:
ftd#

b) 1EFAI2E A B & EHE = QIEfLICt

<#root>
ftd#
show crypto isaknp sa | i Status

Session-id:1, Status:UP-ACTIVE, IKE count:1, CHILD count:1
ftd#
ftd#
ftd#

show crypto ipsec sa | i State|spi

current outbound spi: 5E83023A
current inbound spi : 62BC7C9E
spi: 0x62BC7C9E (0x00010B45)
SA State: active
spi: Ox5E83023A (0x0002029B)
SA State: active
frd#

ol BGP &|0|

ME FTD

c) X E +&35tod E{d 2| Azuret|A 4= AIEl BGP TCP(Transmission Control Protocol) ZHZ! &!
Instance—O Azure E{2| 3 & IPOIM 2|5 ZHR{2| NAT-T(Network Address Translation -
Traversal) UDP(User Datagram Protocol) Z E 4500/UDP X E 500 E2{=Z 2fQIgL|Ct.

<tfroot>



ftd#
capture out-instance-0 trace interface Qutside match ip host

any

ftd#
capture tun-vti-0 interface Azure-VTI-0 trace match ip host

any

ftd#

show cap tun-vti-0
10.2.0.12.62061 > 10.50.1.2.179: SWE 2114095813:2114095813(0) win 64240

3 packets captured

1: 03:23:43.510074
10.2.0.12.62061 > 10.50.1.2.179: SWE 2114095813:2114095813(0) win 64240

2: 03:23:44.511204
10.2.0.12.62061 > 10.50.1.2.179: S 2114095813:2114095813(0) win 64240

3: 03:23:46.512211

ftd#

A4

Azure HO|EQ|O| QIAEIAO| 2T

N

2 He

Instance00i| CHEH @44 0|



Instance10fl CH8H S U3t vTI L VPN EEEX| FAE gt=sct

6EH7|: Azure Instance1 740 CHEt 5 BHmf B £ A

a)

St Fmelo M F HW VTI(Azure-VTI-1) AU S MAAEHLICHIE A b-f).

Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured, Tunnel Source is a physical inferface where VPN tunnel terminates
for the VT

Tunnel ID:*

2 e - 10413

Tunnel Source:*

Ethernetl/1 (Qutside) w ] [Dynamic w ]

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPvd and IPvE addresses accordingly.

IPsec Tunnel Mode:*®

® Ipva O pve

IP Address:*
(O Configure IP o

(® Borrow IP (IP unnumbered) | Loopbackl (bgpVPNBranchLo) ~ +

VPN Topology
Usage

Azure-VTl-Instancel (Tunnel Destination IP -

= Him QIAEIA VPN EZ 2 X| FAAEHA g-n)

1. ChRRes An|as oM ot Uo|M Instance1 AEZQIE IP F4 g2
|—| |:|'. vpnSiteConnections 0].gatewayConfigur ation.l pAddr esses.| nstancel



Edit VPN Topology

Topology Name:*

[ Azure=VTl-Instance] J

Metwork Topology:

Point to Point

IKE Version:* [ IKEw1 IKEv2

Endpoints IKE IPsec Advanced
Node A Node B
Devicea:® Device:*
[ FTD e ] [ Extranat w ]
Virtual Tunnel Interface:* Device Name*:
[ Azure-wTI-1 w ] + [ Azure-Instance-1 ]
Tunnel Source IP is Dynamic (DRHCPIEit VTI Endpoint IP Address=:
Tunnel Source IF Address:* @ [ ]
| =

[] send Local Identity to Peers

+ Add Backup VTl (opticnal)

Additional [ ]
Cancel
o ~ = = S =
c) ZI|zfo|ld HEE F =t Eld &EE = lgfLict
l Sele @ ][ Refresh ]
Tepelogy name VPN Type Network Topology Tunnel Status Distribution KEV1 IKEv2
»  Azure-VTi-instanced Route Based (VTI) Point:-to-Point o
» Azure-VTi-instancel Route Based (VTI) Point-to-Point o

d) Azure0ll M ®| 3 215 Instance0 ! Instance10| 25 ConnectedE gHeHgFLC}.

Links

[_] Link name T4 Link provider name T.  Connectivity status T4  Hubname

[ | single-dia-link provider Instance(: Connected, Instancel: Connected CX-vWAN-Hub
T HE0| 25 Y 4ElQl Z2, FTD= EEiE 0| F #Hmll HE S WA|E ABHHLO| HEHE 2|5t
Xotn & Z2E SAAH AMEE = JUATE ECMP 2IRE 2 ERE gLt



7EHAH;: ECMP

a) Manage(& 2l) > Devices(C|H}0
CHet VPN 2 7/ E FTDE M

|2) > Device Management(C|HIO|A #2[)2 0[S 35t Azureo]|
gLich

alale  Cloud-delivered Firewall Management Center

CISCO  [Devices | Device Management

= Devices X
Monitor
Device Management + | Upgrade
&7 Insights & Reports 3
Template Management Threat Defense Upgrade
# Events & Logs >
Platform Settings Chassis Upgrade
EfiE.' Insights & Reports .
i FlexConfig
Manage Certificates

@ Policies .

@s  Objects

l"lm Devices

b) Routing(2t %)) B2 Z&lstn

Device Interfaces

Manage Virtual Routers

— Show less

Inline Sets Routing DHCP VTEP SNMP

Virtual Router Properties

These are the basic details of this virtual router.

[ Global o ] VRF Mame:

Virtual Router Properties

Global

Description:

ECMP

BFD

OSPF

OSPFv3

c) Add(F7hHE 2250 M ECMP ¥

Select Interface:

(1 Search

mjo
).
=
z
2'-'
r
[ul



Equal-Cost Multipath Routing (ECMP)

Thete ane i ECMP 2one neconds Add

d) Available Interfaces(AtE 7t53t QIE{H O|A) THHO|M F VTIE 25 E25t0{ VTIE ZX EA|
5t Add(F7HE 22|50 BHE ECMP ¥dof VTIE M &LICH.

£
'

Add ECMP

MName

] Azure-VTI-ECMP-Zandg

Available Interfaces Selected Interfaces
Quiside Azure-vTI-0
DMz Azure-yTI-1

Inside

Cancel

You have unsaved changes m

8EFH|: QAEIA Zato|w IPof CHE I ZHE T

BGP= 21K ClHIO|&0] §3Mez Adst7| et B2E ERZ otH, A=ZQIETL X o4L|
X pfesz 7|lgMez B2 MAX|X| E&LICH ECMPE A E58HH S E%I_I- EH“OH EHOH St
HEZ @2l HE)E 718 1H F2E FHE = U2 E F 27 25 RIB(Routing Information
Base)0l| A x|=|1 S Aol At&ELICY.

a) Manage(# 2l) > Devices(C|HF0|A) > Device Management(C|HIO|A Z2)Z 0|S3tn S
FTD C|HIO|AE MEHEFLICE.



ala.  Cloud-delivered Firewall Management Center
CIS€O [Devices | Device Management

== Devices =X
Monitor
: Device Management « | Upgrade
3;_'.5.' Insights & Reports b
Template Management Threat Defense Upgrade
# Events & Logs >
Platform Settings Chassis Upgrade
H.;E.' Insights & Reports &
i FlexConfig
Manage Certificates
Gj Policies »
. . — Show less
a8 Objects

Fgm Devices -

b) Routing(2H &) > Static Route(1’X ZAZ)Z 0o|SghLC}.



Monitor

8

<

£

Insights & Reports

Events & Logs

Insights & Reports

Manage

©

do

c) + Add RouteE £=2/§L|C}.

Policies

Objects

Devices

Secure Connections

Integrations

Troubleshooting

Administration

Metwork « Interface

Leaked from
Virtual Router

FTD

Cisco Firepower 1010 Threat Defense

Device Interfaces Inline Sets Routing DHCP VTEP Sl

Manage Virtual Routers

Global v

Network = Inte

Virtual Router P ti

Irtual Router Froperues « IPv4 Routes
ECMP
BFD
OSPF
OSPFv3
EIGRP

~ |IPv6 Routes
RIP
Policy Based Routing
v BGP
IPv4

IPvB

Static Route

v Multicast Routing

IGMP

/ + Add Route

Gateway Tunneled Metric Tracked

~ IPv4 Routes

~ |IPv6 Routes

d) Instance0 VTIOi| CHEt & ¢l ZE2EE M50 F QUARA IP FA0] CHEt Z2E F7I5t1, A

& 7tsE HESZ Fol
oM HEXHZ 74|

A= +E 2EIct0od ol Y LIERX T 7HAE FIHELICH

:
g 2stm [F7h UEE 22stod BX BRo| Moz £t

= = 0

IJ
e
iul
0|0
Jio

= L{CF.
Instance0 IPE MEHSI T O|E HOIEROIZ MY =X &QlEL|Ct 22 £ =elg F2/§LCt

S

D olEt 1y 4

Z Oy HESRZ 22 2228 Auae oM ot

al

vpnSiteConnections 0] .BgpSetting.BgpPeeringAddresses.Instanced =
vpnSiteConnections[0].BgpSetting.BgpPeeringAddressesI nstancel OF2H01| & LIC}.



Edit Static Route Configuration

Type - P 1Pl

Inberfaee®

Azure-NTI-0

nterface starting wish Shis icon [ signilies i is svallable bor route loak

Avallalbde Meteork O Eelacied Hetwork
Afurg-initaecal-BGP_Pear
= H““H oy
Ensure thai egress virluakouter has rovte to that destination
Gateway
Azure-insancel-BEP Peer
Matric: —
3
Tunnsled Used o R
Fcutn Tracking

e) c-d EtH|E 85510 Instance1 VTIE Sall & Bl 1H B2 E FIHELICH HE A2 XHE S
240 SaveE 2 2IFLICH.

Metwork « Interface Laaked from Viral Gateway Tunneled Metric  Tracked
Router
1Pvd Routes
Azure-Instance-BGP_Peer Azure-VTI-1 Global Azure-Instancel-BOP_Peer [10.2.013) false 1
Azurg- AZure-vTI-0 Ghobal Azurg-instanced-BGP_Peer (10.2.012) false 1

= I|0{2 F=A0i8F ZEFSHL|CE Azure®t FTD7H M2 O 2 HIEIAZR/MHE SMo
I'LEF%P E BGP KAl A& A6t E MM T T m|o{Rlz|o{of &LCt.

UJ
'U

9FHA|: BGP £

a) Routing(2t? &) > General Settings(&gt M) > BGP(BGP) ot2ile| FTDM| A BGP Process
65500(BGP T2 AN A A5)E A58t LIC} Enable BGP(BGP & 445} =Holgte MEetstm 28+
101 &M 745t AS HE E I=ABILICEH Routing(EH$ &) > BGP > IPv4 ¥ 2 O|S &Lt



FTD

Cisco Firepower 1010 Threat Defense

Device Interfaces Inline Sets Routing DHCP VTEP SNM

Enable BGP:

: a AS Number*

Virtual Router Properties [ 65500] ]

ECMP (1-4294967295 or 1.0-65535.65535)

RED Override BGP general settings router-ic
Router Id

CELS Automatic v ]

OSPFv3
IP Address*

EIGRF

RIP

Policy Based Routing General

v BGP :
Scanning Interval
IPv4

MNumber of AS numbers in AS_PATH attr

IPvE
Log Neighbor Changes

Static Route )
Use TCP path MTU discovery

v Multicast Routing
Reset session upon failover

IGMP
Enforce the first AS is peer's AS for EBC

PIM

Use dot notation for AS number
Multicast Routes

Aggregate Timer
Multicast Boundary

Filter BGP community new format (AA:NN)
SenefalSettings Best Path Selection
BGP
Default local preference
b) 1% &t Enable IPv4(IPv4 & /5t) & QIEtE MEISto{ L 2 M A/AS 6550001 CH3H IPv4 BGP 2t

o

st
[= [ =
2 gd3tst 1 Neighbor(21H C|HFO|£)E Z&lstod BGP 1K CIHIO|AE F/HFLICH



FTD

Cisco Firepower 1010 Threat Defense

Device Interfaces

Virtual Router Properties
ECMP

BFD

OSPF

OSPFv3

c) + Add(F7HE =gfLIch

General Maighbor Add Aggregate Address Filtering

Address Remote AS Mumber

Inline Sets

Routing DHCP VTEP SNMP

EnabIeIPvdr AS Number 65500

General Neighbor Add Aggregate Address Filtering MNetworks Redis
Setting ¢
Learned Route Map
Matworks Redistribution Route Injection
P + Add
_,—'—'—'_'_'_'_‘_'_
Address Family Remaote Private AS Number Description

d) Instance0 BGP I|o{& HE

.I
Remote ASE /238t CI S &5t

52:
#4Z sl oF Bf LICH.

Add Neighbor

IP Address*

[ 10.2.012 -]

Remote AS#*

[ 65515 ]

(1-4284967295 or 1.0-65535.65535)

BFD Fallover

(1 )

Update Source:
[ bgpVPMNBranchLo

Filtering Routes Routes Timers

e) FTD2| BGP Neighbor 741|212 0|412| Advanced(

21245t vVWAN &{E0fM #IE BGP ASE ¥
A MHE FIIELICH Advanced(2)E E=2IgLICH

FTDOIA = VTI QIE{H|O| A0 Rz &2 =2 HE5H == BGP HCIOIE 248

Enabled address

(] As Override

D Shutdown administratively

Description

[ Instance0 Azure BGP Peering 4—-]/

Advanced ‘Mgralion

=) HFolAM TTL &2| =& eBGP 7|&22f 1



hopOilAM H= #HS = HEE £ Q&LICH Azure BGP X2 B
ZE|X| e, 7|2 eBGP TTL 1ELCH H 2 &0| EHo| = 0| U&LICH

| | visapie Lonnecuon verincauon

@ Allow connections with neighbor that is not directly connected

O Limited number of TTL hops to neighbor
TTL Hops

[_ 50 ]

f) Azure Instance1 BGP Peer0i| CH3H & 28t EHAH|E BH= & LICH.

Add Neighbor

IP Address* Enabled address

[ 10.2.013 ] (] As override

Remote AS* D Shutdown administratively
[ 65515 ]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description

[ none v ] [ Instancel Azure BGP Peering

Update Source:

[ bgpVPMBranchlLo W ]

Filtering Routes Routes Timers Advanced Migration

—

@ Allow connections with neighbor that is not directly connected

[:} Limited number of TTL hops to neighbor
TTL Hops

50 l

[1=255)

B2 E35l Azure 2l 2}of| &

A o



Y changes
_--"(-J
.--"’-)--
.--"'_-/--
ets Routing DHCP VTEP ShNMP //
enatte 1Pva: [ AS Number g5500
General Meighbor Add Aggregate Addre: Filtering Melworks Redistribution Route Injection
+ 4
Address Remote AS Numbar Address Family Remote Private AS Number Description
10.2.012 65515 Enabled Instanced Azure BGP Pearing
10.2.0.13 B5515 Enabled Instancel Azure BGP Peearing F 0O
7I2Mo2 ECMPOIM & 1H G228 25 AI8Y & U BHEX|E BGPE EH*E Elo|=0i %
Aol £l 2 MRIRLICH BGP C}5 ZEE AT £ 227t SAlo] x| U AFSElTS U
2 gdstsfiof gLt
OEtAl: BGP CtE B2 T+
I General(¥gt) B2 Z2!8 CtE Forward Packets
ZI e ol = ¢ oto|ZE 2L

10 Al
a) Routing(2+* &) > BGP > IPv4Z 0|55
Over Multiple Paths(042{ 22 & S35l %!



Device Interfaces Inline Sets Routing DHCP VTEP SNMP

Enable IPv4: [ AS Number 65500

Manage Virtual Routers . o o
General Neighbor Add Aggregate Address Filtering MNetworks Redistribution
[ Global ~ ]
Wirtual Router Properties Setting &
ECMP Learned Route Map
BFD
CE Administrative Route Distances &
OSPFv3
External 20
EIGRP
Internal 200
RIP
Local 200
Policy Based Routing
v BGP L
Routes and Synchronization &
IPv4
Generate default routes No
IPvE
) Summarize subnet routes into network level routes No
Static Route
) . Advertise inactive routes Yes
v Multicast Routing
IGMP Synchronize between BGP and IGP systems No
PIM Redistribute IBGP into IGP No

(Use filtering to limit the number of prefixes that are redistributed)
Multicast Routes

Multicast Boundary

e Forward Packets Over Multiple Paths 174
Number of Paths 1
General Settings IBGP number of paths 1

BGP
b) Number of Paths(Z£ $) ZE 7|27t 10M 22 A sfLch

Edit Forward packets Over Multiple Paths @

!«Iumber of Paths \
|2 J

IBGP Mumber of Paths

& )

Cancel m
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HHEZ 7} 2t 2 5|H BGP7I 5 Azure QIAEA TS0 OIXAMES A =
T E'dg Sal|l e& k|, Ecf= 0| 3EHA|, 5EHAH0IM MASH 240 SUSH TIE CLI HMHIAE ALE
5to{ F VTIE 25 AF23t=X| & QI Ct.

FTD CLI0| AMsystem support diagnostic-cli 2 O[S & L|C}.

a) TEE|H BGP Q1% ClbHo|A 7} FHEE|T A} 4 AIELIC

<tfroot>
>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

frd#

frd#

show bgp sumary

BGP router identifier 10.50.1.2, local AS number 65500

BGP table version is 5, main routing table version 5

2 network entries using 400 bytes of memory

4 path entries using 320 bytes of memory

2 multipath network entries and 4 multipath paths

1/1 BGP path/bestpath attribute entries using 208 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 952 total bytes of memory

BGP activity 2/0 prefixes, 4/0 paths, scan interval 60 secs

Neighbor Vv AS MsgRcvd MsgSent Tb1Ver InQ OutQ Up/Down State/PfxRcd
10.2.0.12 4 65515 5 3 5 0 0 00:01:02 2

10.2.0.13 4 65515 3 4 5 0 0 00:00:55 2

ftd#

b) Azure0iM &2 27}t COFE B2 B2 E EAIE|=X| FlghL|ch

<tfroot>
frd#

show bgp

BGP table version 1is 7, Tocal router ID is 10.50.1.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*m 10.2.0.0/16 10.2.0.12 0 65515 i
> 10.2.0.13 0 65515 i
*m 172.27.0.0 10.2.0.12 0 65515 i
> 10.2.0.13 0 65515 i



ftd#

<#root>
frd#
show interface Tunnell1 | i packets

118 packets input, 31385 bytes
134 packets output, 8780 bytes
0 packets dropped

frd#

show i nterface Tunnel 2 | i packets

127 packets input, 33629 bytes
230 packets output, 15119 bytes
0 packets dropped

frd#

d) BGP 2% C|Hto|A0f CiEt n7d Z2E HelgLich

<#root>
frd#
show runni ng-config route

route Azure-VTI-O0 10.2.0.12 255.255.255.255 10.2.0.12 1
route Azure-VTI-1 10.2.0.13 255.255.255.255 10.2.0.13 1
ftd#

e) ECMP ¥ g fQlgtLct.

<#root>
ftd#
show zone

Zone: Azure-VTI-ECMP-Zone ecmp
Security-level: 0
Zone member(s): 2
Azure-VTI-1 Tunnel2
Azure-VTI-0 Tunnell

ftd#



f) BGP Z1x|1ei|o|ME & QlghLCt.

<{froot>
frd#

show runni ng-config router bgp

router bgp 65500

bgp Tlog-neighbor-changes

bgp router-id vrf auto-assign
address-family ipv4 unicast

neighbor 10.2.0.12 remote-as 65515

neighbor 10.2.0.12 description Instance0 Azure BGP Peering
neighbor 10.2.0.12 ebgp-multihop 50

neighbor 10.2.0.12 transport path-mtu-discovery disable
neighbor 10.2.0.12 update-source bgpVPNBranchLo

neighbor 10.2.0.12 activate

neighbor 10.2.0.13 remote-as 65515

neighbor 10.2.0.13 description Instancel Azure BGP Peering
neighbor 10.2.0.13 ebgp-multihop 50

neighbor 10.2.0.13 transport path-mtu-discovery disable
neighbor 10.2.0.13 update-source bgpVPNBranchLo

neighbor 10.2.0.13 activate

no auto-summary

no synchronization
exit-address-family
frd#

g) 2t E|O|EE gLt

<ttroot>
ftd#

show route bgp

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is 10.0.0.1 to network 0.0.0.0

B 10.2.0.0 255.255.0.0 [20/0] via 10.2.0.13, 15:50:50
[20/0] via 10.2.0.12, 15:50:50
B 172.27.0.0 255.255.0.0 [20/0] via 10.2.0.13, 15:50:50

[20/0] via 10.2.0.12, 15:50:50
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https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-about
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-about
https://learn.microsoft.com/en-us/azure/vpn-gateway/configure-bgp?pivots=azure-portal
https://learn.microsoft.com/en-us/azure/vpn-gateway/configure-bgp?pivots=azure-portal
https://learn.microsoft.com/en-us/azure/vpn-gateway/configure-bgp?pivots=azure-portal
https://learn.microsoft.com/en-us/azure/vpn-gateway/configure-bgp?pivots=azure-portal
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-ipsec
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-ipsec
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-ipsec
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-ipsec
https://learn.microsoft.com/en-us/troubleshoot/azure/vpn-gateway/vpn-gateway-troubleshoot-bgp
https://learn.microsoft.com/en-us/troubleshoot/azure/vpn-gateway/vpn-gateway-troubleshoot-bgp
https://learn.microsoft.com/en-us/troubleshoot/azure/vpn-gateway/vpn-gateway-troubleshoot-bgp
https://learn.microsoft.com/en-us/troubleshoot/azure/vpn-gateway/vpn-gateway-troubleshoot-bgp
https://learn.microsoft.com/en-us/azure/vpn-gateway/about-active-active-gateways
https://learn.microsoft.com/en-us/azure/vpn-gateway/about-active-active-gateways
https://learn.microsoft.com/en-us/azure/vpn-gateway/about-active-active-gateways
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-site-to-site-portal
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-site-to-site-portal
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-site-to-site-portal
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-site-to-site-portal
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-site-to-site-portal
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-site-to-site-portal
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-site-to-site-portal
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