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firepower# dir crypto_archive

-rwxr-xr-x 1 root root 55310816 Mar 12 01:22 crypto_engO_arch_1.bin
-rwxr-xr-x 1 root root 869 Mar 12 01:22 crypto_engO_arch_1.1info
-rwxr-xr-x 1 root root 409235 Mar 12 01:22 crypto_eng0_arch_1.reg
-rwxr-xr-x 1 root root 55310816 Mar 12 04:25 crypto_engO_arch_2.bin
-rwxr-xr-x 1 root root 869 Mar 12 04:25 crypto_engO_arch_2.1info
-rwxr-xr-x 1 root root 409111 Mar 12 04:25 crypto_eng0_arch_2.reg
-rwxr-xr-x 1 root root 55310816 Mar 12 09:45 crypto_engO_arch_3.bin
-rwxr-xr-x 1 root root 869 Mar 12 09:45 crypto_engO_arch_3.1info
-rwxr-xr-x 1 root root 408688 Mar 12 09:44 crypto_eng0_arch_3.reg
-rwxr-xr-x 1 root root 55310816 Mar 11 18:48 crypto_engO_arch_4.bin
-rwxr-xr-x 1 root root 869 Mar 11 18:48 crypto_engO_arch_4.1info
-rwxr-xr-x 1 root root 408895 Mar 11 18:48 crypto_eng0_arch_4.reg
-rwxr-xr-x 1 root root 55310816 Mar 11 21:11 crypto_engO_arch_5.bin
-rwxr-xr-x 1 root root 869 Mar 11 21:11 crypto_engO_arch_5.info
-rwxr-xr-x 1 root root 409136 Mar 11 21:11 crypto_eng0_arch_5.reg
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> expert

admin@device:~$ sudo su

Password: [enter admin password]

root@device:/Volume/home/admin# cat /opt/cisco/platform/logs/messages | grep -i npu
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11:42 KC FPGA: FATAL - ILK pipe 0: TX Buffer
11:42 NPU ACCEL MGR: FATAL - NPU Accelerator
11:42 NPU ACCEL MGR: FATAL - NPU Accelerator
15:47 KC FPGA: FATAL - ILK pipe 0: TX Buffer
15:47 NPU ACCEL MGR: FATAL - NPU Accelerator
15:47 NPU ACCEL MGR: FATAL - NPU Accelerator
device kings-cross-fpga:

device NPU Accelerator Manager:

device FPRM:

device NPU Accelerator Manager:

device kings-cross-fpga:

device NPU Accelerator Manager:

device FPRM:

device NPU Accelerator Manager:

FIFO Overflow

FAILED

FAILED - REBOOTING the device !!
FIFO Overflow

FAILED

FAILED - REBOOTING the device !!

FATAL - ILK pipe 0: TX Buffer FIFO Overflow
FATAL - NPU Accelerator FAILED

<<%FPRM-2-NPU_FPGA_FAILURE>> [F1418][critical][npu-fpga-failure][sh:
FATAL - NPU Accelerator FAILED - REBOOTING the de
FATAL - ILK pipe 0: TX Buffer FIFO Overflow
FATAL - NPU Accelerator FAILED

<<%FPRM-2-NPU_FPGA_FAILURE>> [F1418][critical][npu-fpga-failure][she
FATAL - NPU Accelerator FAILED - REBOOTING the de
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firepower# show flow-offload-dtls info
DTLS offload: Enabled
Egress optimization: Enabled
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https://tools.cisco.com/bugsearch/bug/CSCwq32085
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1. Cisco Secure Firewall Management Center0{| A Devices(C|HIO|£) > FlexConfig2 O|& & LICt.

2. FlexConfig 7HAM| & PHE 7HLE ==& L|Ct

M

3. FlexConfig& &3ll FTD C|HIO|A04| CH3H DTLS/IPSEC Flow Offload& HI& 45}5t240 &
E:

no flow-offload-ipsec
no flow-offload-dtls

4. CH4 FTD C|HFO|AO] FlexConfig 2 g &E st Zo|ad|o|Mg 2S5 Lct

5. HE AtgE ME3tE{H FTDE MEZsHof =FLCH.
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FTD2| Cisco H{1 ID CSCwq320852 QI 0d|7|x| &2 RHE B0 MM &LICt O] LRl AZE
o4 2= 2 Firepower 3100 2! 4200 A[2|= 0{ZE}0|AA0M DTLS EER LEZEC 7 M3
B2 NPU/FPGA 7t&7| Ao 2 ZA| 2|22 EC|HE £ U&LICH 0| ZE 2 £36] st=o1 7t
% 7|50l G2 0|xIH AMAEE ZHE MEE S| Hof "KC ILK issue detected(KC ILK X7+
EXIE) 2& 2F HAIXI2F &7 crypto_archive I+ S MM EHLICTH

re

e 2

= ot Firepower 3100 2! 420004 IPsec 2 DTLS @Z=E O|slf 3! EX| siZ

« FlexConfig ZHAl| T4

- Cisco H{11 ID CSCwqg32085

» Cisco Secure Firewall Threat Defense 22|A T E, H{FX 7.6.x



https://www.cisco.com/c/ko_kr/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
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