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show route <IP>
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show route 0.0.0.0

£3 0f:

FTD1# show route 192.168.0.11

Routing entry for 192.168.0.0 255.255.255.0
Known via "
Routing Descriptor Blocks:

directly connected, via Inside
Route metric is 0, traffic share count is 1

connected", distance 0, metric 0 (connected,

via interface)




FTD1# show route 0.0.0.0
Routing entry for 0.0.0.0 0.0.0.0, supernet
Known via "static", distance 1, metric 0, candidate default path

Routing Descriptor Blocks:

128.107.0.1, via Outside
Route metric 1is 0, traffic share count is 1
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packet-tracer input <source interface> <protocol> <source IP> <source port> <destination IP> <destinati

A of:

FTD1# packet-tracer input Inside tcp 192.168.0.11 55555 72.163.4.161 443
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FTD1# packet-tracer input Inside tcp 192.168.0.11 55555 72.163.4.161 443 transmit
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capture <name> interface <interface name> trace match ip host <source IP> host <destination IP>

1aBA A of:

FTD1# capture in interface trace Inside match ip host 192.168.0.11 host 72.163.4.161

o|z28l& A of:

FTD1# capture out interface trace Outside match ip host 128.107.0.22 host 72.163.4.161

FTD1# cap asp type asp-drop match ip host 192.168.0.11 host 72.163.4.161
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> system support trace

Enable firewall-engine-debug too? [n]: y

Please specify an IP protocol: tcp

Please specify a client IP address: 192.168.0.11
Please specify a client port:

Please specify a server IP address: 72.163.4.161
Please specify a server port: 443
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https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
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