FTD 22| Xt HA|A Cf|O|E] QIE{m|0|A BdZ

=X

274

N QF Abst
k=3 A&k

7| Hn|ago|M
Zdo|ago|M EHA

otz o4z 2 A& s
A&

|

O] E Mol ME FTD(Secure Firewall Threat Defense) 2 2|AF M| A CI|O|E] QIE{H|0|A S #HZA S
= BtAo CHal AEELICH

M 2T A

oo

27 M

og

- 7|2 ME XA
- Cllo|e QlE{m|o|A0f CHE FTD & 2| & 2ol =5FLCt

Ol 2AQ) B S5 M B0l ClHi0|AE ECHZ AMEYSLIC Ol 2Mol AL E 2E Cltt
olat Z7|5HEI(7|2) AL|aBlolMo R AR EIGALICH HA UEXIT} &5 50l B9 2E
Hol BAIAQ WEE 0|2l SEI5HAI7| HHELICH

Ol EMe| HEE=ECIZ AZEQof X st=Qof HEE 7[gte 2 gL



. HObHSIE] 4200
* FTD(Secure Firewall Threat Defense) 10.0.x, 7.6.4
* FMC(Secure Firewall Management Center) 10.0.x

Z7| I 1|o|M

1. FMC= HE|E 2 AEHHIO| IP &4 10.62.113.125 2! 10.62.113.1262 22t A& 5104 nameif
outside10|2t= O|& 2| H|0|E{ QIE{H|O|A Ethernet1/12 &3l HA(High Availability)ol A FTDE &
2lefLict

sl Firewall Management Center Q. Sos Doy Q@ @ | admin

€ISE0  Devices [ Secure Firewall Interfaces

4200_hat m

Summary High Availability Davice interfaces Infine Sets Raouting DHCP VTEP

Irsights & —_—
Reparts :
interfaces | Virtual Tunnels Search by name [ Syne Interface ] | Add Interfaces
-~ : 3
Events & Logs
Interface Logical Mame Type Security Zones MAC Address (Active/Standby) P Address Path Monitori_.  Wirtual Router
' @ management1fl management Physical Disabiled Global
Paicies
@ Mansgesnant1/2 venting Physical Digabied Glabal
.
Obiect @ Ethernetint cutsidal Physical 1062131 25/24(Static); Disabled Global
L

FTD CLISH =@l

<tfroot>

>

show net wor k managenent -data-i nterface

Physical Interface Name of the Interface

Et hernet 1/ 1 out si del

show net wor k

[ System Information ]
Hostname : CSF4215-3




DNS from router
Management port
IPv4 Default route

Gateway

======[ System Information - Data Interfaces ]
: 192.0.2.100

DNS Servers

I nterfaces

Et hernet 1/ 1

State
Link

MTU
MAC Address

Configuration

Addr ess

Net nask

Gat eway

2 . sftunnel @124

: enabled
: 8305

: data-interfaces

Et hernet 1/ 1

Enabled

: Up

out si del

: 1500
: 40:F4:9F:3D:5A:0E

Manual

10. 62. 113. 125

255.255.255.0

10.62.113.1
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<tfroot>

>

sftunnel - status-brief

PEER: f nt. exanpl e. org

SFTunnel Status:-

Channel A: Connected

Channel B: Connected

Peer channel Channel-A 1is valid type (CONTROL), using 'tap_nlp', connected to '198.51.100.23'
Peer channel Channel-B 1is valid type (EVENT), using 'tap_nlp', connected to '198.51.100.23"' vi
Registration: Completed.

IPv4 Connection to peer 'fmc.example.org' Start Time: Fri Jul 17 08:22:31 2026 UTC

Heartbeat Send Time: Fri Jul 17 08:52:42 2026 UTC
Heartbeat Received Time: Fri Jul 17 08:53:03 2026 UTC
Last disconnect time : Fri Jul 17 08:22:16 2026 UTC

Last disconnect reason : Process shutdown due to stop request from PM

3. FTD= DNS #2lg Ar&85t04 FMCOll At L|Ct ZE|At= FQDN(BtetE TRl 0|&)= 7|
B2 sh= Am|asiolMYLct.

<tfroot>

>

show nanagers

Type : Manager

Host . fnc.exanple.org
Di spl ay nane . fnc.exanple.org
Version : 10.0.1 (Build 1)

Identifier 1 6d86efc4-c095-11f0-9244-48f1a7894b18



Registration
Management type

>

show net wor k

Hostname

Donai ns

DNS Servers

DNS from router

Management port

IPv4 Default route
Gateway

DNS AMBE{E outside1 QIE{H|O|AE S5 ¢18E =

4. sftunnel 2122 Lina 272 S8l A™ELICE

<ttroot>

>

show conn all port 8305

26 in use, 32 most used
Inspect Snort:

[ System Information ]
: KSEC-FPR-4215-3

: Completed
: Configuration and analytics

exanpl e. org

192.0.2.100

: enabled
: 8305

: data-interfaces

preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int_tap 10.62.113.125(169. 254. 1. 3):8305 outsi del

TCP nlp_int_tap 10.62.113.125(169.254.1.3):37141 outsidel

198. 51. 100. 23: 45647

198. 51. 100. 23: 8305,

idle 0:00:03, bytes 212¢

idle 0:00:04, bytes 148¢
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- Firepower 4100/93002| B SSHE At&35t0{ MA|oi| 2128t CFE connect module x console
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5. CH4F QIE{m|o|A CHZ| IP FAE FEFLICH
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_ 4200_hat =
Ciseo Secure Firewall 4215 Theeat Defense
'.‘ Summary  High Avallability Device Interfaces  Infine Sets  Routing DHCP  VTEP
Repects [
vi-u-mmrwu [ search by name | [[symeintertace | [ adaintertaces ~ |
2
Evants & Logs
Interface Logical Name Type Security Zones MAC Address (Active/Standby) 1P Address Path Manitori..  Virtual Router
m & managementif managerment Physical Disatied Global Q-
Policies
[@ reanagemanttf2 eventing Physical Disabled Giobal Q
oy
m& @ Etremet outsidal Physical WEZN3125/24(Static); Disabdad Global &
" [ Ethomet1/2 outsidal Physical WLELNA.51/24(Static); Disablad Global &
Lol
Davicas
@ ethermett/a Physical Disalled &
& = . .
P @ememenia  Edit Physical Interface ¢ Disabled a
Connections
@ Ethernett/s ; N Disabled ¢
3 Ganaral Pva 1PvE Path Monitoring Hardware Configuration Manager Access Advanced
Integeations @ Ethemenn/s Disabled &
Enable management access
[ Ethemet17 Available Metworks } Miewird Management Networks Disabiad &
& _ Search any
Troubleshaating [ Ethemetifa Disabled &
10144610
2o 10.199,60.96 | Rad |
Administistion 10.62184.23
11725861
= Page| 1 of 1 =
Q Cancel m
Find in Meru
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Error - Device Configuration

A High availability device cannot have more than 1 interface enabled for FMC
access
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&tL|ct. O] o0l A nameif outside22| Ethernet1/2

.62.114.522lL|C}.

7. M8 I &350 FTD CLISHO|AM M& 2 ol
QIE{H|0|AE IP FATF ZH2ZE 10.62.114.51 & 10
<#root>
>
show i p
System IP Addresses:
Interface Name IP address Subnet mask Method
Ethernetl/1 outsidel 10.62.113.125 255.255.255.0 manual <- source interf
Et hernet 1/ 2 out si de2 10.62.114.51 255. 255.255.0 manua
fover 10.9.0.21 255.255.255.0 unset

<- target interface

Ethernetl/4
outside2 IE{H| 0| A 7} sftunnel ZAI|22{|0| M0l F7HEIL|CE

<#root>

>

show runni ng-config sftunne
interface outside2

sftunne
<- target interface
interface outsidel

sftunne
<- source interface
sftunnel route-map FMC_GEN_19283746_RBD_DUAL_WAN_RMAP_91827346

=2 xOlL_lL—_I._

sftunnel port 8305
Z7} 7#%|0| NAT(Network Address Translation) Ef| 0|2 01| Ax|=|o{ Q! X|Et outside1 QIE{H O|A Q]
S S H

Fale A

<ffroot>



show nat detail

Manual NAT Policies Implicit (Section 0)
1 (nTp_int_tap) to (outsidel) source static nlp_server__sftunnel_0.0.0.0_intf5 interface destination s
translate_hits = 1448, untranslate_hits = 1448
Source - Origin: 169.254.1.3/32, Translated: 10.62.113.125/24
Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0
Service - Protocol: tcp Real: 8305 Mapped: 8305

2 (nlp_int_tap) to (outside2) source static nlp_server__sftunnel _0.0.0.0_intf6 interface destination st

translate_hits = 0, untranslate_hits = 0
Source - Origin: 169.254.1.3/32, Translated: 10.62.114.51/24
Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0
Service - Protocol: tcp Real: 8305 Mapped: 8305
3 (nlp_int_tap) to (outsidel) source static nlp_server__sftunnel_::_intf5 interface ipv6 destination s
translate_hits = 0, untranslate_hits = 0
Source - Origin: fd00:0:0:1::3/128, Translated:
Destination - Origin: ::/0, Translated: ::/0
Service - Protocol: tcp Real: 8305 Mapped: 8305

(nlp_int_tap) to (outside2) source static nlp_server__sftunnel _::_intf6 interface ipv6 destination stat

translate_hits = 0, untranslate_hits = 0
Source - Origin: fd00:0:0:1::3/128, Translated:
Destination - Origin: ::/0, Translated: ::/0
Service - Protocol: tcp Real: 8305 Mapped: 8305
5 (nlp_int_tap) to (outsidel) source dynamic nlp_client_0O_intf5 interface
transTlate_hits = 653, untranslate_hits = 0
Source - Origin: 169.254.1.3/32, Translated: 10.62.113.125/24

(nlp_int_tap) to (outside2) source dynanmic nlp_client_O_intf6 interface

translate_hits = 0, untranslate_hits = 0
Source - Origin: 169.254.1.3/32, Translated: 10.62.114.51/24
7 (nlp_int_tap) to (outsidel) source dynamic nlp_client_O_ipv6_intf5 interface ipv6
translate_hits = 0, untranslate_hits = 0
Source - Origin: fd00:0:0:1::3/128, Translated:

(nlp_int_tap) to (outside2) source dynamic nlp_client_O_ipv6_intf6 interface ipv6

translate_hits = 0, untranslate_hits = 0
Source - Origin: fd00:0:0:1::3/128, Translated:



1ItEE dEf Y QIEmolA BLIEHTE FHQl

<#froot>

>

show nonitor-interface

This host: Primary - Active

Interface management (203.0.113.130): Normal (Monitored)
Interface outsidel (10.62.113.125): Normal (Monitored)
Interface outside2 (10.62.114.51): Normal (Monitored)

O her host: Secondary - Standby Ready

Interface management (203.0.113.131): Normal (Monitored)
Interface outsidel (10.62.113.126): Normal (Monitored)
Interface outside2 (10.62.114.52): Normal (Monitored)

9. outside2 RQIE{H|O|AE Sall FTDE #Elsttdie < & E 2 SSH A M| A A 4d0f M A

A7t S8 El=X| FH gL

10. CHat QIE{H[O|AE Sal DNS(=HIQ! 0| MH) X FMCO| 1Z8E = UL T ER3t AIEE H
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ICMP(Internet Control Message Protocol) & AM&



<tfroot>

>

ping 10.62.114.1

Please use 'CTRL+C' to cancel/abort

Sendi ng 5, 100-byte |ICMP Echos to 10.62.114.1

tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

=1/2/10 ms

ICMP7} M& B=2

Eb: C

=g S0l #2ld XAHEE 32 o8 &2 MAC(Media Access Control) &
27t show arp B £3i0i| EA|Z|T RE8HX| & IELICH.
<#root>
>
show arp

fover 10.9.0.22 4c01.f7e9.e111 13275
outsidel 10.62.113.1 c02c.1782.2cbhf 1
outsidel 10.62.113.126 4c01.f7e9.el0e 5453

out side2 10.62.114.1 c02c.1782.2cbf 0

outside2 10.62.114.52 4c01.f7e9.el0f 5453

11. FTD BHZof [itet ChE BHE s gfLict

« B 7.7.0 O[4: fmcOl| M A A QIE{H 0| A (outside)
DNS AMu{oi| cHEt E+°E'(DNSZ At

SEH HEIXt HMAE HIFgststT,
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13. FTD CLIO{| A C}

<#root>

>

show route 0.0.0.0

Routing entry for 0.0.0.0 0.0.0.0, supernet
Known via "static", distance 1, metric 0, candidate default path
Routing Descriptor Blocks:

* 10.62.114.1, via outside2

<- default route over outside2
Route metric is 0, traffic share count is 1

show runni ng-confi g sftunne

sftunnel interface outside2

<- sftunnel is enabled only over outside2

sftunnel port 8305

show nat detail
destination st

Manual NAT Policies Implicit (Section 0)
1 (nlp_int_tap) to (outside2) source static nlp_server__sftunnel _0.0.0.0_intf6 interface

=3

translate_hits = 3, untranslate_hits



Source - Origin: 169.254.1.3/32, Translated: 10.62.114.51/24
Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0
Service - Protocol: tcp Real: 8305 Mapped: 8305
2 (nTp_int_tap) to (outside2) source static nlp_server__sftunnel_::_intf6 interface ipv6 destination s
translate_hits = 0, untranslate_hits = 0
Source - Origin: fd00:0:0:1::3/128, Translated:
Destination - Origin: ::/0, Translated: ::/0
Service - Protocol: tcp Real: 8305 Mapped: 8305
3 (nlp_int_tap) to (outside2) source dynamic nlp_client_O_intf6 interface
translate_hits = 407, untranslate_hits = 0
Source - Origin: 169.254.1.3/32, Translated: 10.62.114.51/24
4 (nlp_int_tap) to (outside2) source dynamic nlp_client_O_ipv6_intf6 interface ipv6
translate_hits = 0, untranslate_hits = 0
Source - Origin: fd00:0:0:1::3/128, Translated:

show conn all port 8305

31 in use, 42 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int_tap 10.62.114.51(169.254.1.3):56853 outside2 198.51.100.23:8305, idle 0:00:06, bytes 3300
<- connectivity over outside2
TCP nlp_int_tap 10.62.114.51(169.254.1.3):32905 outside2 198.51.100.23:8305, idle 0:00:00, bytes 1595

<- connectivity over outside2

14. 'show network' CLISH Z232| £240{ A DNS MHHE &35l ok 5t= 2 M DNS AHHE 7+
grLICH.

<#root>

>

configure network dns servers 192.0.2.184

15. FMCOIM FTD 2| IP £AE outside2 IP FAE ¥HZES CHZ
ST ChAl 8t BELICH HAS| & R lofl CH3H of BHAIS

=



Management o

Immmmtmm [1:&62.1“.51 |I

Seeondary Address:
o

16. 2 & FTDO{| A sftunnel AZEE & QIgLICt

<ftroot>

>

sftunnel -status-brief

PEER:198.51.100.23
SFTunnel Status:-

Channel A: Connected

Channel B: Connected

Peer channel Channel-A is valid type (CONTROL), using 'tap_nlp', connected to '198.51.100.23'
Peer channel Channel-B is valid type (EVENT), using 'tap_nlp', connected to '198.51.100.23' vi.
Registration: Completed.

IPv4 Connection to peer '198.51.100.23' Start Time: Thu Jul 16 16:37:14 2026 UTC

Heartbeat Send Time: Thu Jul 16 16:38:13 2026 UTC
Heartbeat Received Time: Thu Jul 16 16:39:13 2026 UTC
Last disconnect time : Thu Jul 16 16:37:11 2026 UTC

Last disconnect reason : Both control and event channel connections with peer went down



show conn all port 8305

32 in use, 42 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int_tap 10.62.114.51(169. 254.1.3):8305 outsi de2 198.51.100.23: 36383, idle 0:00: 00, bytes 2357:

<- new connection over different source port

TCP nlp_int_tap 10.62.114.51(169.254.1.3):8305 outsi de2 198.51.100.23: 50963, idle 0:00: 01, bytes 1231¢

<- new connection over different source port
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1. show network - 22| IE{H| O|A o ZAx| 1 2f|0|ME FE A[EFLICEH

2. sftunnel-status-brief - sftunnel 212 &4 E{fE E A|EfLIC}.

3. show run sftunnel - & 3t24 QI TI(Lina) Q| sftunnel Z1I|21di|0|ME EAIELICEH
4. show conn all port 8305 - Lina &2 &8t sftunnel 22 E0o{&LICTH
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| 7}O0| = 2] Troubleshooting the Management Connection AlM&



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/interfaces-settings-device.html#troubleshooting-the-management-connection
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/interfaces-settings-device.html#troubleshooting-the-management-connection
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/get-started-device-registration.html#ID-2242-0000054e
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/get-started-device-registration.html#ID-2242-0000054e
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/get-started-device-registration.html#ID-2242-0000054e
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/interfaces-settings-device.html#change-between-device-management-and-data-interfaces
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/interfaces-settings-device.html#troubleshooting-the-management-connection
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