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<#froot>

unitl/control-node#

show run interface nil/1

!
interface Managementl/1

managenent - only i ndi vi dual



namei f nmanagenent

security-level 100
ip address 192.0.2.1 255.255.255.0 cluster-pool cpool

Spanned QIE{H[0|A T} Q= EE{AE] A% 2| ASA(Secure Adaptive Security Appliance
Software) HH71 9.22.2.32. C} & AZEQ0{ HHEL G&S B2 = U&Lch
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1. CiscoSSH AEHO| & M3l E| T ssh x.x.x y.y.y.y <management_nameif> @ 0| FE/LIC}. O
A< Olo|E| ==of CHH ICMP/RSA/HTTPS(Hypertext Transfer Protocol Secure) 21Z40| AT gL |
Ct.

<tfroot>

unitl/control-node#

show ssh

ssh secure copy : DISABLED

ci scoSSH stack : ENABLED

unitl/control-node#

show run ssh

ssh stricthostkeycheck

ssh timeout 10

ssh key-exchange group dh-groupl4-sha256
ssh key-exchange hostkey ecdsa
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<#root>
unitl/control-node(config)#
AEHO| H|EHAd

show run snnp-server
192.0.2.101 conmunity ***** version 2c
Al gLt CiscoSSH

snnp-server host managenent
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<tfroot>

unit2/data-node#
i nterface managenent trace match icnp any any

capture capi

unit2/data-node#
trace packet-nunber 1

show capt ure capi

2 packets captured



1: 12:20:47.339566 192.0.2.1 > 198.51.100.100 icmp: echo request
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
ETapsed time: 7582 ns
Config:
Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 7582 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: NO-NAT

Subtype: self-addressed

Result: ALLOW

ETapsed time: 8028 ns

Config:

Additional Information:

NAT divert to egress interface identity

Phase: 4

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

ETapsed time: 1784 ns

Config:

Additional Information:

Input interface: 'management'
Flow type: NO FLOW

NAT: | (1) amredirecting packet to unxlate owner (O0).

<- ICMP ECHO packet is not consumed, but redirected to the unxlate owner, in this case, the control uni

Result:

input-interface: management
input-status: up
input-line-status: up
Action: allow

Time Taken: 24976 ns

Mo = EHAE Ao CIE{mH|0|A Q| THZ! ZHA]:

<{froot>

unitl/control-node#

capture ccl interface cluster trace match icnp any any



unitl/control-node#

show capture ccl trace packet-nunber 1

2 packets captured

1: 12:20:47.336469 192.0.2.1 > 198.51.100.100 icmp:

Phase: 1

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 16948 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 2

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing
Result: ALLOW

ETapsed time: 8474 ns

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.

Found next-hop 198.51.100.100 using egress ifc

Phase: 3

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

ETapsed time: 4014 ns

Config:

Additional Information:

Input interface: 'management'

Flow type: NO FLOW

I (0) have been elected owner by (0).

Phase: 4

Type: ACCESS- LI ST

Subt ype: ngnt -deny- al

<- ICMP ECHO packets are dropped.
Result: DROP

ETapsed time: 2899 ns

Config:

Additional Information:

management

echo request



Result:

input-interface: cluster
input-status: up
input-Tine-status: up
output-interface: management
output-status: up
output-line-status: up
Action: drop

Time Taken: 32335 ns

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame snp_classify_tabl e_| ookt

<- Drop reason
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