=2
=

nameif nlp_int_tap 2! IP Address 169.254.1.1
A&5t0{ LHE OIO|E QIEH|o|A S| SXME B

Lina &0l
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7|8 ME XA

ANBEEFE2a
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« FDM(Secure Firewall Device Manager) &= FMC(Secure Firewall Management Center)0i| A
22| El= FTD(Secure Firewall Threat Defense) 7.x, 10.x
Hot ASA 9.18 0|4

HiE EE

nameif nlp_int_tap 2! 169.254.1.1 IP £4A7} = LiF Cl0|H QIEH| 0|A = Lina2t= HIO|EH &
Q1 Qi EInl WAl E 24 #M|K|(0S) 7te| A2 XMBst= ol AFS El= LHE QUE{H o|A Lt

3
[}

CSot 22 AMH|20f CHEh YRR A E KMS st ol AFSELICH

« SNMP - SNMP CZ2 OSH|M HEo| Z2EMAZE AMELICEH

« Cisco SSH AEBIO 2 ASAO| CHEF SSH HAM|A - SSHOHIES OSOHIM HES| T2 MAZ A
=i

- O|O|E{ QIE{H| O|A
2 MMELICH

« FTDOIAM VRF Q14| Q|& OIF - 9|2 215 MH{of CHEt HMAE= 22 E= AL VRFO|

13 & Lt

&¢&t FTDO|| CHEF SSH HAM|A - SSH ClE2 OSSO HE o Z=AMA

CIlO|E] QIE{H|O|AE S3&ll &
« O|O|E| QIE{H|O|AE S8t FTD &2|2] AL sftunnel, DNS &2l ZIO|MIAl QI QIE NTP

S9o| &2l MH|A == OS71 #E| QIEH0|AE 3l BAIMe R 1 B2 E 45
D E cHarof M| AEFLICE.

—_

xl (o] X=1

LS L—-
Lina E 2l

ZSHEof 2t Lina & ZI0I M nameif nip_int_tap7} Internal-DataX/Y QIE{H|0|A 0] & E|H CIE2
HH S0 EAIELICEH

<#root>



CSF6170-1#

show interface ip brief

Interface IP-Address OK? Method Status Protocol
Internal -Datal/ 1l 169.254.1.1 YES unset up up
CSF6170-1#

show controller

I nternal - Datal/ 1:

ASA | PS/ VM I nternal Managenent Data Interface en_vtun rev00, port id 10

Major Configuration Parameters

Devi ce Nane :en_vtun

Li nux Tun/ Tap Device : /dev/net/tun/tap_nlp

CSF6170-1#

show i nterface detail | begin nlp_int_tap

<-- Output except Internal-Data slot and port ID is similar in other devices

Interface Internal-Datal/l "nlp_int_tap", is up, line protocol is up

Hardware is en_vtun rev00

, BW Unknown Speed-Capability, DLY 1000 usec



Traffi

VR R R

5
Contro

CSF6170-

capture

<-- Same
cplane

(FulT-duplex), (1000 Mbps)

Input flow control 1is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248
12409 packets input, 837229 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, O frame, O overrun, 0 ignored, 0 abort
0 pause input, 0 resume 1input

0 L2 decode drops, 0 demux drops

12371 packets output, 816494 bytes, 0 underruns

0 pause output, 0 resume output

0 output errors, 0 collisions, 0 interface resets

0 Tate collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (blocks free curr/Tow): hardware (0/0)
output queue (blocks free curr/low): hardware (0/0)
c Statistics for "nlp_int_tap":

12409 packets input, 663503 bytes

12371 packets output, 643300 bytes

43 packets dropped

minute input rate 0 pkts/sec, 0 bytes/sec

minute output rate 0 pkts/sec, O bytes/sec

minute drop rate, 0 pkts/sec

minute input rate 0 pkts/sec, 0 bytes/sec

minute output rate 0 pkts/sec, 0 bytes/sec

minute drop rate, 0 pkts/sec

1 Point Interface States:

Interface number is 7

Interface config status is active

Interface state is active

1#

nlp interface ?

as in other devices
Capture packets on controlplane interface

data-plane Capture packets on dataplane interface

nlp_in

t_tap Capture packets on nlp_int_tap interface

Available interfaces to Tisten:
eventing Name of interface Managementl/2
inside Name of interface Ethernetl/1

management Name of interface Managementl/1

CSF6170-1#

show asp table interfaces

<-- Same as 1in other devices

Soft-np

interface 'nlp_int_tap' 1is up

context single_vf, nicnum 10, mtu 1500

vlan <None>, Not shared, seclvl 100
12409 packets input, 12371 packets output



flags 0x0

CSF6170-1#

show asp table routing

<-- Same as in other devices
route table timestamp: 37

in 169.254.1.0 255. 255. 255. 248 nl p_int _tap

in £d00:0:0:1::1  ffff:ffff:ffff.FFFf. FEFfFFEFfFFEFfiFFff nlp_int_tap

in £d00:0:0:1:: ffff:ffff:ffff:ffff:: nlp_int_tap
out 255.255.255.255 255.255.255.255 nlp_int_tap

out

169.254.1. 1 255. 255. 255. 255 nl p_int _tap

out 169.254.1.0 255.255.255.248 nlp_int_tap

out 224.0.0.0 240.0.0.0 nTp_int_tap

out fd00:0:0:1::1 ffff.ffff:ffff:ffff - fEFF . FEFFFEFF-FFFFf nlp_int_tap

out fd00:0:0:1:: ffff.ffff:ffff:ffff:: nlp_int_tap
out fe80:: ffcO:: nlp_int_tap
out ff00:: ff00:: nlp_int_tap

« Firepower 4145 A& ASA:

<{froot>

asa#

show interface ip brief

Interface IP-Address 0K? Method Status Protocol

I nt ernal - Dat a0/ 2 169.254.1.1 YES unset up up



asa#

show controller

| nt ernal - Dat a0/ 2

ASA | PS/ VM I nternal Managenent Data Interface en_vtun rev00, port id 4102

Major Configuration Parameters

Devi ce Nane :en_vtun

Li nux Tun/ Tap Device : /dev/net/tun/tap_nlp

- 714 FTD:

<#froot>

firewall#

show interface ip brief

Interface IP-Address 0OK? Method Status Protocol
I nternal - Data0O/ 1 169.254.1.1 YES unset up up
firewall#

show control |l er

I nternal - Dat a0/ 1:



ASA | PS/ VM | nternal Managenment Data Interface en_vtun rev00, port id 12

Major Configuration Parameters

Devi ce Nane :en_vtun

Li nux Tun/ Tap Device : /dev/net/tun/tap_nlp

« 7F2aF ASA:

<tfroot>

asav#

show interface ip brief

I nt ernal - Dat a0/ 0 169.254.1.1 YES unset up

firewall#

show controller

| nt ernal - Dat a0/ 0

ASA | PS/ VM I nternal Managenent Data Interface en_vtun rev00, port id 4

Major Configuration Parameters

Devi ce Nane : en_vtun

Li nux Tun/ Tap Device : /dev/net/tun/tap_nlp

up



2H:

Si&9| Mz CHE LR o|o|H QIE{m|o|Aol & EELICt

+ nameif nlp_int_tap= AMZ C}E Z3H

- show asp table routing @2 2401l [} 2} nameif nlp_int_tap2| Internal-Data IE{H O|A 0] &=
IPv4 32 169.254.1.1/29 2 IPv6 24 fd00:0:0:1::1/64 7+ &2 & L|C}.

+ show controller @& £240 [} 2, 0| QIE{H| O|A = /dev/net/tun/tap_nlpdlAd AFEE &= Q!

D42y =24
= Linux Tun/Tap QIE{H[O|A(THMA2E tap) 2 LILCH.

FO|

—

ok

OS

12 IP FAE A8SHE Linux B Q/E{H 0| A LT,

/dev/net/tun/tap_nlp= C

« IPV4: 74 C|HO|A Q| B 169.254.1.2/290| 11 5t=9{|01 C|HFO|A 2| BL 169.254.1.3/29 ¢

L|Ct.
- IPV6: fd00:0:0:1::2/64(7t & C|HIO|A) 2! fd00:0:0:1::3/64(5t =R|01 C|HFO|A)

7HAF gl st=Q o FTD & x|of|l A &2l

o =

- 714 FTD:

<ffroot>

admin@firewall:~$

ip addr show dev tap_nlp

14:

tap_nlp

: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast state UP group default glen 1000
Tink/ether 06:dd:c8:b9:e9:cc brd ff:ff:ff:ff:ff:ff

inet 169.254.1.2/29 brd 169.254.1.7 scope global tap_nlp:1

valid_1ft forever preferred_1ft forever

inet6 fd00:0:0:1::2/64 scope gl obal

valid_1ft forever preferred_1ft forever



inet6 fe80::4dd:c8ff:feb9:e9cc/64 scope 1link
valid_1ft forever preferred_1ft forever

. Hot dtsied 5170:

<{froot>

admin@CSF6170-1:~$

i p addr show dev tap_nlp

tap_nlp

: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default glen 1000
Tink/ether b2:5b:a0:bf:f6:69 brd ff:ff:ff:ff:ff:ff

inet 169.254.1.3/29 brd 169.254.1.7 scope global tap_nlp:1

valid_1ft forever preferred_1ft forever

inet6 fd00: 0:0:1::3/64 scope gl oba

valid_1ft forever preferred_1ft forever
inet6 fe80::b05b:a0ff:febf:f669/64 scope Tink
valid_1ft forever preferred_1ft forever

Lina0il CtA| 242 & XMSst2d™ OSHM tap_nlp QIEH[O]A 9] A4 IP AT QlE Tl o| 2t E

Elo|2 Z=3|& fIEh 2t #&& IRIFLIc

<tfroot>

admin@firewall:~$

ip rule show

0: from all lookup Tocal

32765 from 169.254.1.2 | ookup 1

<-- For packets sourced from 169.254.1.2 (or .3 in case of hardware devices), the routing table 1 is us

32766: from all Tookup main



the routing table 1 is us

from all Tookup default

32767:
admin@firewall:~$
2 (or xxxx:3 in case of hardware devices)

ip -6 rule show
0: from all Tookup Tocal
32765: from fd00:0:0:1::2 | ookup 1
<-- For packets sourced from xxxx
32766: from all Tookup main
admin@firewall:~$
ip route showtable 1
default via 169.254.1.1 dev tap_nlp
<-- Next hop for the default route in table 1 is 169.254.1.1 (Lina)
admin@firewall:~$
ip -6 route showtable 1
default via fd00:0:0:1::1 dev tap_nlp
metric 1024 pref medium <-- Next hop for the default route in table 1 is fd00:0:0:1::1 (Lina)
eH:
« IPv4 3 IPv6 2t R E T EI2 nip_tap QE{H0|A FA0M AYE DZl0f CiEt B2 =3[7} 2t
R EOl ol +BEE <AL
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7t e 718 BRI ZEELICH
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HIEf A3t z|of U&LICH.
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A M3s5te ol A2 ElLCt.

2| IE{H|O|A = OSSt 2|F HESRZ 7t9|
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<#root>

>

show net wor k managenent -dat a-i nterface

Physical Interface Name of the Interface <-- empty output indicates disabled feature

3. LS 715 & stLt ol o] +EEIR&LICE

« ASA EEE FTD2| SNMP.

 Cisco SSH AEo 2 ASAO]| CHEF SSH HA|A ASA B 9.23 O 40| A= Cisco SSH AEHQ|
g sl HIggstE &= isLict

« OlO|E{ QIE{H|O|AE S FTDO| CHE SSH UM A

- FDM #2| FTDL| C|0|E| QIE{H| 0| A E &8 HTTPS HAM[A

2E WX ZRIEM 7 FELICEH

rr

4. 7! A

UM AT E JI5 B LT AT B £5 25| NAT 720l S22 T4ELIC 7|5 ZE/Z
EEZoi 2F NAT 732 CHE L.

0II

Che 2 Clo|E] QIE{H|O|AS S8 FTD SSH AMAE 2I8t £5 Twice NAT 7210| Z&El H21{9)
olelLict.



<tfroot>

firewall#

show nat detail

Manual NAT Policies Implicit (Section 0)
1 (nTp_int_tap) to (inside) source static nlp_server__ssh_0.0.0.0_intf3 interface destination static O
translate_hits = 6, untranslate_hits = 6

Source - Origin: 169.254.1.2/32, Translated: 192.0.2.1/24

Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0

Service - Protocol: tcp Real: ssh Mpped: ssh

2 (nTp_int_tap) to (inside) source static nlp_server__ssh_::_intf3 interface ipv6 destination static O
translate_hits = 0, untranslate_hits = 0

Source - Origin: fd00:0:0:1::2/128, Transl ated:

Destination - Oigin: ::/0, Translated: ::/0

Service - Protocol: tcp Real: ssh Mpped: ssh

3 (nTp_int_tap) to (inside) source dynamic nlp_client_0_0.0.0.0_6proto22_intf3 interface destination s

translate_hits = 0, untranslate_hits = 0

Source - Origin: 169.254.1.2/32, Translated: 192.0.2.1/24

Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0

Service - Oigin: tcp destination eq ssh , Translated: tcp destination eq ssh



4 (nlp_int_tap) to (inside) source dynamic nlp_client_O_ipv6_::_6proto22_intf3 interface ipv6 destinat
translate_hits = 0, untranslate_hits = 0

Source - Origin: fd00:0:0:1::2/128, Transl ated:

Destination - Oigin: ::/0, Translated: ::/0

Service - Oigin: tcp destination eq ssh , Translated: tcp destination eq ssh
%4 £ 10: Cisco SSH AEHZ A& 5104 ASAN| SSH Q1Z5t= B Tt ZTE = 220(AM 41222 &
gHELC
O| Clojo{a&ol= 2! 22 & X ZQIET} Liet /&Lt
05 (LINUX)

6

10

2 P S
Dat: nlp_int_tap: tap_nlp:
,-me;:,:_@ ® 165.254.1.1/29 169.254.1.[2-3)/29 @ - SNMP

fd00:0:0:1::1/64 fd00:0:0:1::[2-3]/64 4

3

fe )

Jor

POl A M AZ 8 IS olet sl E):

1. Capture point - ZE 229| |P 192.0.2.20lA] IP 192.0.2.12 SSHE I8t QT a|A TCP SYN
mZlduIct 1P 192.0.2.12 W& QE{m|o|A o] FALICY.

<#root>

firewall#

show run ssh

ssh 0.0.0.0 0.0.0.0 inside
ssh ::/0 inside

firewall#



show i p

System IP Addresses:
Interface Name IP address Subnet mask Method
GigabitEthernet0/0

i nsi de

192.0.2.1

255.255.255.0 manual
Current IP Addresses:

Interface Name IP address Subnet mask Method
GigabitEthernet0/0
i nsi de 192.0.2.1

255.255.255.0 manual

firewall#

show capture

capture capi type raw-data trace interface inside [Capturing - 218 bytes]
match tcp any any

capture nlp type raw-data trace interface nlp_int_tap [Capturing - 218 bytes]
match tcp any any

firewall#

show capture capi

1 packets captured
1:

19:52:27. 776830 192.0.2.2.22420 > 192.0.2.1. 22

: S 240217016:240217016(0) win 8192

2. X =2 Cha IP% 192.0.2.104|A IP 169.254.1.22 4835t 11 mZ! 2 nlp_int_tap 0|24 ¢!
E{H O|AZ MetsteE UX|SH= NAT #&S LIEFHLICEH

<ffroot>

firewall#



show capture capi trace packet-nunber 1

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 22936 ns
Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 22936 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: UN-NAT

Subtype: static
Result: ALLOW

ETapsed time: 11224 ns
Config:

nat (nlp_int_tap,inside) source static nlp_server__ssh_0.0.0.0_intf3 interface destination static 0_0.O.

<-- matching NAT rule
Additional Information:

NAT divert to egress interface nlp_int_tap(vrfid:0)

<-- Egress interface is nlp_int_tap

Untransl ate 192.0.2.1/22 to 169.254.1.2/22

<-- Destination address was translated to 169.254.1.2

Phase: 15

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
ResuTlt: ALLOW

ETapsed time: 13664 ns

Config:

Additional Information:

Found next-hop 169.254.1.2 using egress ifc nlp_int_tap(vrfid:O0)

<-- next hop is the nlp_int_tap with IP 169.254.1.2

Phase: 16
Type: ADJACENCY-LOOKUP
Subtype: Resolve Nexthop IP address to MAC



Result: ALLOW

ETapsed time: 2440 ns
Config:

Additional Information:

Found adj acency entry for Next-hop 169.254.1.2 on interface nlp_int_tap

Adjacency :Active

MAC address 06dd. c8b9.e9cc hits 1 reference 1

<-- next hop MAC address

Phase: 17

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 8296 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: inside(vrfid:0)

input-status: up
input-line-status: up

output-interface: nlp_int_tap(vrfid:0)

output-status: up
output-line-status: up
Action: allow

Time Taken: 191292 ns

w
IR
Hel
o

<#root>

firewall#

show capture nlp

1 packets captured
1: 19:52:27.776998

E-CHA 1P 169.254.1.2 L E 227} &

StE|

A

Zl

Ol nlp_int_tap QIE{HIO|AR M&

=
=

L



192.0.2.2.22420 > 169.254.1.2.22

: S 1456431278:1456431278(0) win 8192

4. 47X ZOIE - SEXMX|IP 169.254.1.2 LE 227} /= 1HZ!0| OS tap_nlp QUE{H O] A0 M 5= AlE
L|C}.

<ffroot>

admin@firewall:~$

sudo tcpdunp -n -i tap_nlp tcp

Password:

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes

19:52:27. 796029 | P 192.0. 2. 2. 22420 > 169.254.1.2.22: Flags [S], seq 1456431278, win 8192, length O

5.SSH O|&

rlo

ZE 2200 M =&l Ch7[et 1, SYN IHZ!E =+ &lstH, ChS 2t Z ol ME[gf L CH.

<#froot>

admin@firewall:~$

sudo netstat -pan | grep :22

Password:
tcp 0 0 0.0.0.0:22 0.0.0.0:* LI STEN 6026/ sshd: /usr/sbhi
tcpb 0 0:::22 i LI STEN 6026/ sshd: /usr/sbhi

mjo
).
= =
X
9.'—'
r
o

6. SSHE= SYN ACK Z{Z!

7.Capture point - &4 IP 169.254.1.2 L E 22 2 |MX| |P 192.0.2.27} Z&El SYN ACK IiZ! 0|
tap_nlp IE{H|O|A QIR E M&ELICH



<ffroot>

admin@firewall:~$

sudo tcpdunmp -n -i tap_nlp tcp

Password:

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes

19:52:27.796029 IP 192.0.2.2.22420 > 169.254.1.2.22: Flags [S], seq 1456431278, win 8192, Tength 0

19:52:27.796112 | P 169.254.1.2.22 > 192.0.2.2.22420: Flags [S.], seq 2122129677, ack 1456431279, wi n 64:

8. Capture point(Z{ix{ ZRIE) - AA IP 169.254.1.2 L E 22 LU SXMX| |P FA 192.0.2.27} ZEHEl
SYN ACK IiZ!0] Lina nlp_int_tap @IE{H| O| A AM 4= AIEIL|CH

<{froot>

firewall#

show capture nlp

2 packets captured

1: 19:52:27.776998 192.0.2.2.22420 > 169.254.1.2.22: S 1456431278:1456431278(0) win 8192

2: 19:52:27.777776 169.254.1.2.22 > 192.0.2.2.22420: S 2122129677:2122129677(0) ack 1456431279

9. O| SYN ACK IiZ!2 7|&E/EHE °d7 o UR=Z iiEIEID# Lina 21ZI0] IP 169.254.1.20{| A LHE
IP 192.0.2.12 T{Z!Io| AAE HHE S = &5tn LIFE 0|:LE1|A RIE{H O|A
2 MEiSHL|C} Cisco SSH AEi2 AP%%PO ASAO0] SSH °=| % BAR AA ZTEE 412200 222
CHA| g4gHElL|CH,

<{froot>

firewall#

show capture nlp trace packet-nunber 2

2 packets captured



1: 19:52:27.776998

2: 19:52:27.777776

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 2196 ns
Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 2196 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

ETapsed time: 2928 ns
Config:

Additional Information:

Found flow with id 239305,

Phase: 4

192.0.2.2.22420 > 169.254.1.2.22: S 1456431278:1456431278(0) win 8192

169.254.1.2.22 > 192.0.2.2.22420: S 2122129677:2122129677(0) ack 1456431279

using existing flow

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETapsed time: 10736 ns
Config:

Additional Information:

Found next-hop 192.0.2.2 using egress ifc inside(vrfid:0)

Phase: 5
Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

Result: ALLOW



Elapsed time: 1952 ns
Config:
Additional Information:

Found adj acency entry for Next-hop 192.0.2.2 on interface

Adj acency : Active

MAC addr ess 0000. 0000. 1234 hits O reference 1

Phase: 6

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 10736 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: nlp_int_tap(vrfid:0)

input-status: up
input-line-status: up

output-interface: inside(vrfid:0)

output-status: up
output-line-status: up
Action: allow

Time Taken: 30744 ns

10. X ZQIE - I{Z!0| LHE QUE{HO|AE [HLt SHMX|ZE

<{froot>

firewall#

show capture capi

2 packets captured

i nsi de

=

;;

5t
=

LICH.



S 240217016:240217016(0) win 8192

192.0.2.2.22420 > 192.0.2.1.22
192.0.2.1.22 > 192.0. 2. 2. 22420: S 2835714564: 2835714564(0) ack 240217017 wir

1: 19:52:27.776830

2: 19:52:27.777807

%+ il Eal)\}SZ

AE
= [ Ry
SstEl 3

OOl IE{m|o[A
FMC 2| FTDO|A Management over Data Interface7| &%
2Lict. os tiie 7|2 Ho|EHols

MEE Lt
1. CLISHOIM 7|8 HOo|E<0|= Ci|o|E QIE{H 0]A
tap_nlpE &3l O|F01X|04 C}S & Lina IP 169.254.1.12 7t2|ZIL|Ct

<tfroot>

>
show net wor k managenent -dat a-i nterface

Name of the Interface

Physical Interface

Et hernet 1/ 2 i nsi de
>
show net wor k
[ System Information ]
Hostname : FPR1150-2
: enabled
: 8305

DNS from router
Management port

| Pv4 Default route

data-interfaces

Gat eway



[ managementO ]

Admin State : enabled

Admin Speed : 1lgbps

Operation Speed : 1lgbps

Link Toup

Channels : Management & Events

Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 4C:E1:75:DD:89:00
—————————————————————— [ IPv4 J--——---— oo~
Configuration : Manual

Address 1 192.0.2.29

Netmask 1 255.255.255.0
—————————————————————— [ IPv6 J----——-==—=—— ===~
Configuration : Disabled

[ Proxy Information ]
State : Disabled
Authentication : Disabled

======[ System |Information - Data Interfaces ]======

DNS Servers

Interfaces : Ethernetl/2
[ Ethernetl/2 ]

State : Enabl ed

Li nk o Up

Nane : inside

Mru : 1500



MAC Addr ess . 4C. E1: 75: DD: 89: 25

---------------------- R 27 R
Configuration : Manual

Addr ess :198.51.100. 254

Net mask . 255.255.255.0

Gat eway :198.51.100.1
—————————————————————— [ IPV6 J------—--=——mmm -
Configuration : Disabled

admin@firewall:~$

ip route show default

default via 169.254.1.1 dev tap_nlp

2. detMo = LinaollE CIO|E 2IE{H0|AE Soff FEEl=E 7|8 B27 A&LICH ol
FMCO|AM B ZEl ALE X} Z41| 281 O] H L.

<ffroot>

firewall#

show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN



i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 198.51.100.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 198.51.100.1, inside
C 198.51.100.0 255.255.255.0 is directly connected, inside
L 198. 51. 100. 254 255. 255. 255. 255 is directly connected, inside

3. sftunnel ZE 830501 CHE! Lina =5 23| NAT 722 IPv4 2! IPve AEH B 5of Mx|E LIt
St OSOIM 2|8 HIERXIRO HAZAE 5{&35t7] {8l OS tap_nlp 2IE{m[O|A 9| IPv4 !
IPv6 =201 CHEt &% PAT7} Cl|O|E{ QIE{H|O|AE Sl #+ELIC

<tfroot>

firewall#

show nat detai

Manual NAT Policies Implicit (Section 0)
1 (nTp_int_tap) to (inside) source static nlp_server__sftunnel_0.0.0.0_intf3 interface destination sta
translate_hits = 6, untranslate_hits = 6

Source - Origin: 169.254.1.3/32, Translated: 198.51.100. 254/ 24

Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0

Service - Protocol: tcp Real: 8305 Mapped: 8305

2 (nTp_int_tap) to (inside) source static nlp_server__sftunnel_::_intf3 interface ipv6 destination sta
translate_hits = 0, untranslate_hits = 0

Source - Origin: fd00:0:0:1::3/128, Transl ated:

Destination - Oigin: ::/0, Translated: ::/0



Service - Protocol: tcp Real: 8305 Mapped: 8305

3 (nTp_int_tap) to (inside) source dynamic nlp_client_O_intf3 1interface
translate_hits = 64, untranslate_hits = 0

Source - Origin: 169.254.1.3/32, Translated: 198.51.100. 254/ 24

<-- Dynamic IPv4 PAT on inside interface

4 (nlp_int_tap) to (inside) source dynamic nlp_client_O_ipv6_intf3 interface ipvé6
translate_hits = 0, untranslate_hits = 0

Source - Origin: fd00:0:0:1::3/128, Transl ated:

<-- Dynamic IPv6 PAT on inside interface

O| Ctolo{a ol = U HA ZIET} LI U&LICH

X
\|
AL
hu
o
u

0S (LINUX)

0.0.0.0/0 via 169.254.1.1
1

2
tap_nip: DNS |[RADIUS
LINA/ASA O 169.254.1.1/20 169.254.1.[2-3/20 @& RADIUS HTIP otheros

interface o 1d00:0:0:1:1/64 fd00:0:0:1:[2-3/64 ., (NTP. [LDAP | HTTPS braflc
8 g

5 : : 3
Data nlp_int_tap:

ok

Ol EHA(O] ofloll A NTP E2HTlodl CHEH 2ol ErAllLICt. BHolMAl 58 Z&E B E 0S M4
Bizlol s SYst =27t MR ELICH)

|m J

1.NTP 22I0|HEE QIf NTP MH IP FAZ 24 miZlg MHFL|Ct

<tfroot>

admin@firewall:~$

sudo ntpq -pn

Password:
remote refid st t when poll reach delay offset jitter



*¥192.0.2.222 192.0.2.111 2 u 31 64 377 27.540 +0. 104 0. 105

127.127.1.1 .LOCL. 10 1 1093 64 0 0.000 +0.000 0.000

OS MM LIS E2 A& FTAL 5SS QIE{HO|A IP 169.254.1.32 AFE35}0d tap_nlp Q/E{ |
O|AE &3l O|Fo{&LIC.

r

<ffroot>

admin@firewall:~$

ip route get 192.0.2.222

192.0.2.222 via 169.254.1.1 dev tap_nlp src 169.254.1.3 uid 101

cache

2. Capture point(Z{&x Z2IE) - I{Z! 0| tap_nlp LUE{H O|AE &S E LICH.

<tfroot>

admin@firewall:~$

sudo tcpdunmp -n -i tap_nlp udp and port 123

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes
22:39:59.728791 1IP

169.254.1.3.123 > 192.0.2.222.123

: NTPv4, Client, Tength 48

3. Capture point - I{Z! 0| Lina nlp_tap_interface QIE{H|0|A 0l =&8fL|CE

<{froot>



firewall#

show capture

capture nlp type rawdata trace interface nlp_int_tap

[Capturing - 10600 bytes]

mat ch udp any any eq ntp

firewall#

show capture nlp

96 packets captured
3: 22:39:59.726112

169.254.1.3.123 > 192.0.2.222.123

udp 48

4. 32 X 3|8 7|Yt2 2 Linas IR E o|d2|A QEHO|AZ AEE CHS ! AA
£ 169.254.1.30{ M TIO|E{ QIE{H|O|A IP TA R HZESE S& PAT &2 ME¢&LCt.

<ffroot>

firewall#

show capture nlp trace packet-nunber 3

96 packets captured

3: 22:39:59.726112 169.254.1.3.123 > 192.0.2.222.123: udp 48

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 4608 ns
Config:

Additional Information:



MAC Access Tist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 4608 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface
ResuTlt: ALLOW

Elapsed time: 24576 ns

Config:

Additional Information:

Found next-hop 198.51.100.1 using egress ifc inside(vrfid:0)

Phase: 6

Type: NAT

Subtype:

Result: ALLOW
ETapsed time: 853 ns
Config:

nat (nlp_int_tap,inside) source dynamic nlp_client_O_intf3 interface

Additional Information:

Dynani c translate 169.254.1.3/123 to 198.51. 100. 254/ 58840

Phase: 13

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
Result: ALLOW

ETapsed time: 8192 ns

Config:

Additional Information:

Found next-hop 198.51.100.1 using egress ifc inside(vrfid:0)

Phase: 14

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
ResuTlt: ALLOW



Elapsed time: 3072 ns
Config:
Additional Information:

Found adj acency entry for Next-hop 198.51.100.1 on interface inside

Adjacency :Active

MAC address c02c. 1782. 2cbf hits 5 reference 3

Phase: 15

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 11264 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: nlp_int_tap(vrfid:0)

input-status: up
input-line-status: up

output-interface: inside(vrfid:0)

output-status: up
output-line-status: up
Action: allow

Time Taken: 173567 ns

firewall#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 198.51.100.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 198.51.100.1, inside



C 198.51.100.0 255.255.255.0 is directly connected, inside

L 198.51.100.254 255.255.255.255 1is directly connected, inside
5 X ZQIE - 1jZ!0| o|aB|A IEH O|AE Sdl MSELICEH

<#root>

firewall#

show capture capi

112 packets captured

1: 22:39:59.726387 198. 51. 100. 254. 58840 > 192.0.2.222.123: udp 48
6. ZIX ZQIE -NTP M7t 8 A &S LICtH

<{froot>

firewall#

show capt ure capi

112 packets captured
1: 22:39:59.726387 198.51.100.254.58840 > 192.0.2.222.123: udp 48

2: 22:39:59. 756796 192.0.2.222.123 > 198.51. 100. 254. 58840: udp 48

7. Linae AHEE 40| YR ZE SHES XMolstn AU NATE MEFLICE. o] HEof et CH
A2 169.254.1.32 2 HELE|H O|2BA QIE{H O|AE nip_int_tapILICH.

<{froot>

firewall#

show capture capi trace packet-nunber 2

120 packets captured

2: 22:39:59. 756796 192.0.2.222.123 > 198.51. 100. 254. 58840: udp 48



Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

ETapsed time: 6144 ns
Config:

Additional Information:

Found flow with id 1226, using existing fl ow

Phase: 4

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
Result: ALLOW

ETapsed time: 11264 ns

Config:

Additional Information:

Found next-hop 169.254.1.3 using egress ifc nlp_int_tap(vrfid:O0)

Phase: 5

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW

ETapsed time: 3072 ns

Config:

Additional Information:

Found adj acency entry for Next-hop 169.254.1.3 on interface nlp_int_tap

Adjacency :Active

MAC address 9641.fdd8. 1038 hits 4159 reference 4

Phase: 6

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 17920 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: inside(vrfid:0)



input-status: up
input-line-status: up

output-interface: nlp_int_tap(vrfid:0)

output-status: up
output-line-status: up
Action: allow

Time Taken: 47104 nsw

8. 21X ZQIE - & THZ!0| nlp_int_tap QUE{H O|AZ MSEILIC.

<{froot>

firewall#

show capture nlp

132 packets captured

3: 22:39:59.726112 169.254.1.3.123 > 192.0.2.222.123: udp 48

4: 22:39:59. 756903 192.0.2.222.123 > 169.254.1.3.123: udp 48

9. Z4x ZQIE - M| m{Z!0| OS tap_nlp QE{H|O| A0 EEEFLICEH

<{froot>

admin@firewall:~$

sudo tcpdunmp -n -i tap_nlp udp and port 123

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes
22:39:59.728791 IP 169.254.1.3.123 > 192.0.2.222.123: NTPv4, Client, length 48

22:39:59.759683 | P 192.0.2.222.123 > 169.254. 1. 3. 123: NTPv4, Server, length 48

FoiZle NTP 2210|1E M AH|E| 2 &2 L|Ct.

0lo
il

10.
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https://www.cisco.com/c/ko_kr/support/security/defense-center/products-installation-and-configuration-guides-list.html
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