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« Cisco Secure Firewall 3130 Threat Defense EHH7 10.0.0(2X = 140)
« FMC(Firewall Management Center) {7 10.0.0(2 = 140)
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« Datapath(LINAZI L. &)
 Snort 7

FTD

Snort Engina (multiple instances)
FTD Dats Intarface LINA Datapath (multiple instances) FTD Data Interface
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« class-map2 S0|22 EeiEd UX[ELICt
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« service-policys MA U MAMo R (ZE QIEH 0|AN M) HE5HLt 7 QIE{m|o|A0f
st |c)
1o - .

Ad
o

o

s &



7|5 e gol ciai M= ASA ZAI| 1804 7H0| =& B ZESHAAIL.

https://www.cisco.com/c/en/us/td/docs/security/asa/asa924/configuration/firewall/asa-924-firewall-
config/inspect-service-policy.html

FTDQF Z2iEl 7|s0| Z & EAIFLICH.

Table 2. Feature Directionality

Feature Single Interface Direction Global Direction
Application inspection (multiple types) Bidirectional Ingress
MetFlow Secure Event Logging filtering MN/A Ingress
QoS input policing Ingress Ingress
QoS output policing Egress Egress
QoS standard priority queue Egress Egress
TCP and UDP connection limits and timeouts, and TCP sequence Bidirectional Ingress
number randomization
TCP normalization Bidirectional Ingress
TCP state bypass Bidirectional Ingress
User statistics for Identity Firewall Bidirectional Ingress
s
o
EEZX|
172.16.3.0/24
172.16.4.0/24
VRF-201 =
198.51.100.250 /‘;’ )
4.9
Po1.201 1SP1
OUTSIDE1
198.51.100.129/25
172.16.1.0/24 .
172 16.2 D24 192.0.2.99 Po1.101 Firewall
192.0.2.1/24
(A ——
w -
I\\_ i / VRF-101 INSIDE JE—
OUTSIDE2 198.51.100.99
193.51.100.1/25 T ) \
A
!
Nl
172.16.5.0/24

172.16.6.0/24


https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/firewall/asa-99-firewall-config/inspect-service-policy.html#ID-2094-0000011d
https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/firewall/asa-99-firewall-config/inspect-service-policy.html#ID-2094-0000011d

7|# MPF +£44(10.0.0):

<{froot>

firewall#
show run policy-map

|
!
policy-map type inspect dns preset_dns_map
parameters
message-Tlength maximum client auto
message-Tength maximum 512
no tcp-inspection
policy-map type inspect ip-options UM_STATIC_IP_OPTIONS_MAP
parameters
eool action allow
nop action allow
router-alert action allow
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sqlnet
inspect skinny
inspect sunrpc
inspect sip
inspect netbios
inspect tftp
inspect icmp
inspect icmp error
inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class class_snmp
inspect snmp
class class-default
set connection advanced-options UM_STATIC_TCP_MAP

firewall#
show run cl ass- map

|

class-map inspection_default
match default-inspection-traffic
class-map class_snmp

match port udp eq 4161
|

firewall#
show run service-policy

service-policy global_policy global
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<tfroot>

firewall#

packet-tracer input INSIDE udp 172.16.1.1 5060 172.16.3.1 5060

Phase: 8

Type: | NSPECT

Subt ype: inspect-sip

Result: ALLOW

Elapsed time: 34788 ns
Config:

cl ass-nmap inspection_default

mat ch defaul t-inspection-traffic

policy-map gl obal _policy

Ct. g 7kXl Ol =

=
S



cl ass inspection_default

i nspect sip

servi ce-policy global _policy gl oba

Additional Information:

Result:
input-interface: INSIDE(vrfid:0)

input-status: up
input-Tine-status: up
output-interface: OUTSIDE1(vrfid:0)
output-status: up
output-line-status: up

al | ow
A& Lt

Acti on:
AA

326018 ns
g0l = 27EK[ 7}

I-_I_
—

(][]

rofxio = vlg sl

SIP ZAALE
1: FTD CLIO| M SIP H|& A3}

HE &

ol

<ffroot>

>

configure inspection sip disable
Building configuration...
Cryptochecksum: ef7528dc 7338986d 6714a3a2 4770528e

7818 bytes copied in 0.250 secs

[OK]

I
o

<tfroot>



show runni ng-config policy-map | include sip

12 g 2: FlexConfigE AFE3610{ SIP H|E A43}

ol

FMCO| A Devices(E|HIO|A) > FlexConfig2 0| S 3104 FlexConfig ZiXIE A4 grL|C}.

Add FlexConfig Object

Name:

[ Disable_SIP ]

Description:

[ )

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Deployment: [OHCE A Type: [Append v ]

policy-map global_policy
class inspection_default
no inspect SIP

policy-map global_policy
class inspection_default
no inspect sip

X & FlexConfig & MEYSI T Preview Config& MEi3tod 0|2 &LICt.



Preview FlexConfig

=)

k=1 d o]
= -
<#root>
firewall#
show run policy-map | include sip
firewall#
A—|7C-IEIL_||:|._ 7|_7|._=_
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B -LINA MZ EO|20XM 7|E SIP HEE
otodd OhS BYEE MEE + U&LICH

K|S0k SIP HAt gi0] 4Z 0] CHA|

SIP 9472 =0l

<tfroot>

firewall#

show conn port 5060

SAEO CHSH SIP ZAAF A2 ©F &
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« &A:172.16.1.0/24
+ DST: 172.16.3.0/24

OlE £8sts 8 7hx| OlRE Hs EBIT| YHS T SIPY BUE AZEY o] BHY £ Us
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a2 u

FlexConfig& AFS & LIC}.

1EHA|

ofi
o rir

Objects(7HAl) > Access List(HMA S5 5) > Extended(Z &) 2 0|535t0{ Hot= ECHE D Y|
A HMA SES HHELICH §H EBEE M elst= [0l SEO|ZE Block(RHE) 242 At
siof Lct E LHX| EcfE I oHEE Allow(88) &S FIHEFLICEH

New Extended Access List Object
Mame
| SIP_flows |
Entries (2}
Sequence Action Source Source Port Destination Destination Port Application Users SGT
1 @ Blgck 1721610724 Ay 172.16.3.0/24
2 B Alow Ay
Displaying 1 - 2 of 2 rows Page [ 1 | of 1
[] Allow Overrides
cancel m
2EHA|

SIP ACL(Access Control List)} & x|5t= ZeilA B2 2 FlexConfig 7HAE 2HE 1 global_policyd|
MggrLct



Add FlexConfig Object

Mame:
[ Disable_SIP_for_networks

[

Type: | Append

Description:
A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment

Deployment: [ Once

Insert~

class-map SIP_CMAP
match access-list $5IP_flows.
policy-map global policy
class nspection_default
no mspect s1p
class SIP_ CMAP
mnspect sip
~ \ariables
Name Dimension Default Value ?;;s:f,:‘; me)  Override Description
SIP_flows SINGLE SIP_flows EXD_ACL:SIP_fl... false
Cancel m
T4El FlexConfig 7HA]|
class-map SIP_CMAP
match access-Tist $SIP_fTlows
policy-map global_policy
class inspection_default
no inspect sip
class SIP_CMAP
inspect sip
HZ
permit ACLZ T+ & I CPUO O|&E = U= &2 LXI5H7| el 7ts8r 8t #+ &=l ACL(A:
PutZZEZ ZE)S AITELICH O 2ol oo ME Z2EE ZEE X|IMsIX| oM Z2HM
oM Z|E = AU&Lict
&ol1
<#root>
firewall#
begi n gl oba

show run policy-nmap |



policy-map global_policy
class 1inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class class_snmp

inspect snmp

cl ass Sl P_CVAP

i nspect sip

class class-default
set connection advanced-options UM_STATIC_TCP_MAP

firewall#

show run cl ass- map

cl ass-map Sl P_CVAP

mat ch access-list SIP_flows

class-map inspection_default
match default-inspection-traffic
class-map class_snmp

match port udp eq 4161

firewall#

show run access-list SIP_flows

access-1list SIP_flows extended deny 1ip 172.16.1.0 255.255.255.0 172.16.3.0 255.255.255.0
access-1list SIP_flows extended permit ip any any



A& LI

Fol 2
o2 ErfZlol= deny=true7t
begi n | NSPECT

SIP QAL AAHE|X|
|

b

<#root>

firewall#
INSI DE udp 172.16.1.1 5060 172.16.3.1 5060 det ai

packet-tracer input

Type: | NSPECT

Subtype: inspect-sip

Result: ALLOW
ETapsed time: 37910 ns

Config:
cl ass-nmap Sl P_CVAP

mat ch access-list SIP_flows

policy-map gl obal policy

cl ass Sl P_CVAP

inspect sip

servi ce-policy global _policy globa

Additional Information:



Forward Flow based Tookup yields rule:
in id=0x14af42cfa810, priority=70, domain=inspect-sip,

deny=true

hits=1

, user_data=0x000014af4570beal, cs_id=0x0, use_real_addr, flags=0x0, protocol=0

src ip/id=172.16.1.0, mask=255.255. 255.0, port=0,

dst ip/id=172.16.3.0, mask=255.255.255.0, port=0,

t ag=any

t ag=any,

dscp=0x0, input_ifc=INSIDE(vrfid:0), output_ifc=any

SIP AArol olsll AALEl=E EBiH0| deny=false 7t

<#froot>

firewall#

packet-tracer input INSIDE udp 172.16.2.1 5060 172.16.3.1 5060 det ai

Type: | NSPECT

Subtype: inspect-sip

Result: ALLOW
ETlapsed time: 34788 ns
Config:
class-map SIP_CMAP
match access-Tist SIP_flows
policy-map global_policy
class SIP_CMAP
inspect sip
service-policy global_policy global

L|CF.

begi n | NSPECT



Additional Information:
Forward Flow based Tookup yields rule:
in id=0x14af459099d0, priority=70, domain=inspect-sip,

deny=f al se
hits=1, user_data=0x000014af4570beal0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any,

O|3

I.
—

b

"sip" inspect 7t 2E{= TZ! 0| L&Hoi os AALE M S7FELIcH

<#root>

firewall#
show service-policy inspect sip

Global poTlicy:
Service-policy: global_policy
Class-map: inspection_default
Class-map: class_snmp
Class-map: SIP_CMAP
Inspect: sip ,
, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, vb6-fail-close 0 sctp-drop-override 0

packet 2
tcp-proxy: bytes in buffer 0, bytes dropped 0

INSIDE udp 172.16.2.1 5060 172.16.3.1 5060

firewall#

packet-tracer input

firewall#
show service-policy inspect sip

Global poTlicy:
Service-policy: global_policy
Class-map: inspection_default
Class-map: class_snmp
Class-map: SIP_CMAP



Inspect: sip ,

packet 3

, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override 0
tcp-proxy: bytes in buffer 0, bytes dropped 0

'Y 3. 58 4 E0i CHsll TCP &Ef 23| 7+

1A
(o]

Ol oM oledet HEXT zte| Eei=lof CHSH TCP e *3|E & H3tsloF &LCt.
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New Extended Access List Object @
Mame
TCP_Bypass
Entries (1)
Sequence Action Source Source Port Destination Destimation Port Application Users S5GT
Algw  17216.2.0724 172.06.3.0/24 Amy Any £ 0
Displaying 1-1of 1rows < « Page| 1 |0f'| pll=
=

1

("] Allow Overrides
2EHA|
FTDO| &&E ACP(HAM|A Aof X2 E TEISt 1, Advanced Settings(Z& AH) B2 MEHSI T,
Threat Defense AH|A G2 g HEFLICH 72 FIF 2 ChES MEFLCH
3EA
=3k ACL St
Threat Defense Service Policy (
1 intoriacs Objest §) Tranc From Ganraction Sotting
Extended Acoess List:
[ TCP_Bypads

4EHA|



Threat Defense Service Policy

1 | interdace Object

I B Erable TCP State Bypass I

Connactions

5EHA|

Connections Per Chent:

Connactions Timent

Madmum TEP & UDE

a

a

Connaction Syn Cookis M55

Detoction Timaout

Mazimism TCP & LDP

Embiryeris

2 | Traffic Flow

aximum Embryenic

Masirmum Embryenic

sl Clesed

Detection Botried

<4 Privioue

) comnestion Satting

Idia

Finlah Camgal

Finish(OF2), OK(Z2!), Save and Deploy(X& ! HiZ)E

Z1}:

<#root>

firewall#

show run policy-map gl obal _policy

policy-map global_policy
class inspection_default
dns preset_dns_map

inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect

cl ass cl ass_nmap_TCP_Bypass

ftp

h323 h225
h323 ras
rsh

rtsp
sqlnet
skinny
sunrpc
netbios
tftp

icmp

icmp error

1

ip-options UM_STATIC_IP_OPTIONS_MAP



set connection random sequence-nunber di sable

set connection advanced-options tcp-state-bypass

class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

21 6.x2 €2 0| FMC ZE[A0| M= FlexConfig§ AL&35t04 TCP &Ef R 2|E F
LICH =& HAo|M= 0] ZIs 0l X[#HEX| ek&LICh

Error - Unsupported CLI

i et connection pvanced-options fop-Flate-BrRats

FO|

—

dor

<ttroot>

firewall#

packet-tracer input INSIDE tcp 172.16.2.1 1111 172.16.3.1 80 detail | begin CONN

Type: CONN-SETTINGS
Subtype:

Result: ALLOW
ETapsed time: 334 ns
Config:

cl ass-map cl ass_map_TCP_Bypass

e
1

0
>



mat ch access-1ist TCP_Bypass

policy-map gl obal _policy

cl ass cl ass_nmap_TCP_Bypass

set connection conn-max 0 enbryonic-conn-nmax 0 random sequence-nunber di sabl e syn-cooki e-nmss 1380

set connection advanced-options tcp-state-bypass

service-policy global_policy global
Additional Information:
Forward Flow based Tookup yields rule:
in id=0x14af45906b70, priority=7, domain=conn-set, deny=false

hits=1
, user_data=0x000014af45906df0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0

src ip/id=172.16.2.0, mask=255.255.255.0, port=0, tag=any

dst ip/id=172.16.3.0, mask=255.255.255.0, port=0, tag=any,

dscp=0x0, input_ifc=INSIDE(vrfid:0), output_ifc=any

HX| 4. Traceroute 23 &=

AT T AL

oo



INSIDE QIE{H|O|A Fof U= IP 172.16.1.10| OUTSIDE1

T2 FTDOIAM % NATE FA48FL|Ct.

gement Center

almp Firewall
€150 Palicies | N

SAEO0|AM 198.51.100.2002 2 L}EFL}

ooy Q@ @ wimin -

e policics | HEFW NAT Policy Editor
MNAT [ Show Warmings [ Gancel
e HAT Exemptions  Puolicy Assignments (1)
Mesights &
Reports Filter by Dovice VF Fhue el Rube
~
Events & Logs
Original Packet Transtated Packot
Source Dostination
0 Orriginal Original Original Transiated Translated Translatod .
& Dirsction Rl e Sources Destinations Services Sources Destinations Services Optiers
Policies
MNAT Rubes Befare
. 1 & Static INSIDE_TONE OUTSIDE1_ZONE Rast 720611 a1 19851100200 Dnsfalse
Objeets Aurto MAT Rubes

MAT Pubes After
Dwvices

T3 CHS ISP10{IA 198.51.100.200(3 A E 172.16.1.1)2 2 traceroute =

A-ELICH

172.16.3.0/24
172.16.4.0/24

VRF-201
198.51.100.250

1721641 <> 19851400200 _ o
172.16.1.1 ) OUTSIDEA
“— 198.51.100.129/25
172.16.1.0/24 )
172 16.2 024 192.0.2.99 Pol.101 Firawall
— 192.0.2.1/24
f/g‘i;\ﬁ :' :'
i KK | | | ||
Y VRE-101 INSIDE 1
OUTSIDEZ 198.51.100.99
198 51.100.1/25 2T —
A

<#root>

routerl#

traceroute vrf VRF-201 198.51.100. 200

Type escape sequence to abort.
Tracing the route to 198.51.100.200
VRF info: (vrf in name/id, vrf out name/id)

172.16.5.0/24
172.16.6.0/24



1 192.0.2.99 1 msec 1 nsec *

%a

traceroute?} O| 231} & x|5t =& FTD ZHx|aio|ME =™ EL|Ct.

<ffroot>

routerl#

traceroute vrf VRF-201 198.51.100. 200

Type escape sequence to abort.
Tracing the route to 198.51.100.200
VRF info: (vrf in name/id, vrf out name/id)

1 198.51.100.129 1 nmsec 1 nsec *

2 198.51.100.200 1 nsec 2 nsec *



Threat Defense Service Policy

1 ivierfece Object

|_| Enatio TEP Srane Bypads

ﬂ Ransgamirg TCP Sogquenos Musber

Trntfie Flow

B Erubio Docrement TTL

Connpctions: Mawimum TCP EUDP ol cirmm Embngnic
a a
Connections Per Client: Marimum TCP & UDS Mamimum [mbryonic
e Tr
Connection Syn Cockie M35 | 1280
Connections Temaout Embryenic Haibl Cloged Il
[razee s Fl [Lagleor ] QILCn0
[ Reset Conrection Upon Timeout
(Dt hiom Timaesout Detection Rebries
[[] Desest Dead Connocsions -
[ DAl o
wd Prévicus  Finisk

H4 74

4473 = traceroute= it 5}Ed

<#root>

routerl#

traceroute vrf VRF-201 198.51.100. 200

Type escape sequence to

abort.

Tracing the route to 198.51.100.200

VRF info:

(vrf 1in name/id, vrf out name/id)

1 198.51.100.129 1 nsec 1 nsec *

2 192.0.2.99 1 msec 1

2. ICMP 27 ZAAIE H|

msec *

a Conpection Setting




Add FlexConfig Object

Name:
[ Madify_Traceroute ]
Description:
A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.
Deployment: [ Once ~ ] Type: Append ~

v

: :
policy-map global_policy

class inspection_default
no nspect icmp error

policy-map global_policy
class inspection_default

no inspect icmp error

ol
—

I

SAEQ|HEZEINATIP A2 FTD QIE{H O|A IP TA7F EAIE/LICEH

traceroute0f = 2

<tfroot>

routerl#
traceroute vrf VRF-201 198.51.100. 200

Type escape sequence to abort.
Tracing the route to 198.51.100.200
(vrf in name/id, vrf out name/id)

VRF info:
1 198.51.100.129 1 nsec 1 nsec *

2 198.51.100.200 1 nsec 2 nsec *
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- ZZEZ: TCP
. AAI172.16.1.1
- DST: 172.16.5.1

MIN

g
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B2 Azt HEte MEEHH Mula B

£ AbEstoF FLict

=
Objects(7HA) > Access List(AMA S5)2 0|55t0{ Hote ECEI UX|st= & ACLE M
g LICH
New Extended Access List Object @
Hame
| TCP_conn_timeout_ACL
Entries (1)
Sequence Action Source Source Port Destination Destination Port Application Users S6T
1 B algw 1723611 Ay 17216.51 TCP (6] o
Displaying 1-1of 1rows Page J1_] af 1 3|
[ Aliow Overrides
oo 2
2EHA|
1EHAO M YEE ACLE M E3stE MPF RS FS&LICH




Threat Defense Service Policy i
1] Intertace Cbject © ratnc Fiow 3 Connection Setting
IB'B-HHMHIILHE

Iirt:n.cw.:mu.ut:. ’ J
AHZE F7 Alzt Mt dEELc
Threat Defense Service Policy @
1) intertace Object "2 Trattic Fow ) connection Setting
(| Ensiia TCP State Bypass B Randomize TCP Sequence Mumber || Enable Decrement TTL
Conmecions: Masisis TCP & UDP i Embryonds
[ C ]
Conmections Per Clienl: Maxinwam TCP EUDF M cimeam Embryonic
[ 1 ]
Conmection Syn Cookie M35 | 1380
Connections Timeout: Embryonic Hall Closod Il
[ on0030 | [ oot [ nea0a00 ]
]l Raeset Gonnection Upan Timeout
Detection Tiseou DBetection Retries
] Detect Desa Conrections
[ 0015 5
ccProviss  Finish E]
M7 A HR|22 ol oM &S MHELICH
@

Threat Defense Service Policy
By dalalt, 1raffic undeross deep packet inspection a5 part of AC policy evakution. Howeywer, for e
TCP State Byadd featond 1o Do efecthag, it 5 mosmmended 1o i Ssep Backy! indgsction by
Traific Flow Copararetar Ty Barinieeg

conliguring & pre=Tiner L10aTh rult Comesponding ba TOP stale bypass rafic

TCR_gonn_Smissut_ACL

I
o

-_I.I-Z;Sil po|icy_map ?_‘|.I_J_|ZE‘” O||A_=|:

<#root>
policy-map global_policy
class inspection_default



inspect dns preset_dns_map
inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect netbios

inspect tftp

inspect icmp

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
inspect sip

cl ass class_map_TCP_conn_ti neout _ACL

set connection tinmeout idle 168:00:00

class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

ol

172.16.1.104 M 172.16.5.122| A TCP ¢dAE A|Z5t1 FTDL| 244 EiOo|E & = QlEL|Ct.

<#froot>

firewall#

show conn long address 172.16.5.1

TCP OUTSIDE2: 172.16.5.1/23 (172.16.5.1/23) INSIDE: 172.16.1.1/29389 (172.16.1.1/29389), flags UIoNIN7,
ti meout 7DO0Oh

, bytes 349, flow id 72, Snort id 6, rule id 268439559, Rx-RingNum 27, Internal-Data0/1
Initiator: 172.16.1.1, Responder: 172.16.5.1
Connection lookup keyid: 890
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S35l BGP MM g /T LICH BGP MMM 2152 A& 5HoF &
172.16.3.0/24
172.16.4.0/24
——WRF-201 o
19851100250 | :: ';
Authenticated BGP session
172.16.1.1 _ _ OUTSIDE1
AT 198.51.100.129/25
Eg}g;ggj 193.0.2.99 Po1.101  Firewall
— 19202124 [——=
/\ﬂ“-, I : I : I
Y 4. T 1
R VRF-101 INSIDE 1
OUTSIDE2 198.51.100.99
198.51.100.1/25
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<ffroot>

routerl#
*May 21 07:51:23.595

9% CP- 6- BADAUTH: I nvalid MD5 di gest
from 192.0.2.99(24591) to 198.51.100.250(179) tableid - 3

*May 21 07:51:25.595: %TCP-6-BADAUTH: Invalid MD5 digest from 192.0.2.99(24591) to 198.51.100.250(179)

*May 21 07:51:29.595: %TCP-6-BADAUTH: Invalid MD5 digest from 192.0.2.99(24591) to 198.51.100.250(179)
&Lichdd Eeia= TCP

g st =3

FTDO{AM 2% 0| BGP TCP 214
LES LHEHH).

SYN m{Z!2 =

<tfroot>



firewall#

show conn port 179

3 in use, 16 most used
Inspect Snort:
preserve-connection: 2 enabled, 0 in effect, 15 most enabled, 0 most in effect

TCP OUTSIDE1 198.51.100.250:41090 INSIDE 192.0.2.99:179, 1idle 0:00:00, bytes O,

flags aA N1

TCP OUTSIDE1 198.51.100.250:179 INSIDE 192.0.2.99:53629, 1idle 0:00:02, bytes O,

flags aA N1

1. TCP MD5(&M 19)E FTDE 53l 51 Zlo{of &fLCt,
2. TCP A|ZA #H5 ol MY H|Edstatof &Lct.

TCP MD5 M2 7|EXMo = 5{EFLICH

9.6(2) Default handling of the named options was changed to allow a packet if it
contains a single option of a given type, and drop the packet if there are more
than one aption of that type, Also, the mdS, mss, allow multiple, and mss
maximum keywords were added. The default for the MD5 option was changed
fram clear to allow.

<tfroot>

firewall#

show run all tcp-nmap

1

tcp-map UM_STATIC_TCP_MAP
no check-retransmission
no checksum-verification
exceed-mss allow



queue-1limit 0 timeout 4
reserved-bits allow

syn-data allow

synack-data drop

invalid-ack drop
seq-past-window drop
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow
tcp-options selective-ack allow
tcp-options timestamp allow
tcp-options window-scale allow
tcp-options mss allow

tcp-options nmd5 al | ow

ttT-evasion-protection
urgent-flag allow
window-variation allow-connection

TCP ISN(Initial Sequence Number) &2| X|

<#froot>

>

configure tcp-random zation di sable

Building configuration...
Cryptochecksum: f8ac5587 7ccc635e bff886al

8284 bytes copied in 0.260 secs
[OK]

>
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New Extended Access List Object @

MName
[ BGP_ACL ]
Entries (2}
=
Sequence Action  Source Source Port Destination Destination Port Application Users SGT
1 Allow 192.0.2.99 Any 198.51100.250 TCP (6179 Ary Any Pl
F Allow  198.51100.250 Any 192.0.2.99 TCP (6)179 Any Any Pela|

Displaying 1-2of 2rows ¢ ¢« Page| 1 of1: >|C

[ Atlow Overrides

>
T

Threat Defense AH|A HAHEZ ALE 35104 TCP A&

Threat Defense Service Policy ]
1 inerince Djset 2| Tratie Fiow ) commection Serting
|_—_| Erabie TCF Stabe Bypass I |:| Raradormine TOR Soquence humber I —_| Erubsie Decromant TTL
[T e [T Masimum TCP & UDP Manimum Embryonic
l 0 | |
Connections Per Client: Maximum TCR & UDR Maximum Embryonic
L J o
=1ge]|
= -

= El policy-map 741|220 M:

<#root>

policy-map global_policy
class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect netbios

inspect tftp

inspect icmp

inspect ip-options UM_STATIC_IP_OPTIONS_MAP



inspect sip

cl ass cl ass_map_BGP_ACL

set connection random sequence-nunber di sable

class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

BGP MM2 FTDE S8 & ELICT

<{froot>

firewall#

show conn long port 179

TCP QUTSI DE1: 198.51.100. 250/ 49863 (198. 51. 100. 250/ 49863) | NSIDE: 192.0.2.99/179 (192.0.2.99/179), flags

, idle 44s, uptime 1m40s, timeout 1hOm, bytes 274, flow id 111, Snort id 3, rule id 268439559, Rx-RingN

Initiator: 198.51.100.250, Responder: 192.0.2.99

Connection lookup keyid: 83487134

p El: Snort ZALE I|5t24™ BGP EcH =0l CHE Z 2|2 E fastpath =2 FAHE &= &LICtH

21 7. DCD(Dead Connection Detection)

FO
!

EAE 172.16.3.12 &ot= TCP E2f=Zlol| CHsl FTDOA DCDE T d&fLICt



&2

DCDO| CHEr dE2 CIS AFO|EOA & lE & &Lt

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-
config/100/management-center-device-config-10-0/advanced-access-service-
policies.html#id 71048

1. Objects(7HAl) > Access-List(HMA S F5)E 0|S5t04 Hot= ECfE I UX|5teE dAMA S5
oS LY.

fjo

2. Wstdof #FE ACPE HEStT 12 SM2Z 0|S# CHE Threat Defense MH|A g M
=45t0i DCDE AHS st S AYFLICH

Threat Defense Service Policy

1 | intarface Obfact Traffic Flow a Connaction Selting
Enable TCF Snate Bypass B Randomize TCP Sequence Humber Enaible Decroment TT
Connections: Mamimum TCP & LUDP Waximum Embryonic
o
Conmectsons Per Client Maximum TCP & LIDE Kaaimum Embrngonic

Connection Syn Cookie MSS: | 1280

Connections Timeout: Embryonic Malf Cloged .
) 10 5
Resat Conmection Upon Timeost
Dwbection Timeout Dyt b Al briers
B Detect Dead Commactions
D0=00=15 5
o [y L Fardth Cancol

5 E Hu|asoly:

access-1list DCD_ACL extended permit object-group ProxySG_ExtendedACL_81604390279 any host 172.16.3.1
|
class-map class_map_DCD_ACL
match access-Tist DCD_ACL
policy-map global_policy
class class_map_DCD_ACL
set connection timeout dcd

Ho
02
oS
1=


https://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/conns_connlimits.html#wp1091018
https://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/conns_connlimits.html#wp1091018
https://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/conns_connlimits.html#wp1091018

S Zdg HE{H FTD M E g &LICH

<{froot>

firewall#

capture CAPlI interface INSIDE match tcp host 172.16.3.1 any

firewall#

capture CAPO interface OUTSIDE1 match tcp host 172.16.3.1 any

23tedg Sl TCP iZAS M- ELCt
<#root>
firewall#

show conn | ong address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDEl: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7
idle 1nl8s

, uptime 1m22s,

ti meout 5nDs

, bytes 129, flow id 127, Snort 1id 4, rule id 268439559, Rx-RingNum 13, Internal-Data0/1

Initiator: 192.0.2.99, Responder: 172.16.3.1

DCD probes sent: Initiator 0, Responder 0 Connection lookup keyid: 76292550

AMZ0l= Eateol ZAIE DCD mZ!o| gi&Lich

<ttroot>

firewall#



show capture

capture CAPI type raw-data interface INSIDE [
Capturing - O bytes

]
match tcp host 172.16.3.1 any
capture CAPO type raw-data interface OUTSIDE1l [

Capturing - 0O bytes

]
match tcp host 172.16.3.1 any

£ 40| K& AZt =00l EESIH FTDE AF LI TCP ACK HIAIRIE AA Tl CjaoR A
3t
=

<#root>

firewall#

show conn long address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDE1l: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7

idl e 4nb9s

, uptime 5m3s, timeout 5m0Os, bytes 129, flow id 127, Snort id 4, rule id 268439559, Rx-RingNum 13, Inte
Initiator: 192.0.2.99, Responder: 172.16.3.1
DCD probes sent: Initiator 0, Responder 0 Connection lookup keyid: 76292550

firewall#

show conn long address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDE1l: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7

idle Os

, uptime 5m3s, timeout 15s, bytes 129, flow id 127, Snort id 4, rule id 268439559, Rx-RingNum 13, Inter
Initiator: 192.0.2.99, Responder: 172.16.3.1

DCD probes sent: Initiator 1



, Responder 0 Connection lookup keyid: 76292550

firewall#

show conn | ong address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDEl: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7
Initiator: 192.0.2.99, Responder: 172.16.3.1

DCD probes sent: Initiator 1, Responder 1

Connection lookup keyid: 76292550

= 3HO| ZF SEstH fF EfO|HE AAHeLICH
<#root>
firewall#

show capture CAPI

3 packets captured

1: 09:01:30.433952 802.1Q vlan#101 PO 172.16.3.1.23 > 192.0.2.99.23241: . ack 3271882019 win 32757
2: 09:01:30.434334 802.1Q vlan#101 PO

192.0.2.99.23241 > 172.16.3.1.23: . ack 1746306341 wi n 32746

3: 09:01:30.955654 802.1Q vlan#101 PO 172.16.3.1.23 > 192.0.2.99.23241: . ack 3271882019 win 32757
3 packets shown
firewall#

show capture CAPO

3 packets captured

1: 09:01:30.434364 802.1Q vlan#201 PO 192.0.2.99.23241 > 172.16.3.1.23: . ack 111661490 win 32746
2: 09:01:30.955288 802.1Q vlan#201 PO 192.0.2.99.23241 > 172.16.3.1.23: . ack 111661490 win 32746
3: 09:01:30.955639 802.1Q vlan#201 PO

172.16.3.1.23 > 192.0.2.99.23241: . ack 3875469573 win 32757

3 packets shown



firewall#

show conn long address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDEl: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7
idle 1n29s

, uptime 6m33s, timeout 5mOs, bytes 129, flow id 127, Snort id 4, rule id 268439559, Rx-RingNum 13, Int
Initiator: 192.0.2.99, Responder: 172.16.3.1
DCD probes sent: Initiator 1, Responder 1 Connection lookup keyid: 76292550
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-
config/100/management-center-device-config-10-0/advanced-access-service-
policies.html#id 71048



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/advanced-access-service-policies.html#id_71048
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/advanced-access-service-policies.html#id_71048
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/advanced-access-service-policies.html#id_71048
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