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Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.250, timeout is 2 seconds:

Success rate is 0 percent (0/5)
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<#root>
device#
show arp

NET200 192.0.2.250 0000. 5e00. 5301

47
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FTD QIE{[0| A0 A 5

192.0. 2. 200 host 192.0.2.250

<#root>
device#
capture CAPlI interface NET200 trace match icnp host
ping EIAE & FTD LINA syslog:
<#root>

device#
i nclude 192.0. 2. 250

show | og |
May 15 2026 09:46:26: %FTD-6-302020: Built outbound ICMP connection for faddr 192.0.2.250/0 gaddr 192.0

May 15 2026 09:46:26: %FTD-3-313001
code=0 from 192.0.2.250 on interface NET200

Deni ed | CWP type=0
May 15 2026 09:46:26: %FTD-6-302021: Teardown ICMP connection for faddr 192.0.2.250/0 gaddr 192.0.2.200



<ffroot>

device#

show capture CAPI

10 packets captured
1: 09:46:26.649456 802.1Q vlan#200 PO 192.0.2.200 > 192.0.2.250 icmp: echo request
2: 09:46:26.649883 802.1Q vlan#200 PO 192.0.2.250 > 192.0.2.200 icmp:

echo reply

3: 09:46:28.642621 802.1Q vlan#200 PO 192.0.2.200 > 192.0.2.250 icmp: echo request
4: 09:46:28.643002 802.1Q vlan#200 PO 192.0.2.250 > 192.0.2.200 icmp:

echo reply

ICMP 0|2 89| tHZ! FM2 WZ0| 7|& 2 o4 THE UX|5tH £= QIEH 0|A T FTD 2!
E{H O| A(NP Identity Ifc) 22 £ 04&L|C}.

<tfroot>

device#

show capture CAPlI packet-nunber 2 trace

10 packets captured
2: 09:46:26.649883 802.1Q v1an#200 PO 192.0.2.250 > 192.0.2.200 +icmp:

echo reply

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

Elapsed time: 4096 ns
Config:

Additional Information:

Found flow with id 1400, using existing fl ow



Result:

input-interface: NET200(vrfid:0)
input-status: up
input-Tine-status: up

output-interface: NP ldentity Ifc

Action: allow
Time Taken: 28672 ns

Debug ICMP trace(CIEHH ICMP £X)& ICMP o2 8& 0| HEE 1 USE Eo{FL|ch.

<ffroot>

FTD220-5#

debug icnp trace

debug icmp trace enabled at Tevel 1

FTD220-5#

pi ng 192.0. 2. 250

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.250, timeout is 2 seconds:
ICMP echo request from self:192.0.2.200 to NET200:192.0.2.250 ID=49503 seq=15001 len=72

| CVMP echo reply

from NET200: 192. 0. 2. 250 to sel f:192.0.2.200

ID=49503 seq=15001 len=72

Denied I1CVWP type = 0, code = 0 from 192.0. 2. 2500n interface 4

?

Success rate is 0 percent (0/5)
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<#root>
device#
no debug icnp trace
debug icmp trace disabled
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show arp

& 48 HI|ado|d2 2 0|Sst0q ping ECiEof| B
gLICt 53] ICMP o2 R&/SH Zlg A HL HEE

Ping EEHEIS HESITE THE EHE MM ICMP 7

=l
3

=2
=

O| 0|0 M ICMP #2!2 FTD QIE{H O|A0|AM ICMP 0|2 &0t

FTD CLI &l

<ffroot>

device#

show run icnp

icmp unreachable rate-limit 1 burst-size 1

icnp permit any echo NET200
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<ttroot>

device#

show run icnp

icmp unreachable rate-limit 1 burst-size 1
icmp permit any echo NET200

icnp permt 192.0.2.0 255.255.255.0 echo-reply NET200

5CEHA|. A HIAE

Hu|aso[dE HEE = YAER IP L0 Ciet ping 2 E EHAESH] EX7F SHEZIR2H
ICMP E2{Zlo| #HA M= 223 UeX| &lgtct.

<#root>

device#

ping 192.0. 2. 250

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.250, timeout is 2 seconds:

Success rate is 100 percent (5/5)



, round-trip min/avg/max = 1/1/1 ms
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* https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-
config/100/management-center-device-config-10-0/interfaces-settings-
platform.html#task 42BBA666CD604517ADA18B32CA162F62

» https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/l-R/asa-command-ref-I-
R/ia-inr-commands.html#wp1366339900
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