Bidir PIM Z1I|12|0|Me 2 WstEio| HE[FHA
E 17! AX| 22X sHZ

=R

=X

O|248t & 42 PIM-SM(Sparse-Mode)2| #4¥ Q! BIDIR- PIM(BldlrectlonaI Protocol Independent
Multicast)2 AI& 5t HE|FHIAE 28 EHQIM &7t 22 £043t= FTD(Secure Firewall
Threat Defense)0i| A 2H&FElLIC}H

1. EM HE|FHAE I E 232.4.4.40] CHE mroute 7} Q& LICEH.

<#root>

device#

show nroute 232.4.4.4

No nroute entries found.

2. show mfib count B £249| 232.0.0.0/8 1 & #<|oil CHEl "Other drops" 7+2E{7t & 7+&f LIC}.

<#root>

device#

show nfi b count

IP Multicast Statistics
6 routes, 3 groups, 0.00 average sources per group
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second



O her counts: Total

/RPF failed/

O her drops(O F-null, rate-limt etc)

Group: 224.0.1.39
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0
Group: 224.0.1.40
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0

Group: 232.0.0.0/8

RP-tree:
Forwarding: 0/0/0/0,

O her: 2551

/0/

2551 <----

device#

show nfib count

IP Multicast Statistics
6 routes, 3 groups, 0.00 average sources per group
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second

O her counts: Total

/RPF failed/

O her drops(O F-null, rate-limt etc)

Group: 224.0.1.39
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0
Group: 224.0.1.40
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0

Group: 232.0.0.0/8



RP-tree:
Forwarding: 0/0/0/0,

O her: 2864

/0/
2864

<-——-—-

3. ASP(Accelerated Security Path)M| A Punt rate limit exceeded(punt-rate-limit) drop reason2 £
HE[FHAE TZl 0| AXIELICt AKX 7H2E 7t AL S LCH

<tfroot>

device#

cap capi trace interface inside match udp any host 232.4.4.4

device#

show cap capi trace

2: 19:36:08.509205

192.168. 1. 2. 12345 > 232.4.4.4.12345

udp 0
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Elapsed time: 13056 ns
Config:
Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 13056 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist



Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

ETapsed time: 2560 ns
Config:

Additional Information:
Found flow with id 4876, using existing flow
Result:
input-interface: inside
input-status: up
input-line-status: up
Action: drop

Time Taken: 28672 ns

Drop-reason: (punt-rate-linmit) Punt rate linmt exceeded, Drop-location: frame snp_sp_nctast: 4898 flow (N

device#

show asp drop

Frame drop:

Punt rate limt exceeded (punt-rate-limt) 142

FP L2 rule drop (12_acl) 6
Last clearing: 19:38:00 UTC Apr 29 2026 by admin
Flow drop:
Last clearing: 19:38:00 UTC Apr 29 2026 by admin

device#

show asp drop

Frame drop:

Punt rate limt exceeded (punt-rate-limt) 780

FP L2 rule drop (12_acl) 37



4. 2|5 ClE{H o]|& o= o|2elA HEIFHAE mHZl0| EAIE|X| S &LICH

<{froot>

device#

capture capo type rawdata interface outside match udp any host 232.4.4.4

device#

show cap capo

0 packet captured

0 packet shown

q
(=]

ri
\

EEZ=ZX|

= R 1] T ™
[y Ens2 Glofy G2 GO0 o[T Te— GO/ 61 aq& G2 G0/0-—o(<j7)
- .| A L
SOURCE FHR FW stsid RP RECEIVER

EZZX|png

FO
A

- HE|IFHAE T H|2l9| I|o{= BIDIR-PIME AL EL|C}.
« O] 2X2| "B} RE{"= CSR EE= ASRI Z'2 Cisco 2HRE{E 7t2|ZLCt.

« RP(Rendezvous Point)= Cisco I0S XE Software, HH% 17.09.082 A& 5t

LICH CHE S31& A AZESol HAUT g2 &S + USLICHL

rr

ASR1001-X&



« FHR(First Hop Router)2 Cisco I0S XE Software, B 16.12.04& A5t = C9200L-48T-

AGRILICH CHE E3E Y AZEQ o HEE: HFE L &+ A&LICH

« M| HEIFHAE 9] 224.0.0.0/82] Loopback0 2IE{H|0|A0f /= RP(Rendezvous Point)
ZF=2 10.4.4.4= PIM BSR(Bootstrap Router)2 AF235t0{ HE[FHAE THQlOIM Sz ™
DHEILICH T8 PIM RP F4 IO 0|/ME ME8%te #EE GES &E = U&LICH

RP2| PIM T7d:

<#root>
device#

show run interface | oopbackO

interface Loopback0

description LOO

ip address 10.4.4.4 255.255.255.255
ip pim sparse-mode

device(config)#

ip pimbidir-enable

device(config)#

ip pi mbsr-candi date Loopback0 0 1

device(config)#

ip pimrp-candi date LoopbackO interval 10 priority 1 bidir

« UHASIE 8l 0| ZR RPE £ AI7|0f| AAE Ho 2 EAIELICEH &, LHR(Last Hop
Router)O[7|= §fLICt. O|= M= AbE LT

« 382 Secure Firewall 3110(HH7 7.6.4)LICtH CHE W3l Z31E AT EQo{ HH &
ASA(Adaptive Security Appliance) AZEQJo{E J&S 22 £ Q&L

- a0 HEIFHAE 2R E 0| &3t E|0 {20 FHR(First Hop Router)2| PIM 1% 441t
PIM BIDIR 7|5 2| RP7} & LIC}.

<{froot>
device#

show run nul ticast-routing

mul ticast-routing



device#

show pi m nei ghbor

Neighbor Address 1Interface

192.168.2.1 inside
B

192.168.3.1 outside
B

Uptime

1d12h

1d12h

Expires DR pri Bidir

00:01:40 1

00:01:35 1

230l M= PIM BSRE A SIEEIE PIMRP 4 1044471 822 FEELICE Ol=
35 du|agolMdULIch O Aut, & 224.0.0.0/43 RP F24x 10.4.4.4 AO|o= 27H2| RP-

to-group OE 0| A& LICt,

<#root>
device#

show run pim

pimrp-address 10.4.4.4 bidir

device#

show pi m gr oup- map

Group Range Proto
224.0.1.39/32%* DM
224.0.1.40/32%* DM
224.0.0.0/24* L-Local
232.0.0.0/8* SSM
224.0. 0.0/ 4* BD
224.0.0.0/4 BD

224.0.0.0/4 SM

Client

static
static
static
config

BSR

config

static

Groups RP address

(=3 e}

o

cooo
cocoo
ocooo
ocooo

10.4.4. 4

10.4.4. 4

0.0.0.0

RPF:

RPF:

Info

out si de, 192.168.3.1 <--

out si de, 192.168.3. 1

RPF:

,0.0.0.0

* means the na
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25t= 711|780/ 0| BIDIR-PIMQ! ZR CI2 SME 1EdstMAI2.

« H|PIM SSM 1 S0t AF28fHL|C},

« PIMSSM 1§ & AlE35Hof 5t
| &

< 3150 M PIM SSM Q0| HE|FHAE IEE H|
SSM 1E FAZ x{2|5H=X| &0l o

LICH REMIEE LI 2 Q&A MMEE T stAA|
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« Cisco {1 ID CSCwt999602 125t AL

Ol

—

o

T4 232.4.4.4= IANA(Internet Assigned Numbers Authority) 0| A 04| 2f &t SSM(Source Specific
Multicast) 12 20l S ELICH &t PIM SSMoY CHAH 232.0.0.0/8 HLIE RHS O = ol gL
Ct.

<ttroot>

device#

show pi m gr oup- map

Group Range Proto Client Groups RP address Info

224.0.1.39/32* DM static O 0.0.0.0

224.0.1.40/32* DM static O 0.0.0.0

224.0.0.0/24%* L-Local static 1 0.0.0.0

232.0.0.0/ 8* SSM config 0 0.0.0.0

224.0.0.0/4%* BD BSR 0 10.4.4.4 RPF: outside,192.168.3.1
224.0.0.0/4 BD config 0 10.4.4.4 RPF: outside,192.168.3.1

224.0.0.0/4 SM static O 0.0.0.0 RPF: ,0.0.0.0


https://tools.cisco.com/bugsearch/bug/CSCwt99960

PIM SSMe| =2 LHE:

. AA J|HF EBIE FE5HT (S, G) mrouteE AR EFLICE.

« PIM-SMZZEZ9|RP 7|t 28 EE| Ql=ZetE ZR5HX| &LICH &, RPEE (*, G) B&2
= A2E|X| et&Lch.

« =AXHE 2B O 2 |IGMPv3(Internet Group Management Protocol Version 3)& "A A ZE]

'O 2 AIE5I0d HE|FHAE E2|o| ZOIFLICH &, EHAA FAFEEEHAAFAE
Melst ZE FANM EH HEIFHAE FTAZ S E S0 A& [ A|AEIOM 2 AS
B1E £+ U&LICH

BIDIR-PIM| 2 LHE:
- HE|FHAE &0 £AKE HES s FEE S ECIE FSHLOL

o O o

- YUE ER|E HEPPHAE EZZX|9| ZF @13 0| M &S 3F= DF(Fail-Safe Designated
Forwarder) ME4 HIZLIE S A8

X|gdg wrom HE|FHAE H|0|E{7} AA0M RPE MEZ| 1 2t AAE AEY Q10|
37 ECIE et AR A MY E Lo

+ BIDIR-PIM2 SPT(Shortest Path Tree) ! (S, G) &S5 AF235IX| & &LICH

. BIDIR-PIM Z0{= (*, G) # =2 A8sto{ 2% E2IE THLICH S5 WEPHAE 280
CHeH o] &= mroute B0 =0l oo FLICH

PIM SSM2} BIDIR-PIM2| &2 E A1} CHESHH PIM SSMI}F BIDIR-PIM2 &7 A& 4= Qe 7|

S2 7Hx|1 &L

0| 2% HE[FHAE O EO| IANA X PIM SSME H3t20i[ A of of &t He|of| &£5l= S HE[FHA
E T H|QI0| BIDIR-PIME A3t 5 T ELICH HE[FHAE T Q0| BIDIR-PIME AISSIER
23S0 H= PIM SSMO| 28 (S, G) BE2E ME8E =+ QigLICH B2 BEo R QI3 HE|FHA
E EgfZo| dil/o|adA QIEHO|AE AEE™ = & LICt o|elA/e &l QIE{HO|A T} Qo H
MFIB(Multicast Forwarding Information Base)0l| A ZHZ!0| AFA|E LIC}. drop2 show mfib EE&=
show mfib count BHEE AL&3t0{ EQI® = U&LICt

<tfroot>

device#

show nfib count



IP Multicast Statistics
6 routes, 3 groups, 0.00 average sources per group
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second

O her counts: Total

/RPF failed/

O her drops(O F-null, rate-limt etc)

Group: 224.0.1.39
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0
Group: 224.0.1.40
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0

Group: 232.0.0.0/8

RP-tree:
Forwarding: 0/0/0/0, Other:

333797

/0/

333797

g3l 2 CP(AMof ZQIE)oi 91Z35t0d EhAl/o|adlA QE{HO|AE & Ql5te{D A& LIC} ol
CIRE ZZEZ 22| HMA, ol ZX|/Ec{AE &E|, &sle QIEH 0|AZ &sle THZ! 2|
HE|FHAE L= HEEIHAE IP A S L2 HE LU HEE Z0Q 7Is2 TE HYS=E 3

4 T —

Q3w 7 @4l

Ao X|Mo| ot 2 5tE WX|sH7| {5 WatEo= 25 HZ{LIE 0| L& [0 /&LIC o E S0,
S22 Ol 0|6 EDP)MHIM Mo X|He 2 MEE|l= S| S & MEtHELIcH S8 =1t
3t= =2 punt rate limit exceeded(punt-rate-limit) ASP A 0|72 &7 AHA|IELICH punt
rate= show asp event dp-cp punt2| E220{ | & Qleh = JU&LICH | begin EVENT-TYPE E&:

<#root>

device#

show asp event dp-cp punt | begin EVENT- TYPE

EVENT-TYPE ALLOC ALLOC-FAIL ENQUEUED ENQ-FAIL RETIRED 15SEC-RATE



punt 1264746 0 1264746 0 1264746 44

<-- 15-second punt rate

mul ti cast 1250020 0 1250020 0 1250020 44

pim 14726 0 14726 0 14726 0

QSR Wt ol T

A 711|228 0|44(BIDIR-PIM) T} PIM SSME AL 504 %12
SH{oF 53t= EeiE 7to| H| = &t dt

Mk 7o Z of 4 ELICH

A2t o

i
>
0
ol

Ol 4|0l A "2t RE{"= CSRI} 22 Cisco 2HREE Ol0|5HH "5 ASA E= FTD
= Cisco &3t o|0|FLCt.

1. Q: 2342 PIM SSMoi| CH3H 232.0.0.0/82 AHS 22 0| 2FEFLITF?

A: 0. 0§ S0{, CSRI} Z2 ct?E Eel &Y ZAu|acioldo| HRstX| ef&LICH 2R E{0lA
PIM SSM #H?loll= CtEot 22 BAIM Zm|aciol4o] EegfLct

<tfroot>

device(config)#

ip pimssm?
default Use 232/8 group range for SSM

range ACL for group range to be used for SSM



2. Q: MFIB "Other drops" 7} 2 E{= & atEof| gt sHEELI?

A:otL2. HEFHAE 2t E 0| = Cisco BHRE{0E FALEF 7I2E{7t /U &LICH

3.Q: L3 Al et 9E Z2 OHE CIHO|AMME & 2324442 WS E IS MMENHR?

A: BtRE7t T4 2324448 XMeElst= & Aol et CHELICH 2aten 22| 7|2 Mo 2 2R H

= PIM SSMO1| CHaH 232.0.0.0/8 H|E ol st x| et &LICt 2Lt PIM SSM2t BIDIR-PIMO| 25
Ed3tE|of /1 2H*E{7t BIDIR-PIM 214 RPO|7{L} Bidir £2 27} != RP-to-group HEE =

A5t PIM SSM HRIZ2 MEE HE|IFHAE TiZIE £ 4151 !0 AFA|E| 2 MFIB "Other" 7+H2

E{7t S7+&Lct.

<#froot>

device#

show run | i pim

ip pimbidir-enable

no ip pim autorp

ip pimssmdefaul t

device#

show i p pimrp mapping

Auto-RP 1is not enabled
PIM Group-to-RP Mappings

Group(s) 224.0.0.0/4
RP 10.4.4.4 (?), v2,

bidir <-- mapping has the bidir flag

Info source: 10.4.4.4 (?), via bootstrap, priority 1, holdtime 150
Uptime: 17:32:39, expires: 00:02:05



device#

show i p nfib count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second

O her counts: Total / RPF failed

/Other drops(OIF-null, rate-Timit etc)
Default
9 routes, 6 (*,G)s, 3 (*,G/m)s
Group: 224.0.0.0/4
RP-tree,
SW Forwarding: 1/0/28/0, Other: 41037/41037/0
HW Forwarding: 3428217/0/64/0, Other: 0/0/0

Group: 232.0.0.0/8

RP-tree,

SW Forwardi ng: 0/0/0/0, Oher: 97/97

/0 <-—--
HW Forwarding: 0/0/0/0, Other: 0/0/0

device#

show i p nfib count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second

O her counts: Total / RPF failed

/Other drops(OIF-null, rate-Timit etc)
Default
9 routes, 6 (*,G)s, 3 (*,G/m)s
Group: 224.0.0.0/4
RP-tree,
SW Forwarding: 1/0/28/0, Other: 41037/41037/0
HW Forwarding: 3428217/0/64/0, Other: 0/0/0

Group: 232.0.0.0/8

RP-tree,

SW Forwarding: 0/0/0/0,



7} I 2 E{= "RPF failed"&lL|C}.

Gt her: 106/ 106
/0 <--—--
HW Forwarding: 0/0/0/0, Other: 0/0/0
2t E{0l M "Other drops" 7t 2E{7t &7t5t= et &2, &
4.Q: PIM SSM #2|o| I £ H|SSM 1& FAE *{ZIstE & wateg ZAsts Wy
A : RPOIIM 232.0.0.0/8(H Z! MFAHELCH H F&|Z4Q1 2120 RP-to-group THE'S Z 1 &tHLt &
st & 250 THEt RP FAE 822 Fdst=X| g Lch
11. RPO| £:
<#root>
device(config)#
access-list 1 permt host 232.4.4.4
device(config)#
ip pimrp-candi date LoopbackO group 1 interval 10 priority 1 bidir
<-- group refers to the access-Tist
st M 2Rl
<#root>
device#
show pi m group-map 232.4.4.4
Group Range Proto Client Groups RP address Info
232.4.4. 4] 32* BD
10.4.4.4 RPF: outside,192.168.3.1 <-- Proto is BD, not SSM

BSR



<#froot>

device(config)#

access-list ntast standard permt 232.4.4.4 255.255. 255. 254

device(config)#

pi mrp-address 10.4.4.4 nctast bidir

device(config)#

show pi m group-map 232.4.4.4

Group Range Proto Client Groups RP address Info

232.4.4.4/31*

BD

config 0 10.4.4.4 RPF: outside,192.168.3.1 <-- Proto is BD, not SSM

access-list= EAE &2 £= OFA 3 255.255.255.2552| &= 2 A2 5HX| &fotof ghct.

)

o

5.Q: Z320| PIM SSM He[e| 21 &E& H|ISSM 1 & FAE XElst= B o{EH Ut

mt

4

MO

A:E 232.4.4.47t H| SSM =AE ®E|ECt T 7 gL cHE x).

<{froot>

device#

show pi m group-map 232.4.4.4



Group Range Proto Client Groups RP address Info

232.4.4.4/32* BD

BSR 0 10.4.4.4 RPF: outside,192.168.3.1

Az E Qo] HF 0| Cisco {1 ID CSCwt999602] °"§>§ = 32 (%, G) 271 ¢ HEPGHAE
Z227t 2 500! W2 £ AMSHELICH punt rate limit(punt-rate-limit) X1} ASP AKX AL
o A o= 8t miZlof A AIE LI

<tfroot>

device#

show nroute 232.4.4.4

No nroute entries found.

device#

show nfib 232.4.4.4 count

IP Multicast Statistics
7 routes, 4 groups, 0.00 average sources per group

Forwar di ng Counts

: Pkt Count/

Pkts per second

/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(0IF-null, rate-Timit etc)
Group: 232.4.4.4
RP-tree:
Forwarding: 23317/

50

/28/10, Other: 0/0/0


https://tools.cisco.com/bugsearch/bug/CSCwt99960

device#

show nfib 232.4.4.4 count

IP Multicast Statistics
7 routes, 4 groups, 0.00 average sources per group

Forwar di ng Counts:

Pkt Count/

Pkts per second

/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null,
Group: 232.4.4.4
RP-tree:
Forwarding: 23540/

49

/28/10, Other: 0/0/0

device#

capture cap

device#

show capture capi trace | i Drop-reason

Drop-reason: (punt-rate-limit) Punt rate Timit
Drop-reason: (punt-rate-limit) Punt rate Timit
Drop-reason: (punt-rate-limit) Punt rate Timit
Drop-reason: (punt-rate-limit) Punt rate Timit
Drop-reason: (punt-rate-limit) Punt rate Timit
Drop-reason: (punt-rate-limit) Punt rate Timit
Drop-reason: (punt-rate-limit) Punt rate Timit
Drop-reason: (punt-rate-limit) Punt rate Timit

exceeded,
exceeded,
exceeded,
exceeded,
exceeded,
exceeded,
exceeded,
exceeded,

rate-Timit etc)

interface inside trace match udp any host 232.4.4.4

Drop-Tlocation:
Drop-Tlocation:
Drop-Tlocation:
Drop-Tlocation:
Drop-Tlocation:
Drop-Tlocation:
Drop-Tlocation:
Drop-Tlocation:

RtA[EH LHE2 Cisco 1 ID CSCwt999602 R T ot &AL,

kl

e 2

r

frame
frame
frame
frame
frame
frame
frame
frame

snp_sp_mcast:
14898

snp_sp_mcast

snp_sp_mcast:
snp_sp_mcast:
snp_sp_mcast:
snp_sp_mcast:
snp_sp_mcast:
snp_sp_mcast:

4898

4898
4898
4898
4898
4898
4898

flow
flow
flow
flow
flow
flow
flow
flow

(N
(N
(N
(N
(N
(N
(N
(N
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https://www.iana.org/assignments/multicast-addresses/multicast-addresses.xhtml#multicast-addresses-10
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