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192.168.20.254 > xxx 121
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« NAT HO|ERO|2MO| EIRE= BR &3t 2| CIEHO|A IP FAE S8 T4
XXX 1212 HetsL|Ct &, BR 23t 0| HQ W3l oM A 18 Ho{x &Lt

« HQ2} BR &322 |Psec(Internet Protocol Security)2} ESP(Encapsulating Security
Payload) 2 VTI(Virtual Tunnel Interface)& &35l NATE &3 AFO|E 7+ S2S VPN(Virtual
Private Network)2 At&35t0{ Q1ZAE LTt

- HE3 oA RADIUS MHE HQ &3t LT QlE{m oA o] MEHof &Lt

7l& BAI2 9 T2 HAE HQ X BR Y EHHolAM S EIFALICH

HQ % BR &3t= O|O|E Z2iQ! 2lasA/ola2dAs XM 22X QE{H o|A S| A, VTI lE]
HO|AL| A, Z|o{ IP FAE J|HIoZ LHE I Q|F ERi=lof CHEH ASP E& A

cap br_inside interface inside packet-Tength 9000 buffer 33554400 match ip host 172.20.1.21 host 172.16
cap br_vti interface vti-hq packet-Tength 9000 buffer 33554400 match ip host 172.20.1.21 host 172.16.2.
cap br_asp match ip host x.x.x.99 any

cap br_asp match ip host 172.20.1.21 host 172.16.2.11

cap br_outside interface outside packet-Tength 9000 buffer 33554400 match ip host x.x.x.99 any

XX.X.99= AN IP FAZ CHA|ELICH

HQ 3t

cap hg_inside interface inside packet-Tength 9000 buffer 33554400 match ip host 172.20.1.21 host 172.16
cap hg_vti interface vti-br packet-Tength 9000 buffer 33554400 match ip host 172.20.1.21 host 172.16.2.
cap hg_asp match ip host x.x.x.121 any

cap hg_asp match ip host 172.20.1.21 host 172.16.2.11

cap hg_outside interface outside packet-Tength 9000 buffer 33554400 match ip host x.x.x.121 any

XX.X.1212 AX| IP A2 CHA|ELICt.
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cap hgfxos switch interface outside direction both packet-length 2048 match ip x.x.177.121

cap hgfxos switch interface in_data_uplinkl direction both packet-length 2048 match ip x.x.x.121
cap hgfxos switch interface in_data_uplink2 direction both packet-length 2048 match ip x.x.x.121
cap hgfxos switch interface in_data_uplink3 direction both packet-length 2048 match ip x.x.x.121
no cap hgfxos switch stop.
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1. HQ &34 9| ASP(Accelerated Security Path) 4 A| ZiX{= fragment-reassembly-failed2| O|
S22 ZOHET AMERS S LIEFHLICE

<tfroot>

>
show capture hqg_asp

Target: OTHER

Hardware: CSF-1230

Cisco Adaptive Security Appliance Software Version 99.23(37)127

ASLR enabled, text region aaaae5d50000-aaaae902d504

172.20.1.21.38676 > 172.16.2.11.1812: wudp 1913 Drop-reason: (fragment-reassembly-failed) Fragment reas
Drop-reason: (

fragment -reassenbl y-fail ed

) Fragment reassembly failed, Drop-Tlocation: frame snp_fh_destroy:1055 flow (NA)/NA
172.20.1.21.38676 > 172.16.2.11.1812: wudp 1913 Drop-reason: (fragment-reassembly-failed) Fragment reas
Drop-reason: (

fragment -reassenbl y-failed

) Fragment reassembly failed, Drop-Tlocation: frame snp_fh_destroy:1055 flow (NA)/NA
172.20.1.21.56952 > 172.16.2.11.1812: wudp 1913 Drop-reason: (fragment-reassembly-failed) Fragment reas
Drop-reason: (

fragment -reassenbl y-fail ed

) Fragment reassembly failed, Drop-Tlocation: frame snp_fh_destroy:1055 flow (NA)/NA

2. HQ &3t 0f| M show fragment BE 2| £=301| A= VTI QUE{H 0| A0f CHEF Timeout 72 E{ 7}



E7teLich

<{froot>

>
show fragnent

Interface: vti-br
Configuration: Size: 200, Chain: 24, Timeout: 5, Reassembly: virtual
Run-time stats: Queue: 0, Full assembly: 0O
Drops: Size overflow: 0,

Ti meout: 1217

Chain overflow: 0, Fragment queue threshold exceeded: 0,
Small fragments: 0, Invalid IP Ten: 0,

Reassembly overlap: 0, Fraghead alloc failed: 0,

SGT mismatch: 0, Block alloc failed: O,

Invalid IPV6 header: 0, Passenger flow assembly failed: 0O
Cluster reinsert collision: 0

B & X (https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-
ref-S/show-f-to-show-ipu-commands.html#wp4144096608)01| [t 2 Timeout2 "Z 2| 1HE S E
A miZlo| ZEHE WtK| Z|Ch2le &I AlZHE)QLIch 71222 55 Lt &, A Zei1H
E x|2lo| 5 O|LHof ggfedo]| =25 X| oM A=l Tl HE V| AMK|E| D ZE|2HE 2|04

M= a7t Aloist|ct

3.0l Al 7222 HQ Watse ZajavEe M Aol #9l0| £ls ZajapE| 2
e #ele +4lshx| LIt

toh
13

BR &3}

1. X E 7|HIS 2 APE BR a3t
MSEEHLICE br_inside ZHAE Zt
HoiELICH ¢ 53 Moj mfZle
Eloict

g40] 271o| T2 HE Z RADIUS QIS A 7|Ht 215 @32
Zf 1514HIO|EQ} 475HI0|E Q| Q1O B|A ZEfOHE 27HE
EASH=E BRVTI QlE{HO|A ZHX{| = S8t TfZl0| E A

172.30.1.21 172.16.3.11 TP 1514 | exfaeb (61963) 64 rru; wented 1P protorn] (protosUl@ 17, offed, I10+f20b) [Reassembled in #3]
172, 28.1.21 172.16.2.11 HADIUS 56552 1812 ars axfaob (e1963) 64 Access-Request idsdy

172.20.1.21 172.16.2.11 IPva 1514 oxfaee (61964) 64 gsented 1P p uhttJ u.*¢lo uee 17, off=0, I0-f20c) [Reassesbled fn #11)
172.20.1.21 172.16.2.11 RADILIS 56052 1812 475 exf2ec (61064) 64

173, 28.1.21 172.16.2.11 1P 1514 | oxfaed (61965) 64 . 10=f20d) [Reassembled in #13]
172, 20.1.21 172.16.2.11 RADTUS 56952 1012 475 oxfand (61965) 64 .

172, 29.1.21 172.16.2.11 TP 1514 | exfaee (61966) 64 Frage sented TP ‘\lc\tmn] { A «0, I0-i20e) [Reassemblod in #15)
172.20.1.21 172.16.2.11 RADILS 56952 1812 ars oxf2oe (61966) 64 Acce Rlu est 55, Duplicate Request

172, 50.1.21 172.16.2.11 1Pva 1514 | OxF20f (61967) 64 protocol (protosule 17, offsd, 10-f20f) [Reassesbled in #17]
172.20.1.21 172.16.2.11 RADTLS 56952 1812 475 oxf2ef (61967) 64 id=255, Duplicate Requost

172.20.1.21 172.16.2.11 TP 1514 | exf210 (619¢8) 64 Fragmented IP protocol (protosuDd 17, offsd, 10«f218) [Reassembled in £19]
172, 20.1.21 172.16.2.11 RADIUS 56552 1812 ars oxf210 (61968) 64 t id=3%5, Duplicate Request

172, 20.1.21 172.16.2.11 TPval 1504 | owf211 (61060) 64 protocol (protosul® 17, off=d, I0=i211) [Reassesbled in #21]
172.20.1.21 172.16.2.11 RADILS 56952 1812 ars oaxf21l (61969) 64 id=255, Duplicate Requost

172, 20.1.21 172.16.2.11 1Pva 1514 | oxf212 (61970) 64 Frageented 1P prot oeol (protosute 17, offsd, I10=F212) [Reassembled n #23]
172.20.1.21 172.16.2.11 RADTUS 56052 1812 475 oxf212 (61070) 64 ccess-Roguest id=255, Duplicate Request
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BR 2|5 2IE{H|0|A
ZploHEE &5 35

2. ASP &K ZHX{= B

Ch &HH, 2|F

<#root>

firepower#
show capture br_asp

OTHER
FPR-1010

Target:
Hardware:

R dh3lE 0| LS RADIUS E2H=Zlof sl AFX| =
EfjZlol AL of|7|x| &t2 T{Z!E O|R E 226HI0|E

Cisco Adaptive Security Appliance Software Version 9.20(2)121
ASLR enabled, text region 560817d6b000-56081dlae26d

103 packets captured

1: 10:13:22.160239
2: 10:13:23.160727
3: 10:13:24.161200
192.168.28.254 .99
192.168.20.254 .99
192.168.28.254 .99
192,168,28,254 99
192.168.28.254 .99

QlztQl olOlX|_1.png

show capture br_asp &
O|= 226HI0|E

3. 226HI0|E

br_inside Z
ElH ::I-Ezj jég- = L C)4 EEF; [:{ll

Source Destiration
172.29.1.21 172.16.2.11
17E.2@.1.21 172.16.2.11
172.29.1.21 172.16.2.11
172.2@.1.21 172.16.2.11
172.28.1.21 172.16.2.11
172.29.1.21 172.16.2.11
172.30.1.21 172.16.2.11
172.2@.1.21 172.16.2.11
172.29.1.21 172.16.3.11
172.29.1.21 172.16.2.11
172.29,1.21 172.16.2.11
172.29.1.21 172.16.2.11
172.29.1.21 172.16.2.11
172.30.1.21 172.16.2.11
172.29.1.21 172.16.2.11
172.20.1.21 172.16. .11
172.2@.1.21 172.16.2.11
172.29.1.21 172.16.2.11
172.2¢.1.21 172.16.2.11
172.29.1.21 172.16.2.11
172.29.1.21 172.16.2.11
173 38 1 91 172 16 3 11

2LCh.

ESP
ESP
ESP
ESP
ESP

12 0| £230{= 184HIO|E

“ase8

4500
4588
45ee
4588

4500

4500
4588
4500
4580

192.168.20.254.4500 > x.x.x.99.4500:
192.168.20.254.4500 > x.x.x.99.4500:
192.168.20.254.4500 > x.x.x.99.4500:

226
226
226
226
226

MTU(Maximum Transmission Unit)= 1500H} 0| E
ol 274e] HZIe 2 ZeaHESHE|o{oF BLCH.

udp 184 Drop-reason:
udp 184 Drop-reason:
udp 184 Drop-reason:

‘ex7254 (29268) 64

Ox7e97 (32407) 64
oxafch (4038) 64
8x3511 (13585) 64
Ox5868 (22632) 64

ol Ho|ZE

AFX| ESP THZ!0| AP2} RADIUS A 7He| Q&2 di=
2 0l57| 23 HQ 2 BR &3tH 0| S8 E ot A 1| a8|0|ME A& 5o LIS 2odl M

HRE A

Frotpcsl
IPva
RADIUS
IPva
RADIUS
IPva
RADIUS
IPva
RADIUS
IPva
RADIUS
IPva
RADIUS
IPva
RADIUS
IPva
RADIUS
IPva
RADIUS
IPva
RADIUS
IPva
RANTIIS

AHSH A
O AAHEH

Ol= &&=t ol L]ct.

Sport

56052

56052

36952

56052

56952

56952

56952

56652

56052

56052

SRO57

1812

1812

1812

1812

1812

1812

1812

1812

1812

Length

1514
475
1514
475
1514
475
1514
475
1514
ars
1514
475
1514
ars
1514
a7rs
1514
475
1514
475
1514

ATS

FD
exesd
xeatd
oxese
Bxesde
oeiaf
exe6af
axesad
2xesad
axedal
Bxesal
exesal
axesal
exeaad
axesa
2xesad
xehal
exe6as
exesas
axesab
exeaab
oxesaT
fwaRaT

(59037)
(59037)
(59038)
(590838)
(59039)
(59039)
(59040)
(so040)
(50041)
(59041)
(59842)
(59042)
(59043)
(59843)
(s5on44)
(59a44)
(59845)
(59845)
(59046)
(59046)
(59047)
(S0A47)

PTIL o
63 Fragmented IP protocol
63 Access-Request id-218
63 Fragmented 1P protocol
63 Access-Request ide218,
632 Frageented IP protocol
63 Access-Request id=218,
63 Fragmented IP protocol
63 Access-Request id=218,
63 Fragmented IP protocol
63 Access-Request id=218,
63 Fragmented IP protocol
63 Access-Request id=218,
63 Fragmented IP protocol
63 Access-Request 1d=218,
63 Fragmented IP protocol
63 Access-Request id=218,
63 Fragmented IP protocol
63 Access-Request ids218,
&3 Fragmented IP protocol
63 Access-Request id=218,
63 Fragmented IP protocol
A% frrocc Ranumoct ideI1R

6275

6278 ESP
6281 ESP
6284 « ESP
6287 ESP

Zi0|7} E AlEIx|Et 2

{proto=UDP 17, off=0,

{proto=UDP 17, off=8,
Duplicate Request
{proto=UbP 17, off=0,
Duplicate Request
(protos=uoP 17, offse,
Duplicate Request
{proto=upe 17, off=0,
puplicate Request
(protosUDP 17, offed,
Duplicate Request
{proto=unP 17, off=a,
Duplicate Request
{proto=UDP 17, off=0,
Duplicate Request
{proto=unP 17, off=a,
Duplicate Request
{proto=UDP 17, off=0,
Duplicate Request
{proto=UDP 17, off=@,

nunlicats Renuoct

ESP

Egf={1} gr#0|

L|Ct. 24 C|HFO|AO|A br_vti Z{&{= 1514HIO|E 2! 475H

ID=260d)
ID=e69e)
ID=60F)
ID=ibad)
ID=¢6al)
ID=e6al)
ID=e6ad)
ID=e6ad)
ID=e6as )
ID=e6a6)

ID=e6a7)

QlL|Ct. 2t 1514HIO|E

ﬂHi% £A|O|'x| |.°|=| I
o{Zlo| AFA|E LIC.

(unexpected-pack
(unexpected-pack
(unexpected-pack

(SPI=0x1592a843)
(SPI=0x1592a843)
(SPI=0x1592a843)
(SPI=0x1592a843)
(SPI=0x1592a843)

A=K

IO|E =

[Reassembled in #9

[Reassembled in #1
[Reassembled in #1
[Reassembled in #1
[Reassembled in #1
[Reassembled in #1
[Reassembled in #2
[Reassembled in #2
[Reassembled in #2'
[Reassembled in #2

[Reassembled in &2
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4. br_outside
A SOl 7H

&= 226HI0|E m{Z!

ZAg Ho{FLCh.
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== 0l 562HI0|EQF 1506HI0|E

! zho

| ESP A&

Source Destination

192,168,208, 254
192.168.208.254
192.168.20.254
192.168.20.254
192.168.20.254
192.168.26.254
192.168.26.254
192.168.28.254
192.168.28. 254
102.168.28.254
192.168.28. 254

inline_image_3.png

O XS
i'sa.

.99
.99
.99
.99
.99
.99
.99
.99
.99
.99
.99

Protocol
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP

« 226H}IO|E 7} br_outside Z
ASPO|M AFA| | 7| 2 L|CE.

A

El

CC
ot QI—'?'— OIE-IJHIOIA QI—'T'-E HEEIX
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AR ESP AlBA

Sport

4500
4500
4500
4500
4500
4500
4580
4588
asee
asee
as5ee

« HQ &t3}ed0] 226HI0|E THZ!0| Q

ECl2F7t

3.2t E|o|E
2L|Ch.

o AR

LTk

LICF.

P
S

Dport
4589

4500
4588
4500
4588
4584
4584
4584
4589
4588

z3g 7Mooz 08 &2

Lengeh
1506
562
1506
562
1506
562
1586
562
1586
562
178

™ol ei&LIct ol 7IX| i 2 mj

Tlofof st Zef 1™

o] Z10|7} QIE{H|0|A MTU A 7|0|A IPSEC 24

FID

ex2d7e (11646)
exebzc (2860)
@xécad (27817)
oxsicf (20943)
ax7dee (32006)
@axd2de (17118)
axd553 (17747)
ox7380 (29577)
axsefo (28729)
ax169F (5791)
ox3z2de (13016)

17| 20 "HQ gahed Al

4Ej||()+|

P TTL JESP Sequence

Wirong Sequence Number

6457
6450 &
6468
6462 &
6463

Z ASP AtH| Ol

E ESP m{Z!0| BR &

2

EAE

&L|Ct VTIe| AR

Info

ESP (SPI=0x1592a843)
ESP (SPI=8x1592a843)
ESP (SPI=8x1502a843)
ESP (SPI=@X1592a843)
ESP (SPI=0x1502a843)
ESP (SPI=@X15923843)
ESP (SPI=8x1592a843)
ESP (5PI"UXIBUR&84]]
ESP (SPI=@x1592a843)
ESP f&P[:ﬂxlSﬂ?anl}
ESP (SPI=8x1592a843)
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4. Bid cHe 40 et o| 2|4 QIE{mo|lA %t CHE &0| AEELICHO: 2F QIEmo|4).
5. 2e mZ!2 ESP I LIF ol M =Lt

6. 3EtHS| Ctg Foi CHEr QI d =371 =™ |0 2! 2 o|aBA(egress) QIE{HO|AR ME
Euct.

Cisco 1 ID CSCwp1012322 QI5ll, 4Bt A0l A £4 ESP 2423 ZZH(HIZ () THZIol| CHah A

A2 23|17t =ELICH YatHof m|of IP FA(E= MEY) O CHEt o ARl BE7 JIe® =
7| Aol AE CHal M ZZ2 7t AFSELICH O] oo A HQ &3t QIE{HO|A IP FAE x.x.x.99¢
L|C}. H %§F54° VTIE S35l A8iT|= BGP(Border Gateway Protocol)E& S35l BR & &l2io] 2|F

show route bgp

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRFGateway of Tast resort is 192.168.20.1 to network 0.0.0.0

B X. X.X. 96 255.255. 255. 224 [20/0] via 10.255.0.1, 13:57:43

<--BR firewall Tearns /27 route via BGP over VTI

<#froot>

show bgp sunmary

BGP router identifier 192.168.179.10, Tocal AS number 65001

BGP table version 1is 25, main routing table version 25

23 network entries using 4600 bytes of memory

24 path entries using 1920 bytes of memory

2/2 BGP path/bestpath attribute entries using 416 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-list cache entries using 0 bytes of memory

BGP using 6960 total bytes of memory

BGP activity 23/0 prefixes, 24/0 paths, scan interval 60 secs
Neighbor \Y AS MsgRcvd MsgSent TbTVer InQ OutQ Up/Down State/PfxRcd

10.255.0.1 4 65000 762 761 25 0 0 13:59:01 18
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show i p

Tunnell vti-hqg 10.255.0.2 255.255.255.252 CONFIG <--
10.255.0.1

is the peer VTI IP

<{froot>

>

show i p

Tunnell vti-hq 10.255.0.2 255.255.255.252 CONFIG <--
10.255.0.1

is the peer VTI IP 1in the same subnet

1514HI0|E ESP mZ!0] 2|F QIE{H0|A 2 ™S ELICH TE{Lt 226HI0|E 0| B 3EH7|e| Y3t
O| A2 ZX3|E ™t VTIE Sl Tlo] IP FAE Eote §Y A2 E H&LICH &, Yty
VPN SE QI 0|A0|M TS Ti&st= CHAl VTI QIE{H 0| A& AFESH0{ VTI QIE{m|o]A2f 2l
Hee #HelgLch vl 2lEmolAos QIHEe 7i-o| gle 22 ol 7|X| Bf2 TZ! A K| o|R et
274 Tzl o| AP ELICH

O|& sl &d5t7| 25 CSF12300| A At& X7t Z=E THoi| ACL(access-list)2 E &M &LICH HH
F ACLO| HQ 2|5 MEHZ 7{F35t04 BGP 2t E0|A HQ 2|F MEHIo| MIIE sitMo =2
7AELCt o|2{8t tHHE o2 QIsl BR &3tH2 E{'d QIEH|0|AE S5l HQ 2IF MEH HFAME
= AI5HX| ef& L.

ASAO| A 2Ot etgtedo 2 nto|2d|0|Met & 266HI0|E THZI0| AN E|E= O|R = FUULI?

ASA &3t ZI|agold2 HQ 2|F QEE oA MEUo| HER|Z MutE[s WE BAIHZ A
Eri&LICt

ASA5508



router bgp 65000
redistribute connected route-map BGP_RM
route-map BGP_RM permit 10

match ip address bgp-connected-routes
access-1list bgp-connected-routes standard deny x.x.x.96 255.255.255.224 <-- deny = do not redistribute

CSF1230

router bgp 65000

redistribute connected route-map BGP_RM
route-map BGP_RM permit 40 <-- No match, means redistribute all connected routes

ol

—_
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O] Exl= 22 ASA 55081+ A FTD 1230 Z+2| BGP Z2 Mz o| Zdxm|1eo|M xI-OIE Olaf gt
MAELICH ASA 55080 = x.x.x.96/27 MEUIO| UL E 7HE 5= HMA Mo =F0| &= HHH
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3l Cisco 1 ID CSCwp101230| EE|HEIAR & LICE.
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