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Status

o ISE connection status:
Primary host: Failure

Additional Logs

Primary host: [INFO): PXGrid v2 is enabled [ERROR]:
HttpsStringRequest on_read for host 10.31.126.189:8910
failed. error: 336151574: sslv3 alert certificate unknown
(S5L routines, ssl3_read_bytes) [ERROR]: Performing
request to
10.31.126.189:8910/pxgrid/controlfAccountActivate
failed: Request failed with a timeout. [ERROR]: Failed to
contact pxGrid node at '10.31,126.189" Request failed
with a timeout.

FMC CLI 2% : FMC /var/log/messages CIHEZ|0|= SUE 2 F HIA|IX|7} U&LICH.

<ttroot>

HttpsStringRequest on_read for host 10.31.126.189:8910 failed. error: 336151574:

sslv3 alert certificate unknown



(SSL routines, ssl3_read_bytes)
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Mar 27 23:17:17 vFMC3-chherna2 SF-IMS[8074]: [7514] ADI:ise_connector.PXGrid2ThreadedService

Mar 27 23:17:47 vFMC3-chherna2 SF-IMS[8074]: [7514] ADI:ise_connector.PXGrid2ThreadedService [I
Mar 27 23:17:47 vFMC3-chherna2 SF-IMS[8074]: [7514] ADI:ise_connector.PXGrid2ThreadedService [I
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69ceb4fs.

tificate

69ceb4fs.
69ceb4fs.
69ceb4fs.

ata

69ceb4fs.
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1004

69ceb4fs.
69ceb4fs.

157b4993
verify

157c01a4
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15b17eaa
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15b4c6c3

Ox7ff553fff700

Ox7ff553fff700
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Ox7ff5522fc700
Ox7ff5522fc700

Ox7ff5522fc700
Ox7ff5522fc700

trace: SSL_accept:TLSv1l.3 write server cer
TLS
TLS
TLS

trace:
trace:
trace:

SSL_accept:SSLv3/TLS write finished
SSL_accept:TLSv1.3 early data
SSL_accept:error in TLSv1.3 early d

connection_get(15): got connid=1004
connection_read(15): checking for input on id=

TLS trace: SSL_accept:TLSv1l.3 early data
TLS certificate verification: depth: 0, err: 2

6, subject:
est-CA
69ceb4f5.15b4f367 0x7ff5522fc700 TLS certificate verification:
ed certificate purpose

69ceb4f5.15b57df8 Ox7ff5522fc700 TLS trace:
certificate

69ceb4f5.15b5b557 Ox7ff5522fc700 TLS trace:
69ceb4f5.15b66c36 Ox7ff5522fc700 TLS: can't
:tls_process_client_certificate:certificate
ate purpose).

69ceb4f5.15b70391 Ox7ff5522fc700 connection_read(15): TLS accept failure error=
-1 1d=1004, closing

69cebaf5.15b747ae 0x7ff5522fc700 connection_close: conn=1004 sd=15

/CN=asa-server-only,69ceb4f5.15b4e8de Ox7ff5522fc700 1issuer: JCN=T
Error, unsupport
SSL3 alert write:fatal:unsupported
SSL_accept:error in error

accept: error:1417C086:SSL routines
verify failed (unsupported certific
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AnyConnect VP

Ready to connect.

| 10.86.95.154

Cisco Secure Client

8 Certificate Validation Failure

Searching for policy server.
This could take up to 30 seconds.

1o MO 1

Cisco Secure Client DART 2%: DART H&2| AnyConnectVPN.txt TtO| Ct& EI0|A= Cisco
Secure Client7t RAVPN 215 A 7| 150 AAB K= QB ME HEM=X| &elgtct Zatol
E QI8 EKU §/80| e!&LICHDART HHE0{ M AnyConnectVPN.ixt Tt 22 &S 24M Cisco Secure
Client > AnyConnect VPN > Logs > AnyConnectVPN.txt.2 O|&S & LIC}).

<tfroot>

B S A R R A R R A R A R R ORI
R R i R R A A R R L L o T A R S

Date : 04/07/2026
Time : 03:35:22
Type : Error
Source : csc_vpnapi

Description : Function: CVerifyExtKeyUsage: : conpar eEKUs

File: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\CommonCrypt\Certificates\VerifyEx
Line: 330

EKU not found in certificate: 1.3.6.1.5.5.7.3.2

B S S A R R A R R A R A RS ORCN A
R R R A R R R R e R R T S R T S

Date : 04/07/2026
Time : 03:35:22
Type : Information



Source : csc_vpnapi

Description : Function: CCertStore::GetCertificates

File: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\CommonCrypt\Certificates\CertStor
Line: 225

Ignoring client certificate because it does not contain the required EKU extension

Certificate details:
Store: [Omitted Output]

B R R i S R R R ok Sk R S S S T o A R R ok R T

\I
ol
m
=
c
Aim
0z

' Cisco Secure Client7t FTD EE= ASAE A& 8 QIB M 7|8k 215 0f SHHE QIS M(ZEH0IE ¢l
)& ME35t=X| &elstzd™ ol M2 MetME HESHAAIR.

&

o]}

Hel
o

% 1: 29 DART HE 27 0|M 'EKUE 2B MM &S + 22:1.3.6.1.5.5.7.3.2, 0| H% '1.3.6.1.5.5.7.3.2'
Zzlo|HE 21& EKU OIDo| s ghLct.

x4 1D Q1B M0l 22}0|DIE Q1S EKU EAI0| 9= AL QIS A 7|H QIZS S AL
5t ALO|E CH AFO|E VPN Efo| AlmygtL|ct

IKEv2 AO|E CH ALO|E VPN Ef{dof CHEt QIEAM 7|8t 152 EZ&sie 0| AlLtE|IR0M=
FTD/ASA(1)01|A‘| FTD/ASA IZ|o{of CHEt E{dE HdHst7| @8l ALE5t= ID 215 Moi| 2EEI0|HE
Q15 EKU EM0| gi&aLct et 27 mo{2! FTD/ASA (2)01l 0 £440] 215 o] Qlofof 22
VPN E{d2 HdHE & gigLict

EEEX|

Cisco FTD/ASA (1) Cisco FTD/ASA (2)

’ T T 14

FTD £ ASA CLI 27: Z210I21E 915 EKU 5 80| gt FTDIASA(T) ID 5 M8 7= at= B
2 IKEv2 215 M 718t 915 ol FTD/ASA(2)0 Al BHEHEl @ R QlLC

<tfroot>



Apr 09 2026 15:59:50:

subject name: CN=ASAv3.cisco.com,0U=IT,0=Cisco,C=US,unstructuredName=ASAv3.cisco.com.
Apr 09 2026 15:59:50:

Apr 09 2026 15:59:50: %ASA-3-751006: Local:10.3.3.6:500 Remote:10.3.3.5:500 Username:10.3.3.5

Apr 09 2026 15:59:50: %ASA-4-750003: Local:10.3.3.6:500 Remote:10.3.3.5:500 Username:10.3.3.5

Apr 09 2026 15:59:50: %ASA-4-752012: IKEv2 was unsuccessful at setting up a tunnel. Map Tag = CMAP. M
Apr 09 2026 15:59:50: %ASA-3-752015: Tunnel Manager has failed to establish an L2L SA. Al1 configured

Apr 09 2026 15:59:55: %ASA-5-752003: Tunnel Manager dispatching a KEY_ACQUIRE message to IKEv2.

Map Ta

Apr 09 2026 15:59:55: %ASA-5-750001: Local:10.3.3.6:500 Remote:10.3.3.5:500 Username:Unknown IKEv2 Rece

% & 1: 29| ool M FTD/ASA(2)E ClientAuth 2! ServerAuth EKU S48 25 Z# 5= ID QIS ME M85t UN
&Lct.

% o o] ool FTD/ASA(2)£ BtRE E= MEIIE| E2|M = 2t E 7|8 VPN Concentrator2 CHA|E
T A&Lich J2{ VPN Z[o{o M HF el QIEM 7|8 152 2|5l FTD/ASAIM At 3st= @IE Aol 22t0|
E QI& EKU §%40] lofok st=22 SUst X7t | RIELICHT)

i whed: o 20l XMCHE! LIS S ZHE 5104 FTD/ASA(1)7+ 2HIE ID Q15 M(Z2H0IIE 215
EKU & EA ZEHE AE5lod QB M 7| Q15 E ALE5t= S %Ql ALO|E CH AIO|E VPN E{'EE
X8| =gt

QIZ Mol 22t0IYE Q15 EKU 40| G1EX| &elste XIE
Windows 21& M B E2[AHE AtE 5107 .cer 215 M| EKU & QI

CHS EtAo 2k Windows 215 A B EIXHE AFE 35109 .cer Q1B M| EKU &2 & QIFLICt.

1EHA|. cer T2 F H 2 2!510{ Windows Certificate Manager0i| A 3L|C}.



+

“—

« 4 o » ThisPC » Download u& Cestificate

| ASAVT.cer Ganersl Detads  Certification Fath

s Quick access =
[ ASAvE-NO-E
o Onelie
in-1 Certificate Information

B This PC

Windovws does not have enough infermation te verify

I Desitop this certificate

% Decuments
4 Downloads
J‘l Muzic

= Pictures

B Videos

am Local Disk (C2)

o Network

Issued b ASAv3-dhharnal,cees.com
Issued by: saxjog-WINFQAEAZT 2504

valid from 4/9/2026 to 4/5/2027

Install Certificate. .,

A D cer ItUR Ol YHoZ
L—IEL

2EtA|. Handle Security Warning (if any) (= 2t

™ Open(&71)2 E2l5t0q Hl&ELIct.

3EHAL Q1B M E 0| M Details(MI S AHE) 4




g Certificate
General Detals ~Certification Path
Show: | <All>

Field

__-I"."Ermﬂ

_ | serial rumber

| Signature: algorithen

| signature hash algorithm

| e

|vakd from

~vakd 1o

g it

Value 2
L k]

26000001baBcdFebeafr ...
sha2 SERS5A

sha%s
aaajog-WINFOQAUEAZI 250 ...
Thursday, Apeil 9, 2026 3:26:...
Friday, Aprl 9, 2027 3:26: 19 PM

&S A Twrhherna ? riern cnm T x |

4EH7|. EE S8 A3 E75104 "Enhanced Key Usage" (&= Extended Key Usage)&

Copy to File. ..

o 1]

ih Certificate #
General Detals  Certification Path
Show: | <all> o
Fuedd alue -
E;,_'::ertrﬁcahﬂm:iate] (.. Template=1.3.6.1.4.1.311.2L...
5; _'Erhunccd Ky Lsage Server Authentication (1.3.6....
31| Apphcation Polices [ i) Application Certificate Palic...
21| SMIME Capabikties [1JSMIME Capabiity: Object L.,
[ii ke Usage Digital Signatre, Kay Encpher...
| [ Timisprint slgarithn chal
|2 Thambprint Ob 89 0F846c G 859985 5 ..,
W
Edit Froperbes... Copy to File...
5EHA|. EKU EME &elgtLct. 215 Mof

&)" & "Client Authentication(EctO|HE 21B)"1t &

o=
AN -

EKU

4

£

=}
—

k=3
=

¥=0| EAE £

MEfEF LI

LFEFLH= "Server Authentication(AME 2!
igLict.

AAEH



o# Certificate
Gerersl Detals  Certification Path

Show: | <all>

r1)| Enhanced ey Usage
31| Apphcation Polces
by |SMIME Capabiities
i |key usage
I__]Tl'-.mbpr'nt saorithm
[ Thumberint

Feld Value
| Certificate Template Inform,..  Template=1.3.6,1.4.1.311.21..,

Server Authentication (1.3.6....
[1] Apphication Certificate Pokic...
[1]5MIME Capabiity: Object 1.,
Digital Signahure, Key Endpher...
shai

0b 89 0F846c0e a5 59 85 5¢ ..,

Authentication (1.3.6.1.5.5.7.3.1)

t Authentication {1.3.6. 1.5.5.7,

]

Edit Propertes...

Copy to Fi...

6EHA|. =2l = OK(ER)E 2&lstod AIBEM ES

0 1: O .cer 215 Moll= EEI0|E 215 EKU &

L|ct.

ph Certificate

General Detals  Certification Path

Show: <Allz |
Feeld Vahse (.
{1 cRL Distribution Points [1JCRL Distribution Point: Distr...

[t | Authority Information Access  [1]Autherity Info Access: Acz...
lii|Certificate Template Mame ~ WehServer
Server Authentication [1.3.6....
Ji Ky Usage Digital Signature, Key Encipher. ..
[ | husmbgrint algarithm shal
| | Thwambgring fa 5 56 045 74 25 296988 ...
b

Ismer Authentication (1.3.6.1.5.5.7.3.1) I

EdtProperties... | | CopytoFie...



of 2: O .cer 2B MollE M X 2EI0|ME 215 EKU E-0| 25 Z & ELICH

o Certificate bt
General Delals  Certification Path

Shove: | <al> e

Field Vahse -

i Ceru‘lc,ateTemplate Inform.., Template=1.3.6.1.4.1.311,21...

vET RLIUHTY

i | Apphcation Pobries [1]applcabon Certificate Polic..

11| SMIME Capabiities [1]SMIME Capabiity: Object I..
Iy, ey Usage Digital Sagnature, Key Em':pher...
Thumbprint algorithm shal
Thumbgprint Ob 3 0fE46c e a5 99B5 X .., v

cerver Authenbzation (1.3.56.1.5.5.7.3.1)
lient Authenbication {1.3.6.1.5.5.7.3.2)

Copy to File...

o |

JIIII
_I_
ok
S

OpenSSLE AH&35104 PKCS#12, PEM ! .cer @15 Aol A EKU

1 -
Che CHA HEF .p12(PKCS#12), .poem(PEM) X .cer Q15 Mol A EKU S48 & 0lgtLCt

1EHA|. Eolslof & QIZME Btol p12(PKCS#12), .pem(PEM) EE £ cer &HAloZ LIEHLICH

Pp12(PKCS#12) Q1B M| B opensslE At& 3101 .p12(PKCS#12) Tt UM QIBMHE FE5tH
Pp12(PKCS#12) mtof 7HRl 7|, 215 M & CA QB M7} & E = U&LICt

CtS BEE AE5t04 .p12(PKCS#12) Tt O| QIZME .pem(PEM) A= FEELICHINQI 7| EE
£ CA A2l 813).

openss1 pkcsl2 -in yourfile.pl2 -nokeys -clcerts -out cert.pem



openss1 x509 -in cert.pem -text -noout

- cert.pem: &A| It O|F 2= CHA|ELIC.

b) .cer I UL| ZL C}Z openssl BHE ALE501 QB M MEALE L EKU E4HE EAIEfLICH
openss1 x509 -in yourfile.cer -text -noout

- yourfile.cer: &K Tt O|F2 2 CHAIELIC.

3EHA|. O3 CH2 £240i| M X509v3 Extended Key Usage(X509v3 & & 7| AFR) MME ’;‘J% L|Ct.
RIE Mof Q= EKU 2t LIEFLHE "TLS Web Server Authentication(TLS € MbE{ 2I5)" &
Web Client Authentication(TLS & ZZI0|2E I&)"'0t Z2 §=0| EAIE = A&

X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication

CC
4

rr

EKU 54 OID(Object Identifiers):

X509v3 Extended Key Usage:
1.3.6.1.5.5.7.3.1, 1.3.6.1.5.5.7.3.2

« MH /3 EKU OID: 1.3.6.1.5.5.7.3.1
« Z2}0|E @13 EKU OID: 1.3.6.1.5.5.7.3.2

of 1: O] .pem(PEM) 2/ Mol 220|HE 2l
ElLct.

Ol

EKU §d0| gl MH 215 EKU S4B 27



<ffroot>

MyHost$ openss1 x509 -in cert.pem -text -noout
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
26:00:00:01:b7:e7:90:48:d6:19:41:d3:54:00:01:00:00:01:b7
Signature Algorithm: sha256WithRSAEncryption
Issuer: DC=com, DC=aaajcg, CN=aaajcg-WIN-FQAUEA2I25Q-CA
Validity
Not Before: Mar 27 00:31:40 2026 GMT
Not After : Mar 26 00:31:40 2028 GMT
Subject: C=MX, ST=MX, L=MX, 0=Cisco, OU=IT, CN=vFMC3-chherna2
Subject Public Key Info:
PubTlic Key Algorithm: rsaEncryption

RSA Public-Key: (2048 bit)

Modulus:
00:cf:a8:a0:ff:dd:34:73:7d:46:86:85:05:b6:0c:
5€:32:8c:67:67:88:52:03:58:63:¢c6:89:d8:fc:55:
c5:58:ba:eb:45:88:b2:21:9e:c5:d8:67:57:39:0f:
91:a5:41:61:fa:94:bl:ad:9%9e:71:26:87:b6:30:ae:
a7:f6:89:b1:6d:61:ce:fa:47:7f:2a:d8:e8:4d:26:
4f:a7:d3:eb:5a:69:16:46:71:c7:55:cf:87:b4:10:
96:f2:10:6b:c0:a7:3d:3c:49:9d:ee:77:8c:b5:95:
9b:69:81:e0:2d:a0:6e:5c:78:73:22:5a:38:d0:74:
38:b2:ba:e0:ab:c5:44:eb:el:3c:52:86:b8:2a:4e:
37:44:9c:34:d8:d8:6c:ae:3e:df:12:57:0e:28:52:
57:dc:6d:62:ea:b6:ec:19:4e:90:8f:3f:2c:23:1b:
e2:39:f0:ba:07:08:9a:0b:97:96:05:2e:69:fe:9%a:
b2:b2:74:9a:ba:06:25:bc:38:1c:94:87:8e:2a:dc:
2f:0b:a6:31:6c:bf:11:96:2a:71:b3:87:e5:f5:ch:
88:f1:73:cf:88:d7:30:78:24:77:7c:b7:2c:7c:83:
6d:69:5b:bd:d4:21:b9:ee:19:c4:02:be:7b:44:a2:
55:d6:b2:95:11:46:bf:db:3e:4f:9a:8c:d4:ad:8d:
82:f5

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:

OD:8E:DA:07:6D:49:EA:51:D2:C7:EF:50:CE:CE:2B:8E:7C:DF:A6:8D

X509v3 Authority Key Identifier:
keyid:3A:45:60:22:F7:C8:2C:0D:D2:98:5A:BC:E0:98:D4:91:1D:67:32:22

X509v3 CRL Distribution Points:

Full Name:
URI:1dap:///CN=aaajcg-WIN-FQAUEA2I25Q-CA,CN=WIN-FQAUEA2I25Q,CN=CDP,CN=Pub1ic%20Key%20

Authority Information Access:
CA Issuers - URI:Tdap:///CN=aaajcg-WIN-FQAUEA2I25Q-CA,CN=AIA,CN=Pub1ic%20Key%20Services

1.3.6.1.4.1.311.20.2:
...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment

X509v3 Extended Key Usage

o "EKU SECTION"



TLS Web Server

Signature Algorithm:
95:
4d:
f3:
69:

2f:
Oe:
46:
d6:
55:
dc:
41:
do:
7f:
4c:
61:
70:
86:
2d:
c5:

0il 2: 0| .pem(PEM) 21& AMoi= Z2to|

<tfroot>

Aut henti cati on

"Server Authentication EKU Attribute Included"

27:
6b:
fe:
06:
78:
47:
b3:

c2

4b:
c6:
6a:
3f:
30:
8c:
d3:

cd:
07:
53:
af:
d3:
do:
di:
:7d:
bb:
4f:
9e:
le:
b0:
a5:
c5:

42

11

8f

16:
46:
4a:
1c:
29:

aa:
dd:
e4:

7d:
d2:
e2:
d2:
145
4e:
56:
e6:
17:
6f:
:52:
9c:
86:
db:

24

5c:
7e:
d4:
7b:
f9:
73:
24:

33:
74:
15:
la:
3c:
37:

ce

62:
83:
:0f:
bl:
ff:
57:
bb:
b3:
eb:

eb6

f2

fa:
da:
ba:
bc:
rcd:
fd:
23:

db:
2d:

Ob:
al:
be:

7f

29:
03:
37:
ec:
bf:
c8:
5c:
:fc:
00:
ar7:
:b8:
59:
7b:

6e

64:
08:
4f:
fe:
43:
Se:
bd:

f3:
e5:
e8:
66:
fb:
162:

fa

df:
f3:
cd:
ce:
53:
37:
b0:
:0d:
12:
ea:

le:
b7:
bc:

75:
50:
a4:
e4:
b4:
74:
e3:
65:
e3:
e8:
:78:
85:
74:
87:

MyHost$ openss1l x509 -in cert.pem -text -noout

Certificate:
Data:

Version:
Serial Number:
26:00:00:01:b6:74:fc:b4:1e:99:be:7a:10:00:01:00:00:01:b6
Signature Algorithm: sha256WithRSAEncryption

Issuer: DC=com, DC=aaajcg, CN=aaajcg-WIN-FQAUEA2I25Q-CA

Validity
Not Before:
Not After :

3 (0x2)

00:
56:
ca:
62:
91:
fe:
74:
2f:
75
6e:
86:
33:
c2:
48:
38:

7d:
0d:
49:
c9:
8e:
cb:
7C:
8c:
53:
89:
31:
bd:
5d:
7C:

sha256WithRSAEncryption
40:
83:
Oa:
f5:

Mar 26 23:44:58 2026 GMT
Mar 26 23:44:58 2027 GMT
Subject: C=MX, ST=AD, L=AD, 0=Cisco, OU=IT, CN=vFMC3-chherna2
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA PubTlic-Key:
ModuTus:

ab:
e7:
41:
dé6:
4a:
58:
23:
74:

:f8:

4a:
f7:
9c:
ec:
30:
ee:

aa:
68:
f1
el:
ab6:
81:
0d:
30:
24
b3:
c5:
6d:
61:
fb:
aa:

67:
f8:

:52:

5c:
86:
ec
78:
42:

:f5:

59:
53:
46:
d7:
Cc6:
do:

(20

4e:
f7:
15:
04:
90:

:3b:

d7:
of:
1f:
fc:
28:
7a:
al:
3e:
60:

48

55:
e9:
eb:
c5:
e0:
9d:
09:
45:
77
eb:
le:
9c:
01:
4a:
78:

bit

19:
53:
a5:
cO:
6e:
Ob:
53:
47:

:fb:

75:
bf:
5d:
c3:
48:
30:

)

3b:
95:
35:
27:
26:
fc:
61:
cd:
89:
70:
8f:
53:
d2:
ag:
45:

38:
1f:
9f:
1c:
7e:
dd:
f9:
16:
85
39:
b2:
a5:
bc:
01:
ed:

6C:
53:
07:
84:
37:
8c:
b0:
59:

14b:

67:
52:
44
Oa:
13:
3b:

7a:
5b:
04:
07:
4c:
68:
f9:
96:
39:
fe:
20:
76:
38:
35:

af

17

33:
b4:
95:
ed:
fd:
6b:
29:
ed:
49
71:
ec
24
df:
f5:
76:

87:
05:
74:
31:

48:
8a:
8c:
do:
a4:
49:
e7:
88:

2e:
f1:
9f:
3d:
17:
dd:
Cc6:
53:
rad:
60:
:79:
:da:
a8:
4e:
16:

9b:b0:
8c:1f:
79:09:
d7:85:
164:4b:
29:7d:
af:da:
af:21
e7:6a:
2b:cd:
d9:50:
73:6f:
82:3d:
:32:fc:

ba:
ce:
c3:
1b:
Oc:
ab:
7cC:
62:
93:
be:
d6:
4b:
f6:
f2:
fd:

94:
54:
23:
45:
ab6:
f9:
09:

tb2:

fd:
94:
8a:
42:
2f:
d3:
e2:
8f:
43:
b3:
12:
36:
Oc:
03:
7a:

48:
e3:
f9:
ec:
a3:
52:

19:
c8:
Se:
50:
bb:
96:
9c:
60:
04:
b7:
b0:
7d:
82:
24:
d3:



b0:16:10:28:75:fc:41:32:e6:6d:cb:c3:96:58:77:
9e:11:0a:9b:33:¢c7:92:8d:75:1f:e5:30:29:a4:a5:
ba:7d
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Key Identifier:
D2:DF:62:25:17:DB:72:31:D8:D2:D0:41:CB:FB:DD:00:FF:38:BD:BB
X509v3 Authority Key Identifier:
keyid:3A:45:60:22:F7:C8:2C:0D:D2:98:5A:BC:E0:98:D4:91:1D:67:32:22

X509v3 CRL Distribution Points:

Full Name:
URI:1dap:///CN=aaajcg-WIN-FQAUEA2I25Q-CA,CN=WIN-FQAUEA2I25Q,CN=CDP,CN=Pub1ic%20Key%20

Authority Information Access:
CA Issuers - URI:Tdap:///CN=aaajcg-WIN-FQAUEA2I25Q-CA,CN=AIA,CN=Pub1ic%20Key%20Services

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
1.3.6.1.4.1.311.21.7:

0-.%+..... 7..... ALL9L L.
b/ LLROLLZL L

X509v3 Ext ended Key Usage:

P "EKU SECTION"

TLS Web Server Authentication, TLS Web Cient Authentication

<—— "Server & Client EKU Attributes Included"
1.3.6.1.4.1.311.21.10:
0.0
B I 0
[

S/MIME Capabilities:
...... 0...+....0050...%.H..
..*.H..

Signature Algorithm: sha256WithRSAEncryption
3f:66:b1:35:7€:05:b4:69:f1:81:95:b8:18:90:f2:20:bd:8d:
ff:03:5a:59:ca:02:ba:2d:1d:e0:8d:3f:63:e9:fe:71:3c:9a:
11:15:5c:3b:fc:62:e4:cf:15:25:4c:74:5e:ad:3f:09:e9:3b:
d5:08:95:7d:97:7a:ef:cl:16:6d:e0:7a:0b:21:81:46:bc:15:
c3:76:8c:fe:fb:14:94:36:92:0d:3b:4a:c9:8f:6a:bd:dc:4b:
Ob:24:c3:32:35:27:e7:aa:23:95:85:e4:a9:64:71:f0:98:9e:
33:aa:6e:bd:7c:dd:dc:4b:cf:dd:0e:a7:ea:e8:aa:61:8f:67:
84:da:5b:be:8e:05:75:c8:eb:46:13:6f:14:4d:fe:4e:57:3c:
29:27:cc:0b:5b:25:87:37:24:12:79:b1:c3:78:c8:94:fe: df:
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