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FTD ACME Client ACME Server

(1) Initiate certificate request for ftd-example.com

v

(2) HTTP-01 Challenge: put xyz at http://ftd-example.com/abc
<4

(3) Prepare Challenge Response

FTD Web Service

(4) Port 80 veb query for challenge (http://ftd-example.com /abc)

v

(5) xyz

FTD ACME Client

(6) Issued certificate
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Firewall Management Center

Objects

Q, search Deploy 0 3) @ admin

-
= Cert Enroliment ||[ Q. Fittr
Cipher Suite List &
> Community List A certificate enrellment object contains the Certification Authority (CA) server information and
Monitor enroliment parameters that are required for creating Certificate Signing Requests (CSRs) and
DHCR IPvE Pool obtaining Identity Certificates from the specified CA. These activities occur in your Private Key
: Infrastructure (PKI). Guide me.
SHRIRHGhEE & Repor ’ » Distinguished Name
2% Events&Logs » DNS Server Group
. . MName Type Override
EVE Exception List
Manage: »  External Attributes selfSigned Self Signed Certificate a0
(1] Policies > File List
»  FlexConfig
L]
A" Objects Geolocation
.m Firewall Devices > Interface
Key Chain
&  Secure Connections > Network
|
%  Integrations > ¥ PR
Cert Enrollment
External Cert
LN Troubleshooting » Groups
L)
External Certs o Displaying 1- 1of 1rows |{ ¢ PageDOf'l >l
4o Administration b
-
= o = = S o — =
2.ACME S8 SM2 CIE S5 ¢y & =E&CH2 Mol LFEELICE Enroliment Type(S5
oS Z2rie =2 AMEH= A5
+38) ESCH20AM ACMEE MEN5t0] A& R LICEH

3. 215 M Oi7iH-E 7

Add Cert Enrollment

Name*

[ ACME_CERT

Description

[

CA Information

Enrollment Type:
Enrollment URL:*

Authentication Protocol:*

Certificate Parameters

Revocation

-

Key

[ ACME

Self Signed Certificate

EST

SCEP

Authentication Interface:*

ACME

Source Interface:*

Manual

Cancel



Add Cert Enrollment

|

CA Information Certificate Parameters Key Revocation
e —
Enrollment Type:

[ ACME i ]

Enroliment URL- [ https:ffacme-v02 api.letsencryp... ]

Authentication Protocol:* [ HTTP-01 . ]

cation Inferface:* [Default: Management/Diagnosti.x ] +

-
Source Interface: [outsida . ] 4+

CA only Certificate: [ Manual CA Certificate v ]

() Auto Enroll Lifetime(10-99): () Regenerate Key

o (3

- S5 URL: 2B ME 285t AMsHE Ol AL8ElE ACME AH(0dl: Let's Encrypt)2| 4 ¢
L|ct.

« B ZZEE: THQ ARHE FHelste Ol AH8El= Y S XIYELICH ACME HEIX|of
CHaH X[ Ele ZEEZS2 HTTP-01LICH

« 215 QIE{H O|A: ACME MHESE| HTTP-01 #ZIX|& =4I5t= FTD CIHIO|A Q| HELIT
QIE{m| O A,

- CAZTIE 2B M: ACME MHE AZE £ /= CARIE 7|72l QIBME e ok B Lt

ot

N D 7Edoz 22 Lets Encrypt MH|A URLE 7t2IZIL|Ct. https://acme-
v02.api.letsencrypt.org/directory

4. & AE{X|X| 2t 2 ACME MHE At83%t= B2 ACME MH2| CA 215 ME F7t8loF & LICtH
Objects(7HAl) > Cert Enrollment(21& A S5)&E 0[S 351 Add Cert Enrollment(lE M S5 F7t)
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https://acme-v02.api.letsencrypt.org/directory
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CISCO  Objects

Cert Enrollment Add Gert Enroliment | ([0
> Listinguishea Name " L
DNS Server Group or creating Certificate Signing
(PEIl. Guide me.
5 EVE Exception List
':“h"’!‘ > Extemnal Alributes
ports .
i Ti
Fil List ane Type Querride
_~
¥ FlexCenlig selfSigned Self Signed Certificate &
Events & Logs
Geolocation
Interface
Key Chain
Policies Network
~ PKI
-
A
Gert Enroliment
Objects
External Cert
Groups
]
Firawall External Certs
Devices ( N
Internal CA Displaying 1- 10f 1 rows 4 Dagel 1 of 1 3
Groups
& P =
Secure

Connections

|Ct. 2% CHS CA Only(CA M&
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SME 204<€1 Save(ME)E E8IE
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Add Cert Enrollment

Enrollment Type:

CA Certificate:

Validation Usage:

[ hManual

CA Only

Check this option if you do not reguire an identity certificate to be created

fraom this CA

BQKZ2IfthUvR3bCj3JIGOuyYIDf
vpSjAfBgNVHSMEGDAW
gBQTGOy4/RYYKsq+gWZrpp
51e/TIdTAKBggqhkjOPQQDAg
MIADBFAIEAGQJUhxPUT
+CRcgBjLTHcfOXDswHUQERK
VoZ0SDbwUIZECIEPKLoONZm
DSGJIUrbeCMIjBSjet
hKIfVaFOh77A7aZH

-----END CERTIFICATE-----

4

IPsec Client SSL Client [ ] SSL Server

Cancel

 OFX|2fSZ, CA Only Certificate(CA & 2IE M) M0 A ACME CA Mol AE| X|HS
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Edit Cert Enrollment ®

Y
Name*
: ACME_CERT
I?escriptian
CA Information Certificate Parameters Key Revocation
Enrollment Type: ( ACME v |
Enroliment URL* https://10.31124.58:4443/acme/...
Authentication Protocol:* ( HTTP-01 o |
Authentication Interface:* ( outside . | +
Source Interface:* ( outside v | +
CA only Certificate:
(] Auto Enroll Lifetime({10-99): [} Regenerate Key
Validation Usage: |:| IPsec Client S5L Client SSL Server
v

5. Certificate Parameters(2/5 M OH7H4=)E 0[S 3k, Include FQDN(FQDN E &) 48 X104 A
Custom FQDN(AF& X} X|% FQDN) SME MEfSt T, Custom FQDN(AHE Rt X|E FQDN) &
Alternate FQDN(CHA| FQDN) ZE& 7|2 FQDN & eIE Mol Z& & CHA =M@l O|§ 22 ®MSL
Ct.



Add Cert Enrollment

)

CAlnformation  Certificate Parameters  Key  Revocation

Include FQDN: Custom FQDN -

Custom FQDN:

[ ftd-example.cisco.com ]

Alternate FQDN: [ ftd-alt-example.cisco.com ]

6. 7|2 0|Sstod 7| R 7| 27| €& +HeLICH

Add Cert Enrollment

]

CA Information Certificate Parameters Key Revocation

Key Type:
@® rsa (O ECDSA

Key Name:*
modulus
Key Size:
[ 2048 v ]

~ Advanced Settings

(7] 1gnore IPsec Key Usage
Do not validate values in the Koy Usage and extended Key Usage extensions of IPsec remate client

certificates.

..

7. (M= AL ID QIB Mol CHEE AHS S5& g dstefLh
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Add Cert Enrollment

|

CA Information Certificate Parameters Key Revocation

Enroliment Type: lACME . J

Emalimant : [ https:/facme-v02.apiletsencryp... ]

Authentication Protocol:* [ HTTP-01 B ]

I .
Authentication Interface: [Defaul'[: Management/Diagnosti. ] +

Source Interface:* [outside - ] *

CAonly Certificate: [ Manual ca certificate

Auto Enroll Lifetime{10-09):

1.Firewall Devices(& &t C|HIO|A) > Certificates(R1E M)2 0|85t Add(F7t) HEE 2215104
M RIBEME SEFLICL



Firewall Management Center

Firewall Devices [ Certificates

Monitor
Insights & Reports »
2%  Events & Logs »

Manage
r] Policies >

® Objects

sm Firewall Devices »
&  Secure Connections »
® Integrations »
2, Troubleshooting »
@ Administration >

2. Device EELC}IR
A E MEIEHLICE

Firewall Management Center

Certificates

220 M FTD C|H}O|A

Filter

All Certificates

Name Domain Enroliment Type  Identity Certificate Expiry CA Certificate Expiry Status

== FTO_ACME -

jn

Q Search

Monitor
&7 Insights & Reports »
€% Events&Logs >
Manage
@ Policies >
9=  Objects
| fam Firewall Devices >
& Secure Connections >
A Integrations H
2, Troubleshooting >
do Administration »

4. +F0| g2 E|H

Filter

-

[ All Certificates

&) ertificate Expiry Status

Add New Certificate

Add a new certificate to the device using cert enrollment object which is used
to generate CA and identify certificate.

Device*:
| FTD_ACME

)

Cert Enroliment*:

[ ACME_CERT Vl +
Cert Enroliment Details:

Name: ACME_CERT

Enrollment Type: ACME

Enroliment URL: https://10.31.124.58:444 3facme/acme-

prov/directory

Can cel m

Efl €ofl ID 215 M HE Ol EAELICH



Firewall Management Center pepioy 0@ @

Firewall Dev [ Certificates

= Filter m

All Certificates v
Monitor
Insights & Reports » Name Domain Enrollment Type  Identity Certificate Expiry CA Certificate Expiry Status
7% Events & Logs » S FTD_ACME -
¢
selfSigned  Global Self-Signed Jul 14, 2035 & CA L ID
Manage
Jul 22 Expiras in a & PO
J Policies > ACME_CERT Global ACME A 2025 . day & CA 1D =
Manual (CA - £ (
®= objects ACME_CA  Global Only) Jul 18, 2035 LA ©ID -
wn Firewall Devices »

&  Secure Connections >

&  Integrations »
N Troubleshooting >
o Administration >

mu

5.ID HEE 2&Ist0o1 ID 2BM HEE ASFLICH



Identity Certificate

e Status : Available

» Serial Number : 058f993097bd56758e 4555193be

 Issued By : acme Intermediate CA

O : acme

e |ssued To: ft-examle.cisco.com

o Public Key Type : RSA (2048 bit)

e Signature Algorithm : ecdsa-with-SHA56

* Associated Trustpoints : ACME_CERT

e Valid From: : 11:20:55 UTC July 212025

 Valld To : 11:21:55 UTC July 22,2025

« Public Key Hashes : 26b7a0f741436434a538b261144780b245204
SHA1 PublicKey haosh :
241256de8674656fc15551717844f651975b562¢520a0

FTDO|AM Ax|El B M £7|
RIBE M7t HH| SE IR =X| & RIEHLICHshow crypto ca certificates <Trust Point Name>.

<ffroot>

firepower#



show crypto ca certificates

ACME_CERT

Certificate

Status: Available

Certificate Serial Number: 058f993097bd56758e44554194a953be
Certificate Usage: General Purpose

Public Key Type: RSA (2048 bits)

Signature Algorithm: ecdsa-with-SHA256

Issuer Name:

CN=acme Intermediate CA

O=acme

Subject Name:

CN=ftd-example.cisco.com

Validity Date:

start date: 11:20:55 UTC Jul 21 2025

end date: 11:21:55 UTC Jul 22 2025

Storage: immediate

Associated Trustpoints: ACME_CERT

Public Key Hashes:

SHA1 PublicKey hash: 26b7a0f7414364a45b246114478bb741432520c4
SHA1 PublicKeyInfo hash: 24125d6e8674566c1551784f651975b562c520a

Syslog O|HE

ACME ZZ2EZ22 M85t QIS SE 1 2 E O|HIEE ZHX{5t 7| 2I5H Secure Firewall FTDO|

MZ2 syslog7t A& L—I Ct.

e
L
il

* 717067: ACME 2B X S50l AlEE[= AlHoll CHet 2 & MSELCH.

%FTD-5-717067: Starting ACME certificate enrollment for the trustpoint <private_acme> with CA <ca-acme.

* 717068: ACME Q1&EAM S5 &3 Al7|ol Ciet YEE MSeLich

%FTD-5-717068: ACME Certificate enrollment succeeded for trustpoint <private_acme> with CA <ca-acme.exal

« 717069: ACME S5 Almf| AlZ7|of CHEF HEE NS ELICE



%FTD-3-717069: ACME Certificate enrollment failed for trustpoint <private_acme>
« 717070: 1B M S5 E= QABEM AAIE I8 7| Yot sl HEE NI ELCH

%FTD-5-717070: Keypair <Auto.private_acme> in the trustpoint <private_acme> is regenerated for <manual>

=X &
ACME @IZ M S20| MTlgr 9 C+2 B8 +8stol S AlEstn siZefLIC
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Ql=X| EQlstL|Ct. O|ZH 6lH ACME ME{0IAM EHIQI AR HE &tolsh £ Ql&L|Ct

0424
oo
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Ol

KEMEH LHE 2 CHS debug BH Ll £32 +&FLICH

* debug crypto ca acme <1-255>
* debug crypto ca <1-14>
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