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= | OOO@D i . - & scwm
Manitadag Palicles Objects vicdr: fdvTS0 = . Akminigtr o " siice 2ELURE

Interfaces

() ) () () () ) ) ) )

Ennrtacos  Virtul Tunnsl inerfaces
10 Intertaces [— ) T +
stars StANDEY ACCRISS
a8 192.168.20.10 Eratied
D00 o8 30010/ 64
o) —
P O GigataEshemetiz ® Fouted Enzie
3 O Gigabiishemetof) ® Routed fratiod
3 O Cigebaishermstiia ] Bt frastiod
3 O GigataEshemetnis ] Foted Erstied
3 O GigatetEshomatiin e Foastod i
* O Gigababrhematli? L] Fouted Enabiad
[ 3w DigebinErhemetii e & Feutod SO0 ol 31 F-FAT A4 J [

FTD_Interface_IP
_ Pk Byl of M:r%mn ﬂo?:.cs cnf:.m L .ﬁﬂsn @ @ @ @ g f;.:,“m:s_. s’ SECUR

Routing

Add Multiphe Vinual Routers v > Commands £ BGP Globa! Settings
Swtc Routing  BGP  OSPF  EIGRP ECMP Trattic Zones
2 routes T +

162.168.30.5

1 TolSP_v6 et IPvE 40 000008305 1

FTD_Default_Route

2EHA|. Cisco Software Download0l| A Cisco Secure Client I 7| X| 0| & Q! Cisco-secure-client-win-
5.1.6.103-webdeploy-k9.pkgE Ct2E2E5t1 CHREEF TS| md5 #3244 0| Cisco Software
Download H|O|X|2} S UEHX| = QI5t0{ CIREZE F mtlo| HAQIX| & elghL|ct.

3EF7l FTDOIA RAVPN & 2t o|MlA 7 g g3t 2= K| F gL


https://software.cisco.com/download/home

- EF o = == . sdimin
Firewall Device Manager — - @ . . ® = e I T:
i el Manitoring Policles Objects Davice: fidv760 @ @ : Adinistrator ase SECURE
SUBSCRIPTION LICENSES INCLUDED
IPS DHSABLE Malware Defense DHSABLE
L] @

This License allows you 1o perlonm intrusion detection and prevention and e contrel. You
st hive this Boense 10 apply intrusion policies in access rubes. You also must have this

Boense to apply fike policies that control files based on file type.

Inchudes: Ty Inrusion Palicy

URL
2

This license allows you to control web access based on URL categories and reputations, rather
than by individusl URL alone. You must have this koense to ceploy BCcess rules that filer web

traffic based on category and reputation.

Inclusbos: URL Reputation

FDM_2tOo[4lA

ATHA|. VPN A E2 MMEHLICE

ERULE

A1EA. HESZ A

This license lets you parform makwane defense. You mus! have this Bcense to apply fe policies
that detect and block malware in fles ransmitted over your network

ncludes: Dy File Poscy

Cisco Secure Client Type  Premied and A...

O«

Please select the license type that you purchased 10 enable remote access VPN, Note that
Secure Firewsll device manager does not support any of the acvanced featsnes covered by the
Advantage icense.

Includes: RA-VFN

504 IPve U IPv4 T4 Z2 MAIBILICH Objects(ZiA) >

Networks(LU E®|3)E O|Sstn+ HES S LICH

i}

Monitoding

=
Device: ftdw760

o

Firewall Device Manager )
Palicies

Metwork Objects and Groups

-

Object Types

T Networks & objects

1 IPvd-Private-10.0.0.0-8 HETWORK
2 IPvd=-Private=172.16.0.0-12 NETWORK
3 IPvd-Private-192.168.0.0-16 MNETWORK
4 mny-iped NETWORK
5 any-ipvE METWORK
& IPvd-Private-All-RFC1918 Group

admin
Administrator

ailailie
£isea

©®eeo

N SECURE

W Fitter

Proset fiters: Systam deficed, User de

10.0,0.008

17216.0.0112
192.168.0.0/16
0.0.0.0/0

]

IPvd-Private-10.0.0.0-8, IPvd-Private-172.16.0.0-12, IPvd-Private-192.168.0.0-16

428, 2 ESIT ZFol WL HEE MBHLICH 2ol BEE SR
IPv4 B9l B9 LIESIT EE HOIZ ZA RES M 4 aLICH of olofAs HIZE 2IsH
E93 2% K¥S MFLIC

+ O|&: demo_ipv4pool
- 28 UERZA
- UHE3:10.37.254.16/30



Add Network Object

Name

demo_ipvédpool

Description

(Type
(@) Netw ) Host () FQDN ) Range

.

(Network

10.37.254.16/30

Create_VPN_Address_Pool_2_IPv4
IPv6 £9| A2 il 82 X NetworkOl| AMBF MEHE £~ Q&L
« 0|&: demo_ipv6pool

- 2% HEQ3a

- HIE®|3:2001:db8:1234:1234:::/124



Add Network Object

ame

demo_ipv6pool

Description

Type

@ Network| () Host () FQDN  (O) Range

.
(Network

L 2001:db8:1234:1234::/124

e.g. 192.168.2.0/24 or 2001:DB8:0:CD30::/60

o

CANCEL

Create_VPN_Address_Pool_2_IPv6
S5CHA[ NAT XM 2[E et L HER{IE H-ggL|ct.

5.1EHA|. Objects(7HAll) > Networks(HER3)E O|Sst + HES FEIELICEH

LEh - o . ©Oeeo : m.
| = Ei A Jevice Manaaer - -] — admin wliailia o - -
-f] Firewal Device Manage Manitoding Policies Device: ftaw760 9 . vaor e SECURE
Object Types ¢ Metwork Objects and Groups
T Networks 6 objects Y Fitter "
Preset filtars: 5y defined, Liser defiond

1 IPvd-Private-10.0.0.0-8 NETWORK 10.0.0.0/8

2 IPvd=-Private-172.16.0.0-12 NETWORK 172.16.0.0012

1 IPvd-Private-192.168.0.0-16 NETWORK 192.168.0.0/16

4 aoy-iped NETWOHRK 0.0.0.0/0

5 any-ipvG NETWORK )

& IPvd-Private-All-RFC1918 Group IPvd-Private-10.0.0.0-8, IPvd-Private-172.16.0.0-12, IPvd-Private-192.168.0.0-16




Create_NAT_Exempt_Network_1

mjo
ML
Ju
o
r
[l

52EHH. Zt LIEQ 3 x|l et HEE MIHLICH OK(H Q) HE

qn
-
0x
i,
r
[ul

ol oo M= IPv4 & IPv6 LHER{Z7I 2

+ O|&: inside_net_ipv4
- 8. HEQZ
- HER3:192.168.50.0/24

Add Network Object

Name

inside_net_ipv4

Description

r
Type

@ Network] () Host () FQDN () Range

Irl\letww::vri-:

192.168.50.0/24

\.

e.g. 192.168.2.0/24 or 2001:DB8:0:CD30::/60

CANCEL

Create_NAT_Exempt_Network_2_IPv4

« 0|&: inside_net_ipv6
- R UESRIZ
« HIE23:2001:db8:50::/64



Add Network Object

Name

inside_net_ipv6

Description

ype

@ Network O Host O FQDN O Range
N

Network

2001:db8:50::/64

"

o, 1072 168 2 N/24 2001 -NDRe-A-rNn2N-- /6N
e.g. 1J2. 100.2.U/24 Oor LUV 1Dbo.U.CLUSU./OU

CANCEL

Create_NAT_Exempt_Network_2_IPv6

6= 7. RAVPNO| ALS &£ QB ME HEELICH & 7kX| 40| J&LICH MEL}E]
CA(Certificate Authority)0ll A M QIS ME UZE5H7{LE A AFR| HE QIS ME Mdsh &= Q
LICE.

o>

ol oMz MER2 AtA| ME CIEM7I CIZE 22 MEX X|HE QIEM 2 &M AHSEL
Ct.

6.12H7. Objects(7HA) > Certificates(21BA)Z2 O|S & LICH +HE S 225t Add Internal
Certificate(Li 5 218 M F7HE MEIgLICE



Object Types Certificates

T Netwarks 121 cbjects ¥ Fiter

& p

1 DelaultiniernalCertificats Intgrnal Coriificats

2 DalsultWabdsararCartificats Intainal Camfeste

1 NGFW-Detault-IntermalCa Internal CA

4 AAA-Cortificate-Sarvices Trusted CA Canificass

5 ACCVRAIZ Trusted CA Canificate

i Actalis-Authentication-Rool-CA Trusted CA Cenificate

7 AffirmTrust-Commencial Trusted G Cenificate

8 AffirmTrust=-Networking Trusted CA Cenificasn

9 AffirmTrast-Promism Trusted GA Cenificate
10 AffirmTrast-Prembem-EGC Trusted CA Cenificate
11 Amazon-Root-CA-1 Trusted CA Cenificase
12 Amazon-Root-CA-2 Trusted CA Certificate
13 Amason-Root-CA-3 Trusted CA Cenificate
14 Cisco-Trusted-Authorities Trusted CA Group

Create_Certificate_1

6.2 7. Self-Signed CertificateE 2 2|8t LIC}.

i o = - .
o2 0RO :
Wee MINAGET  ontoring Poicies Device: Rdv760 =] @ E

admin
Administrator

il BE
= osco SECURE

Choose the type of internal certificate you want

to create

Upload Certificate and Key

Create a certificate from existing files.
PEM and DER files are supported.

{8} Self-Signed Certificate

Create a new certificate that is signed
by the device.

¥+

O|&: M7

7| #8: RSA



7| 37]: 2048
S= 7|12k 7|84
otz U 7824

£ MH|A0f CHEt S AFE: SSL AH

Add Internal Certificate

Q Search for attribute Name
demovpn
—
 E——
D Key Type
Issuer
RSA
Subject —

Validity Period

By Date

Expiration Date

By Number of Days

(UTC+08:00) Asia/Hong_Kong

02/15/2027

Key Size

2048 v

Set default

Default: 02/15/2027 (calculated based on 825 days according to Apple requirements [J)

Validation Usage for Special Services

SSL Server

Create_Certificate_3

6.4EH . Issuer( 2 AH B2 226t TR

=7t O0l=(01=)

38 O|&: vpn.example.com

e



Add Internal Certificate

Q Search for attribute Country State or Province
United States (US) v
General
i Locality or City
Subject
Organization Organizational Unit (Department)

Common Name

vpn.example.com

You must specify a Common Name to use the certificate with remote access VPN.

Create_Certificate_4
6.5%H 7. Subject(M=) B2 2=2i5tn R HEE M3 8 ChS SAVE(MEH)E E=IFLCH

=7t 0l=(01=)

38 O|&: vpn.example.com



Add Internal Certificate

Q Search for attribute Distinguished Name
General

Country State or Province
Issuer

=0 N —— V

Locality or City

Organization Organizational Unit (Department)

Common Name

vpn.example.com

You must specify a Common Name to use the certificate with remote access VPN.

e ()

Create_Certificate_5

7EH7H|. RADIUS MH ID &AA

i
>
==
X
o
o

T

1

il

7.1EHA|. Objects(7Hxll) > Identity Sources(ID AA)Z 0|5 8t1, +button2 2 2!8t CHS RADIUS
Server(RADIUS AH{)E MEAEFLICEH



) i ¥ * admin [ T[T p—
—_— QOO : =, - s
Identity Sources
oset ibers: RADIUS, AD Rewim, SAML, Dun LDAP, (e
W

RADILS. Server Group

1 LocalldentitySource LOCAL

AD Realry

A Realm Sequence

Idantity Services Enging

SAML Savver

Create_Radius_Source_1
7.2EH A RADIUS Mo Ee st MEE M3 F L OKER) HES =g LIch

O|&: 0= _ise

AlZt Z=3F: 10712 2h)
M &3 7| AlAR

Radius Mol 21Z2%t= O AFE &= QE{H 0|A: QIE{HO|AE =522 HEAELICE O] oo
dmz(GigabitEthernet0/8)& MEHEILIC}.



Add RADIUS Server

’
Name

demo_ise
N

-
Server Name or IP Address Authentication Port

2001:db8:2139::240 1812

.

Timeout

10 seconds

1-60

Server Secret Key

@ RA VPN Only (if this object is used in RA VPN Configuration)
:  Redirect ACL

Please select W

Interface used to connect to Radius server

: O Resolve via route lookup

@ Manually choose interface

dmz (GigabitEthernet0/8) v

.

Create_Radius_Source_2

7.3EHA|. Objects(Zixll) > Identity Sources(ID AA)Z O|S&LICH +HE S Z2/6t 1 RADIUS AME
JES MEigrLCt



Create Radius Server Group

[ida = HR o e f==n] " i
I Firewall Device Managar 2 = @ . . @ . admin vl e e e
1= o S Monitoring Policios Objests Device: RAv760 e 0 : Administrator «ses SECURE

Object Types & Identity Sources

2 objects Y Finer

Prasat flera: RAL

s — 0 C— —

1 LocalldentitySource LOCAL AD Realm

2 demo_ise RADIUS 2001 :db8:2139:241 AD Realm S
idantty Sevvices Engine
SAMIL Server

Create_Radius_Source_3
7.4EH7H|. RADIUS M 50 228t YEE MSELICH OK(Eel) HES S &IgLIcH
O|&: demo_ise_group
Dead Time(QI= A|ZH): 10(ZI& %))
Z|CH Ao A= 2= 3(7I28)

RADIUS AH: +HHEE 226t 6.2 A oM et 0|F S MEELICE O] ool A= demo_ise
LICE.



Add RADIUS Server Group

Name

demo_ise_group

Dead Time Maximum Failed Attempts
10 minutes 3
0-1440 1-5

Dynamic Authorization (for RA VPN only)
Port

1700

Realm that Supports the RADIUS Server

Please select v

RADIUS Server

o The servers in the group should be backups of each other

6

Y Filter

B demo_ise (i ]

Create_Radius_Source_4



8EH. RAVPNOI ALSElE 18 HHS e LI of doiME B2 822 ALSA XIF HiLY
AlZh &3+ AdBo0| TAELICH ARl 27 Abgtoll meh £ 4 et

8.1Et 7. Remote Access VPN(HZ HA|A VPN) > View Configuration(Z1Z|22{|0|M E7)2 2 0]
SELIct 212 ALO|=HE|AM Group Policies(1& HA)& 228 Ot + HES E=IFLICH

1 Firewall Device Manager = o o = @ @ @ ¥ | =nn v M SECURE
il | Manitaring Policies Objects Device: fdv760 i Acministrator Bt

Device Summary
Group Policies

Connection Profiles
2 objects Y Filter +

dy Group Policies
- HAME DINS SERVER WV SPUIT TUNNELING PVE SPUIT TUNKELING CLURE CLIENT PROFILES ACTIONS.

B saML Server

1 DMGrpPolicy Allowe all traffic Allow all traffic

Create_Group_Policy_1
8.2EtH. General(2Ehg S=I5tT Lt WEE MIELCH
O|§:. 0=2_1&

Q15 E Zcto|HEo| CHE Hid HAE: o2 HiLA

Add Group Policy

Q, Search for attribute Name
demo_gp

Basic
] Description
General
Session Settings
v
Advanced
DNS Server
Address Assignment
Select DNS Group e

Split Tunneling

Banner Text for Authenticated Clients
This massage will be shown to successfully ajthenticated endpoints in the t

Secure Client

Traffic Filters demo banner|

Windows Browser Proxy

Default domain

Secure Client profiles

o D

Create_Group_Policy_2

8.3Et7|. Secure Client(22I0|HE EohHE 226t He st HMEE NS Fct



op
N
Ol
HL

Enable Datagram Transport Layer Security (DTLS)(DTLS(CIO|E{213
MEdSFL|CE

Q Search for attribute SSL SETTINGS

Enable Datagram Transport Layer Security (DTLS)

Basic
General DTLS Compression
Session Settings SSL Compression
Advanced Disabled v

Address Assignment
SSL Rekey Method

Split Tunneling
None b 4

Secure Client

Traffic Filters

CONNECTION SETTINGS
Windows Browser Proxy

Ignore the DF (Don't Fragment) bit

Client Bypass Protocol

MTU

CANCEL
Create_Group_Policy_3
Keepalive Messages Between Secure Client and VPN Gateway (7|22t & ME{E

Gateway Side Interval(7|0|E9J|0| & 7tZ)0iA{ DPDE MEHFILICHZ 2 ZL).

Client Side Interval(22I0|HE & 7t23)0i A DPDE MEHFILICHZIE 2h).

Htol
1]



Ignore the DF (Don't Fragment) bit s
Q, Search for attribute

Client Bypass Protocol

Basic MTU
Sl 1406 bytes
Session Settings 576 - 1462
Advanced
Keepalive Messages Between Secure Client and VPN Gateway
Address Assignment
g 20 seconds
Split Tunneling 600: (Default: 20)

Secure Client

DPD on Gateway Side Interval
Traffic Filters

30 seconds
Windows Browser Proxy

DPD on Client Side Interval

\ 30 seconds /
v

Create_Group_Policy_3_7&
9btH|. RAVPN @14 =210t S MAMFFL|CH

9.1EHAl. Remote Access VPN(HZd HAM|A VPN) > View Configuration(Z1Z|22{|0|M E7)2 2 0]
St 1% ALO|=Htoi A Connection Profile(?1Z2 T2t )2 228t O3 + HES E8!5101
OIALE AlZFEFLICH

Config RAVPN Connection Profile

Li.i Firewall Device Manager il U« y @ @ @ . L] ~ glu.‘g SECURE
1 Moditaring Policies Objects Device: MawT60 s Administrator

Device Summa

Remote A("(‘FSS VPM Connection Profiles

GROUR POLICT

CREATE CONMECTION PROFILE

Create_ RAVPN_Wizard_1

9.2Et7|. Connection and Client Configuration(?1Z2 & Z2}0|01E Z4m|22{|0|M) MMoi M E 5t



[Connection and Client Com‘iguration]

Connection Profile Name

demo_ravpn

Group Alias (one per line, up to 5)

demo_ravpn

Primary Identity Source(7|& ID &AA
demo_ise_group(7. 4Et A MM M E O|8)

CHAN| 24 ID &€& 24 ID A&

Group URL (one per line, up to 5)

Add Another Group URL

) > Primary Identity Source(7|& ID & A):

T8t 204 MHB{: demo_ise_group(7.4Et A £ El 0|8)

07} 2&! MH{: demo_ise_group(7.4Et A T E 0|8)



Primary Identity Source

Authentication Type

AAA Only s
Primary Identity Source for User Authentication Fallback Local Identity Source
demo_ise_group B LocalldentitySource

¥ o,
™) Advanced

Secondary ldentity Source

Secondary Identity Source for User Authentication

Please Select Identity Source v

G} Advanced

Authorization Server Accounting Server

demo_ise_group v demo_ise_group

Create_RAVPN_Wizard_2_ldentity_Source
IPv4 T4 Z: demo_ipv4pool(4. 2B A0l 2 HEl 0|8)

IPv6 F4 Z: demo_ipv6pool(4.2E A0l 2 HEl 0|8)



Client Address Pool Assignment

IPv4 Address Pool

Endpoints are provided an address from this pool

+

'c; demo_ipvapool

DHCP Servers
+

CANCEL

Create_ RAVPN_Wizard_2_Address_Pool

9.3EHA|. 8.2t A e OF
EHSI T NEXT(CHS) HES Z=IFLict

IPv6 Address Pool

ENApOoINis are proviaeda an aaare

+

Ty demo_ipv6pool

&2 Remote User Experience(&Z3 A A}F 273) MMM M

admin ailiaalin oo e
w q: IRE
P —— asco SECURE

ONONONO,

[Remote User E><|Jertence]

Wiew Group Policy
demo_gp w

Policy Group Brief Details

DNS Sarver

Banner Text for Authenticated Cllents duma banses - dgm
Maxienien Connection Time | Alert Interval Unlimited [ 1 Minube:
Il Thmsa | Alasrt Imvbesrval 0/ 1 Minutes

Sinultanecus Login pes Lser 3

Create_ RAVPN_Wizard_3

9.4EH7|. Global Setting(Z123 A7&) MlAdof|

Lost MEE 2istn NEXT(CHS) HES 22Ut

C|HFO|A ID @15 A: demovpn(6.3EH A0 M 7 El 0|8)

Q|F ClEmo|A: 2|F



[Global Settings]

These settings control the basic functioning of the connection. Changes to any of these options apply

to all connection profiles; you cannot configure different settings in different profiles.

Certificate of Device Identity Outside Interface
demovpn (Validation Usage: SSL Server) v outside (GigabitEthernet0/0) v
Fully-qualified Domain Name for the Outside Interface Port
443

VPN EzHZlol CHt HAMA HMof: &t & S El E2i=lofl L Bypass Access Control policy(4 Al
Koi H2 23))& MEHEILICH(sysopt permit-vpn).

Access Control for VPN Traffic

yoted VHEIN TraTHe 18 SsuDjecied] 0 SCCess Coluol policy I

- - - ot e ot e o A A e P 3 = - -4 Woml re- b
RO LED T yOEC HD Hhe AAUL Server ars I Epolied D ViFly Ira

[ Bypass Access Control policy for decrypted traffic (sysopt permit-vpn) ]

Create_ RAVPN_Wizard_4_VPN_ACP
NAT AN|2|: Enabled(& A&3tE) fIx|of /= £2t0|HE Z=2IELICt
LHE QIE{m|0|A: OHZ50f

LHE IE Q3 inside_net_ipv4, inside_net_ipv6(5.2Et A0l A T A48t 0|F)



NAT Exempt

nside Interfaces Inside Networks

The interfaces through which remote access VPN users

can connect to the internal networks

and address pools must match, either IPv4, IPv6, or
+ both.
(@) inside (GigabitEthernet0/1) 23

'ty inside_net_ipvd

T inside_net_ipv6

Create_RAVPN_Wizard_4_VPN_NATExempt

Hot 220/ E 17| X|: UPLOAD PACKAGE(IH7|X| Y2 E)E Z2|5t1 I7|X|E HMHEF| YRE
gfLict. o] oflofl A= Windows THZ|X|7} A2 EEL|C},

Secure Client Package

Itau r does no

1ave the right secure client pack

installed, the ¢

nstaller when the client authenticates for the first time. The user can then instal

ol La

You can download secure client packages from software.cisco.com [Z.
You must have the necessary secure clie

nt software license

Packages

UPLOAD PACKAGE v

Windows: cisco-secure-client-win-5.1.6.103-webdeploy-k9.pkg

BACK NEXT

Create_RAVPN_Wizard_4_Image

-

9.5 RIS™ BACK(FIR) HES E™E UL 2E X
0

A

H. S HEFLICEH =Halof & AtE0
42l A2 FINISH(OHE) HES E=IFLIC

0

10EHA. 9.2EHAH|04| M LocalldentitySourceinZt & 7H Fallback Local Identity Source(2Z ID A4 CH
HM)E MEist 22 2 AMESKE WHELICH 24 AISAte| H|HHE = ISE0| T+ EE HIZE#HEQ}
S YsHok gfLct.



i Firewall Device Manager o o
i : Monitoring Policies

) admin PR T L T
® @ i o v b sECURE

Dbject Types ¢ Users

Add Local User

2 objects

B

e,
Name

isetest

( Fasswoia

Confirm Password

|

~

Create_Local_User

MEA. 7 HE A S B2 ELICH

1 Firewall Device Manager L o = = @ @ @ : admin S
g il Manitaring Poliches Objects Device; frdv760 L] il Adminisirator b

Model Software voe intrusion Rule Update  Cloud Sorvices High fumitabiity T
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& Cisco Secure Client — X

e AnyConnect VPN:

' Connected to vpn.example.com.
e

04:42:53 IPv6

Verify_Connection_Succeeded

16Tt SSH E= 2£ 2 S35 FTDL| CLIZ O|SE LIt show vpn-sessiondb detail anyconnect
B S FTD(Lina) CLIOIA] A& 5t0{ VPN M| MEALE S = QIFLICH.
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<tfroot>

ftdv760# show vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detailed



User nane : isetest

Index : 2

Assigned | P : 10.37.254.17

Public IP : 2001: db8: 10: 0: a8ab: 6647: b275: acc2

Assigned | Pv6: 2001: db8:1234:1234::1

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384
Bytes Tx : 15402 Bytes Rx : 14883

Pkts Tx : 10 Pkts Rx : 78

Pkts Tx Drop : 0 Pkts Rx Drop : 10

Group Policy : demo_gp Tunnel Group : demo_ravpn

Login Time : 05:22:30 UTC Mon Dec 23 2024

Duration : Oh:05m:05s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : c0a81e0a000020006768f396

Security Grp : none Tunnel Zone : 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:
Tunnel ID : 2.1

Public IP : 2001: db8: 10: 0: a8ab: 6647: b275: acc2

Encryption : none Hashing : none

TCP Src Port : 58339 TCP Dst Port : 443

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 24 Minutes
Client OS : win

Client OS Ver: 10.0.19042

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.6.103
Bytes Tx : 7421 Bytes Rx : 0

Pkts Tx : 1 Pkts Rx : O

Pkts Tx Drop : 0 Pkts Rx Drop : 0O

SSL-Tunnel:
Tunnel ID : 2.2

Assigned | P : 10.37.254.17

Public IP : 2001: db8: 10: 0: a8ab: 6647: b275: acc2

Assigned | Pv6: 2001: db8:1234:1234::1



Encryption : AES-GCM-128 Hashing : SHA256
Ciphersuite : TLS_AES_128_GCM_SHA256

Encapsulation: TLSv1l.3 TCP Src Port : 58352

TCP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 25 Minutes
Client OS : Windows

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.6.103
Bytes Tx : 7421 Bytes Rx : 152

Pkts Tx : 1 Pkts Rx : 2

Pkts Tx Drop : O Pkts Rx Drop : O

DTLS-Tunnel:
Tunnel ID : 2.3

Assigned | P : 10.37.254.17

Public I P : 2001:db8: 10: 0: a8a5: 6647: b275: acc2

Assigned | Pv6: 2001:db8:1234:1234::1

Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1l.2 UDP Src Port : 58191

UDP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.6.103
Bytes Tx : 560 Bytes Rx : 14731

Pkts Tx : 8 Pkts Rx : 76

Pkts Tx Drop : 0 Pkts Rx Drop : 10

17EH7|. 22to|ME0]| ChEt Ping ElAEILICH. 0] ofloil M 22L0IUEE MOl IPv4 X IPv6 F4
E 25 MEXoZ PinggLICH



Command Prompt

admlr,
\admin>ping 2001:db8:50::20

Pinging 2001:db8:50::20 with 32 bytes of data:
Request timed out.

Reply from 2001:db8:50::20: time=4ms

Reply from 2001:db8:50::20: time=4ms

Reply from 2001:db8:50::20: time=3ms

or 2001:db8:50::20:
t = 4, Received = 3,
Approximate round trip times in milli-s
Ulnlmum = 3ms, Maximum = 4ms, Average

dmin>
dmln\plmg 192.168.50.20

of data:
time=3ms TTL=64
time=3ms TTL=64
time=3ms TTL=64
time=4ms TTL=64

Pinging 192. lUu. .

Reply from 192.168.50.20:
Reply from 192.168.50.20:
Reply from 192.168.50.20:
Reply from 192.168.50.20:
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192.168.50.20:
Received = 4, Lost
rip times in milli-seconds:
Maximum = 4ms, Average




Overview

Event 5200 Authentication succeeded
Username isetest

Endpoint Id 52:54:00:16:12:64 ©

Endpoint Profile Windows10-Workstation
Ir;tiuthwe.-n.ticatil.".tn Policy Default >> Default

Authorization Policy Default >> Basic_Authenticated_Access
&uthorization Result PermitAccess

Authentication Details

Source Timestamp 2024-12-09 10:56:38.389
Received Timestamp 2024-12-09 10:56:38.389
Policy Server cmlise-psn

Event 5200 Authentication succeeded
Username isetest

User Type User

Endpoint Id 52:54:00:16:12:64

Calling Station Id 192.168.10.1

Endpoint Profile Windows10-Workstation

Authentication Identity

Internal Users
Store

ISE_Authentication_Success_Log
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<ffroot>

ftdv760# show aaa-server

Server Group: LOCAL
Server Protocol: Local database
Server Address: None

Server port: None

Server status: ACTIVE, Last transaction at 08:18:11 UTC Fri Dec 6 2024
Number of pending requests 0

Average round trip time Oms

Number of authentication requests 0

Number of authorization requests 0

Number of accounting requests 0

Number of retransmissions 0

Number of accepts 0

Number of rejects 0

Number of challenges 0

Number of bad authenticators 0

Number of timeouts 0

Number of unrecognized responses 0

Server Group: demo_ise_group

Server Protocol: radius

Server Address: 2001:db8:2139:: 240

Server port: 1812 Cauthentication), 1646(accounting)
Server status: ACTIVE, Last transaction at 02:56:41 UTC Mon Dec 9 2024
Number of pending requests 0

Average round trip time 100ms

Nurmber of authentication requests 1 <== Increased
Nunmber of authorization requests 1 <== Increased
Nunmber of accounting requests 1 <== Increased
Number of retransmissions 0

Nunmber of accepts 2 <== Increased
Number of rejects 0

Number of challenges 0

Number of bad authenticators 0

Number of timeouts 0

Number of unrecognized responses 0
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<{froot>

ftdv760# ping 2001: db8: 2139:: 240

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:db8:2139::240, timeout is 2 seconds:
777

Success rate is 0 percent (0/3)
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<#root>

ftdv760# show aaa-server

Server Group: LOCAL

Server Protocol: Local database
Server Address: None

Server port: None

Server status: ACTIVE, Last transaction at 03:36:26 UTC Mon Dec 9 2024
Number of pending requests 0

Average round trip time Oms

Nurmber of authentication requests 1 <== Increased

Nurmber of authorization requests 1 <== Increased

Number of accounting requests 0

Number of retransmissions 0

Nurmber of accepts 2 <== Increased
Number of rejects 0

Number of challenges 0

Number of bad authenticators 0

Number of timeouts 0

Number of unrecognized responses 0

Server Group: demo_ise_group

Server Protocol: radius

Server Address: 2001:db8:2139::240

Server port: 1812 (authentication), 1646(accounting)
Server status: ACTIVE, Last transaction at 03:36:41 UTC Mon Dec 9 2024
Number of pending requests 0

Average round trip time 100ms

Number of authentication requests 2



Number of authorization requests 1
Number of accounting requests 6
Number of retransmissions 0
Nurmber of accepts 2 <== Not increased
Number of rejects 0
Number of challenges 0
Number of bad authenticators 0
Number of timeouts 6
Number of unrecognized responses 0

2x o2

o| MMM MY EX| a4

VPN MlMo| 2X|E s|Zdst24 FTD Linaol M ol28t a2 Aldls £ QlaLch

mjo

s A8 = e HEE MS gL

HO
(o]}

debug webvpn 255

debug webvpn anyconnect 255
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ftdv760# debug radius ?

all A1l debug options

decode Decode debug option
dynamic-authorization CoA listener debug option
session Session debug option

user User debug option

<cr>

ftdv760# debug aaa ?

accounting
authentication
authorization
common
condition
internal

shim
url-redirect
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