Hot WM AZES o FEE S0 2
Ol 2412 9|8t ClO|E] £ 7

E ot 8¢stE40d| M Crashinfo. Coredump &! Minidump IS 4= El5tE HHE4?

Firepower 4100 2! 9300 2ot 2 =
Firepower 4100 2! 9300 AHA
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A

Ol EMoME AZESo] JF X Al LIOIEIE = &lst= BHE dFELICH
AE 2T Mg

QT Arg

7|8 M& KA

Ol EMo| HEE S5 3 #740| C|HI0|AE ECHR M EIUALICH ol 2Mol AFRE 2E Clu}
OlAL &7|SHE(71E) HI|2Z0IMO R AR EIUALICH HAl EYITI &5 £01 79 B E
maio| AXYAQl Ware O/2] £XIsHAI7| HRRILICH

Ol EMe| HE= Chg 2ZEQ o A stES0{ HEE 7[Bte=z FLICH

- Eobehsted 1200, 3100, 4200

» Firepower 1000, 4100, 9300

» Cisco FXOS(Secure eXtensible Operating System) 2.16(0.136)
» Cisco FTD(Secure Firewall Threat Defense) 7.6.1.291

+ Cisco FMC(Secure Firewall Management Center) 7.6.1.291

+ ASA(Adaptive Security Appliance) 9.22.2.9



Hi 3

FTD 2= ASA 2 ZEQ|o{= OIS €2 ME O E 0|/ 2 JFNEH detH
Ct.

« SE XA L EAF TE 40| ARE ZEE AZEQ o] AR

- 519l =& HIZEl = CPU 7% &2 st=of ofl &l

. HipEle 2o AAH BlAAT REE HoE Aalc

« TAC #S=atol T SH2 2ol AL 8AIH =822 EB[HE &Y

<tfroot>

>

syst em support di agnosti c-cl
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

firepower>

enabl e

Password:
firepower#

crashinfo force ?

page-faultc Crash by causing a page fault exception

OZ CIA| ZEEFL

process Crash the specified process

watchdog Crash by causing a watchdog timeout

ZAo|glnE st £Xo| A 2 MAo el ch7H crashinfo, core EEE minidump THU O] A4
EEH—JEP

= .

+ crashinfo0ll= ZZAMA HZ2 2|9 2[4 TIE C|O|E{7 X E|0] U&LICE.
o core IAUL AFK A| T2 MA HEE|Q MA H=ZQIL|CH
+ minidump I} 2

Secure Firewall AZE0{0|M FHO| +E ZE2EMA=E CIE 7+ 24 B 5L E

&LCt.

« Firepower 1000, 2100, 4100, 9300, Secure Firewall 1200, 3100, 4200 A A|
- Firepower 4100, 9300 £2¢t 2 &.

Snort30]| SiF st Z2AM|A HZE[Q| TIE HO|HE & E

FLich
ZoE 4

304 & crashinfo ItY 2|0, AF™O| RCA(ZE 2l EM)ol= & a2 & show-tech T

syslog HA|X| St 22 F7t G271 EELCH

A 04 2 crashinfo Tt
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HEH ZQ¢ Ho|EHE st o8 B E TdE Lot I 3|HMe 2 QI8 Ho[H
&4 98 mEol, 2Ee Ho[EE HH}% Al LHofl MBS 3= Al7| HHEFLICE

Tt A= Eirepower A~ E 9]0 1 291 3 Firepower, QIAEA FIEH, E 4 T4

M BHS AS5t04 ZI|aBl|o|ME HESH F AFMo| Ll Z< E{Old MM &g =3
Ct. ASAOA HE HEF £047t 71 E Z ISE(Identity Services Engine) 2t
M EHE Mt 2o EOME =& ELICH

4. Ot HAHAME 2|4 EFAABR T T} = crashinfo, core EE= minidump Tt S =QI5tD 2 @
Uo| M| ZZE &olgL|ct XA ZZE How to Collect Crashinfo, Coredump and Mini

Files from Secure Flrewall(‘=' Ot 8r3t8404 A Crashinfo, Coredump 2! Minidump It

) ol Lot e I = Elol| e EL|ch Mg FT A AIRL.

AN -

ASA

'1'

4 1. crashinfo It 40| U=X| = QIEL|Ct %
C}. crashinfo I} e dir W2 E240{ M 32

<tfroot>

asa#

dir

Directory of disk0:/

1610891723 -rw- 413363 20:51:22 Aug 13 2025

crashinfo_lina. 14664. 20250813. 205102


https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838

4.2. dir coredumpfsys BEZ AtE 3501 ASA Z01 I UO| U=X| & QIE
<#root>
asa#
di r coredunpfsys
Directory of diskO:/coredumpfsys/
-rw- 419619286 12:43:07 Aug 04 2025
Tost+found

24577
core.lina.11.10335.1754311379. gz
00:15:57 Jan 01 2010

drwx 16384

11

A&LICH.

Ol H|E 3t E[o]

olr

=z 7|

1: 7S ASAOIME 7|BEXMe = F0d

A
=



<#root>
ciscoasa#

show cor edunp

filesystem'diskO:' has no coredunp fil esystem

Fo{H=Z 7|58 &5l 6l248 Cisco Secure Firewall ASA Series Command Reference,
|

o
o| FO{H T BAIst MM AT AL,

FTD

4.1. FTD crashinfo u}0l0| Q,JE | &olgrL|ct. %|Al crashinfo& E 24 show crashinfo &S Al
Si8HLIC}. crashinfo I} U2 dir B S0 M 3t 2 = YUSLICH

<ftroot>

frd#

dir

Directory of disk0:/

1610891723 -rw- 413363 20:51:22 Aug 13 2025

crashinfo_lina.14664. 20250813. 205102

FTDOI M crashinfo I} Y2 expert mode/mnt/disk0/ CIZE{Z|0 M &2 5 Q& LIt

<tfroot>
>

expert

admin@firepower:~$

I's -1 /mmt/di sk0/

total 496472

-rw-r--r-- 1 root root 460812 Aug 13 10:31

crashi nfo_lina. 13050. 20250813. 103059


https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/clf-crx-commands.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/clf-crx-commands.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/clf-crx-commands.html

FTD 2| sz

ut

104 M crashinfo
<{froot>
$

ot
Is -1

|2 dir-archives/var-log/mnt-disk0/

/dir-archives/ mt-di skO

total 9456

-rw-r--r-- 1 root root 453024 Aug 8 23:51
42.FTD

crashinfo |lina.13949. 20250808. 235100

01 mt ol

ol=x

ANTT |§#Edgi .
/Ingfw/var/data/cores/and/ngfw/var/common/directories0i| A M| A E =
<{froot>

admin@ftd:~$

LICH FTDO A
s -1

/ ngf wl var / dat a/ cor es/

0] It U2 expert ZE
|
total 1255512

ol
AAEH

L{Ct.
-rw-r--r-- 1 root root 602208441 Jul 24 09:28
core.lina.11.14993. 1753342057. gz

-rw-r--r-- 1 root root 682148808 Jul 24 09:38
core.lina.11.80997.1753342659. gz

FTD EE#E I =
<ftroot>

command-outputs $

F0{ Tt O|F2\\'Is\*Q
cat for\ CORE\

of o}l B
in\ \

o o

s\ o*

23 Z£24/for\ COREO|

Ol

AEH

LICE.

/var/data/cores/core.Tina.11.38967.1732272744.9z

FTD Snort3 ™

Eio{EH

3]

gzip compressed data, was

core.lina.11.38967.1732272



O| MM Snort3 AZIS A&s= FTDOIRF M FEILICE.

4.1. Snort3 A%l crashinfo I+ snort3-crashinfo.*7} expert = = /ngfw/var/log/crashinfo/ C|ZE{ 2
of U=X| &elgtict,

<#root>
admin@ftd$

I's -1 /ngfw var/log/crashinfo

total 8
-rw-r--r-- 1 root root 1104 Aug 22 19:10

snort 3-crashi nfo. 1755889806. 134825

-rw-r--r-- 1 root root 1104 Aug 22 19:15

snort 3-crashi nfo. 1755890128. 201213

FTD 24| 812 ool S Y§t o 0| dir-archives/var-log/crashinfo/of| Q& LICEH

4.2. Ingfw/var/data/cores/0| A Snort3 minidump IF minidump_*7+ Q= X| & QlgtL|Ct.

<#root>
admin@firepower:~$

I's -1 /ngfw var/datal/cores/

total 936580
-rw------- 1 root root 977760 Aug 22 19:10

m ni dunp_1755889805_f i repower _snort3_17455. dnmp

FTD 24| 12 ool OJL|EHZ 1} UL file-contents/ngfw/var/data/cores/o| Q& LICEH

<{froot>

$

Is -1 file-contents/ngfw var/datalcores/

total 1904
-rw------- 1 root root 977760 Aug 22 19:10

m ni dunp_1755889805_f i repower _snort3_17455. dnp



Firepower 4100 %/ 9300 2ot 2=

O] MM Firepower 4100 ! 9300 2 E 012t M EL|C}.

4 1. crashinfo 2! core T} 0| Q=X| = QIEFLICT.

<#root>
firepower #

connect nodule 1 console

Firepower-modulel>

support filelist

Directory: /
Downloads_Directory
CSP_Downloaded_Files
Archive_Files

Crashinfo_and Core Files

Boot_Files
AppTicationLogs
Transient_Core_Files

Type a sub-dir name to 1list its contents, or [x] to Exit:

Crashinfo_and Core Files

—————————— sub-dirs----------

lost+found

——————————— files---—--—-----

2025-08-04 14:43:07 | 419619286 | core
2025-08-13 12:45:11 | 419798152 | core
2025-08-14 13:35:02 | 419449591 | core
2025-08-18 12:48:26 | 419624883 | core
([b] to go back)

FXOS

.1ina.11.10335.1754311379.9z
.1ina.11.10466.1755081904.9z
.1ina.11.46717.1755171295.9z
.1ina.6.10412.1755514099.9z

4.1. Firepower 1000, 2100 &! Secure Firewall 1200, 3100, 4200 A A|0{ A local-mgmt A Q] dir
workspace:/cores 2! dir workspace:/cores_fxos WS At&35104 Z0{ T+ 0| U =X| = IFLICH,



ASA OfZ 2|7|o|Mo| Mx|El B2, connect fxos admin S Al 5104 FXOS Alof| o138k |Ct.

<#root>
firepower-1120#

connect | ocal - ngnt

Warning: network service is not available when entering 'connect local-mgmt'

firepower-1120(local-mgmt)#

di r wor kspace:/cores

1 119710270 Jul 25 11:41:12 2025

core.lina.6.19811. 1753443666. gz

2 16384 Jul 22 21:13:57 2025 lost+found/
3 4096 Jul 22 21:16:07 2025 sysdebug/

Usage for workspace://
159926181888 bytes total
5545205760 bytes used
154380976128 bytes free

firepower-1120(local-mgmt)#

dir workspace:/cores_fxos

1 9037 Jul 25 10:52:17 2025 kp_init.log

F0{ oAU MA| A 312 ot 9| /opt/cisco/platform/logs/prune_cores.log TFUO0| T LI} Q&L

<ttroot>

$

| ess opt/ciscol/platformlogs/prune_cores. | og

Fri Jul 25 11:41:31 UTC 2025 - Avoiding compress/move for for ./core.lina.6.19811.1753443666: Uptimeln
Fri Jul 25 11:42:32 UTC 2025 - Number of pre-compressed core file : 0
Fri Jul 25 11:42:32 UTC 2025 -

Unconpressed file ./core.lina.6.19811.1753443666: uptinelnSec: 3141; Safelntval:45; Tinestanp Diff: 80

to4 =

ol

4.2. Firepower 4100 2! 9300 A A|0f| A local-mgmt A O] dir workspace:/cores WS AL
0 IOl U=X| = IFrLCY.



<#root>
firewall(local-mgmt)#

dir workspace:/cores

Usage for workspace://
4160421888 bytes total
461549568 bytes used

3484127232 bytes free

F0{ It O|F2 MA| A A Y LHoll M & == JU&Lict ot
* BC1_all/FPRM_A_TechSupport/sw_techsupportinfo0ll A{ show cores H& E2{0|M *= X
7 1t 0|2 o] Y lL]ckodl: 20250311123356_ FW_BC1_all.tar).

5. AHAIEE, Zo{Hz I 0[L[HE ntdo| Atz #z40| U=X| &g/t

. T EFUARTE QIAHEO| AR T O HmBtLICH
.+ Linux date HHS AtS5104 T O|B 0| 0|23 EHUATE W2 WRBHLICH

<#root>
admin@ftd:~$

I's -1 /ngfw var/datalcores/

total 1255512
-rw-r--r-- 1 root root 602208441 Jul 24 09:28 core.lina.11.14993

. 1753342057.
g9z
Tinux $

date -d @753342057

Thu Jul 24 07:27:37 UTC 2025

ow to Collect Crashinfo,

6. Bt Al 4-50{| M crashinfo, minidump & core T} S CI2 2= 5t2{H
F IA2.

Coredump and Minidump Files from Secure Firewall? M & & =35t

> I

I



Z9|: core, crashinfo EE = minidump I} Q| O|§ € B1A5HK| DM A|2.

7. Firepower It MM XMz} 2 x| sfZAo| CHAE ZI2st0d show-tech & troubleshoot Tt LS 4%

grct.
7a. ASA show-tech I},
703 FTD 2X| sHZ& o
7 Al Firepower 4100 2! 9300 22t 2 & show-tech It
7 Firepower 4100 & 9300 AHA| show-tech I+

7e. Firepower 1000, 2100 &! Secure Firewall 1200, 3100, 4200 AHA| show-tech It Z1E]O[L
5 E 9] Secure Firewall 3100, 42008 MA| 2&| ai 2 Y2 FMC > Devices > [chassis] > 3 dots >
Troubleshoot Files M2 S8 CIREEE = JU&LIC.

-

8. FTD2| B2 UF™ ™ 30= o|dol FMCo| &/ Ef 2 LIE{R! BYoil CHet AT BIXE =&FLICH &


https://www.cisco.com/c/ko_kr/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html

% EAE DE 90| AN Zaslof LI A5 BH=o| S W kx| ALmof CiEt 232
srg £EsHAIR
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Health: FTDv @ Normal ¥ Last 1 hous
View System & Troubleshoot Details _.
Overview CPU Memory Interface Connections Snort ASPDrops | T th
CPU Memary
ita F fg O Snort Avg 0 System Avg 13 % Data » Avg 67 3 Snort Avg 119 System Avg 35 %
: ; n%-1 5% - 38
]
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Throughput Avg - all interfaces v | Connection Statistics
. A Connections '.'"':'_"J MAT Tra forg 0
in 0-0
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Disk Usage
Process Health Critical Processes All Processes ' 9
— Entire Digk Critical Partitions

Data Plana NGFW SF Data SF Tuninal Snort
Manager Correlator 26
2E

Ingfw Ingfwfvolume

9. AFH Tof |4 3082 S¢t syslog AHMAM HA(FE BME[X| 2£2) Lina 2IZ! syslog HIA|X]
E T TELICH HA A2 TAC L AX|L[{E E9| LHE 2ol EaA Lt

I|E0| HFMo| A W K| QUANHEE CHF &= HA| HAIXIE S&FLICH £8t 1788 U 2
de= DE SR HA| syslogE =& FLICE.

¥l
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i
lo
M
40
Q
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m|o "

ASA/FTD CLIO|| A & Ql:

<#root>
frd#

show run | oggi ng

Togging enable
Togging trap informational
Togging host inside

192.0.2.1

<-- syslog server address

10. Firepower 4100 2! 93002| A2 &FH™ 1082 0] syslog MEHOIM BHA(FFE M EX| %2
FXOS HIA|IXIE =&FLICEH HAl A2 TAC & AX[L|0{E E2| LHE AMelof B2t

=

et 0718 d Y 2HAEHZ S R F¥E L= ZE MA[MM HA| syslogE +=&ELICEH.




firepower FCM(Chassis Manager) Ul(User Interface)

Ovarview

NTP

55

SNMP

z

DNs

AZess Lt

MAC Pool

Resource Profiles
Network Controdl Policy
Chassis URL

Interfaces Logical Devices

TR R Platform Settings

&+O0|.

= L—-

FXOS CLIO| A &el:

<tfroot>

firepower #

scope monitoring

firepower /monitoring #

show sysl og

console
state:
level:

monitor
state:
level:

file
state:
level:
name:
size:

DisabTed
Critical

DisabTed
Critical

Enabled
Critical
messages
4194304

remote destinations

Name

Server
<-- syslog

Server
Server

sources

faults:
audits:
events:

1192.0.2.1

Hostname

Enabled Critica

server address

2 none Disabled Critical
3 none Disabled Critical
Enabled
Disabled
Disabled

FaciTlity

Local 7

Local?
Local?




11. 7 &E SNMP MHolM ERS Z 88t ASA_._ FTD CPU, HI22|, QIE{H| 0|4 H|O[E{E =&
ghiich 94%F% ® 302 olY HIoIEE

E|lZ0| HFEMO| Z H Itx| UAEHEES ZH 5= Al HAIXIE ST LICH E&F 1788 &
2DAEZ E? ¥ &= 2E AHAIoﬂH °4A| HAIXIE & FLc

ASA/FTD CLIO| A &l

<tfroot>
ftd#

show run snnp-server

snnp-server host inside 192.0.2.1 comunity ***** version 2c

<-- SNMP server addresses

snnp-server host inside 192.0.2.2 comunity ***** version 2c

no snmp-server location
no snmp-server contact

12. Firepower 4100 &! 9300

AL 714 E SNMP HI:I-IOHH CPU, HZ 2|, ERE & QIE{H O]
A C|O|E{E = &ErLcH HAFH

7"' 30& Ol CO|EE = efatioF & Lct.

-|>|'
]
;

AM Ol
o

=

7t

o
of

CIE0| HFEHMo| B B IIX| QINTHEE & ete Al HAIXKIE +=&IFLICH E
2 e e ZE MAIIAM Al HAIRIE +=&IFLICH

FCM UI &2l

Hanwe Part wersion V3 Privilege Type

Hanse Asth Type AES-130

FXOS CLIO|A & el

<#root>



firepower #

scope nonitoring

firepower /monitoring #

show confi guration

enabl e snnp

enter snnp-trap 192.0.2.1

<-- SNMP server address
! set community
set notificationtype traps
set port 162
set v3privilege noauth
set version v2c

=0] < = /
2ol AL AU W B MAIM ClolEIE SXE

ASA/FTD CLIO|AM &l

<tfroot>

ftd#

show run fl ow export

fl ow export destination inside 192.0.2.1 1255

<-- Netflow collector address

fl ow export delay flowcreate 1

ftd#

show run policy-map gl obal _policy

I
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras

FX| 2IAHEOof CHEF CIOIEE

LICF.

b|
=



inspect rsh
inspect rtsp
inspect sqlnet
inspect skinny
inspect sunrpc
inspect sip
inspect netbios
inspect tftp
inspect icmp
inspect icmp error

inspect ip-options UM_STATIC_IP_OPTIONS_MAP

cl ass netfl ow

fl ow export event-type all destination 192.0.2.1

<-- Netflow collector address
class class-default

set connection advanced-options UM_STATIC_TCP_MAP

14, 8t A5Mo| @ & MMol &

15. TAC 7{0|A & €11 2 E CI|0o|HE NS gL

ot
H

ot= Y

=

\-OII

==
?

_,_
It

H ot 85LE40{ M crashinfo, coredump &!

30{| A1 Crashinfo, Coredump 2

I minidump T+ & C}



Z0|: ZA1: core, crashinfo EE£ minidump T 2| 0|2 H1ZASIX| OFAA]

ASA

ASA CLIOIM A Mz mhd

mjo
104
HU
N
o
r
n

<ttroot>
ASA#

copy flash:/crashinfo_lina.14664.20250813. 205102 ?

cluster: Copy to cluster: file system
diskO: Copy to disk0: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system

running-config Update (merge with) current system configuration
scp: Copy to scp: file system

(@)
=



smb: Copy to smb: file system
startup-config Copy to startup configuration

system: Copy to system: file system
tftp: Copy to tftp: file system
FTD

2M 1 -Lina CLIZ AF25t0{ ot 7

1. Lina ATI0IM A MEHol| A4E & e B2

ndg Yz =ghLct

<ffroot>
>

expert

admin@firepower:~$

I's -1 /ngfw var/datalcores/

total 928152
-rw-r--r-- 1 root root 500163689 Aug 13 10:30

core.lina.11.13050. 1755081050. gz

FE /mnt/disk00]l S AFSHT Lina CLIOA

-rw-r--r-- 1 root root 449295230 Aug 13 20:51 core.lina.11.14664.1755118254.9z

drwx------ 2 root root
drwxr-xr-x 3 root root

admin@firepower:~$

16384 Aug 10 20:59 lost+found
4096 Aug 10 21:01 sysdebug

sudo cp /ngfw var/data/cores/core.lina.11.13050. 1755081050. gz / mt/ di sk0/

admin@firepower:~$

exit

>

system support diagnostic-cl

Attaching to Diagnostic CLI ...
Type help or '?' for a 1list of available commands.
firepower>

enabl e

Password:
firepower#

dir

Press 'Ctrl+a then d' to detach.



Directory of disk0:/

1610612928 -rw- 500163689 17:00:13 Aug 22 2025

core.lina.11. 13050. 1755081050. gz

firepower#

copy diskO:/core.lina.11.13050.1755081050.gz ?

cache: Copy to cache: file system
cluster: Copy to cluster: file system
diskO: Copy to diskO: file system
diskl: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
scp: Copy to scp: file system
smb: Copy to smb: file system
system: Copy to system: file system
tftp: Copy to tftp: file system

2. ¥4 Mol mtd 2 ChR2EEE W FTDL| /mnt/disk0/0 M S ALt mt S AFx||sfjok & LICt.

<#root>
admin@firepower:~$

cd / mt/ di sk0/

admin@firepower:/mnt/disk0/:$

sudo rmcore.lina.11.13050. 1755081050. gz

SM2-TEJ ZECLIE M85t It =Z

M

Linux TFTP, SFTP EE= SCTP 220|¢1EE AR5 expert ZEOA HZ MHE mtee 9=
gt

<#root>

>

expert

admin@firepower:~$

cd / ngfw var/datal/ cores/



admin@firepower:/ngfw/var/data/cores$

sudo sctp core.lina.11.13050. 1755081050. gz adnmi n@.92.0.2.1:/

admin@firepower:/ngfw/var/data/cores$

sudo tftp -1 core.lina.1l1. 13050.1755081050.gz -r core.lina.11. 13050.1755081050.gz -p 192.0.2.1

<#root>
firepower#

connect | ocal - ngnt

firepower(local-mgmt)#

dir workspace:/cores

1 500163689 Aug 13 10:30:59 2025

core.lina.11. 13050. 1755081050. gz

firepower(local-mgmt)#

copy wor kspace:/core.lina.11.13050.1755081050. gz

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI
workspace: Dest File URI

SM4-FMC UIE AF23510d ot =7

4 /ngfw/var/commonOil S AFEHLICH.

<#root>



>

expert

admin@firepower:~$

I's -1 /ngfw var/datalcores/

total 928152
-rw-r--r-- 1 root root 500163689 Aug 13 10:30

core.lina.11. 13050. 1755081050. gz

-rw-r--r-- 1 root root 449295230 Aug 13 20:51 core.lina.11.14664.1755118254.9z
drwx------ 2 root root 16384 Aug 10 20:59 lost+found
drwxr-xr-x 3 root root 4096 Aug 10 21:01 sysdebug

admin@firepower:~$

sudo cp /ngfw var/data/cores/core.lina.11.13050. 1755081050. gz / ngf w var/ conmon/
admin@firepower:~$

I's -1 /ngfw var/conmon/

total 928152
1610612928 -rw- 500163689 17:00:13 Aug 22 2025

core.lina.11. 13050. 1755081050. gz

2. Devices > File Download &M & AF&3l04 FMC UIOM IS CIREES



ahali,  Firewall Management Center

LI5S0 Devices [ Device Management
= Devices ™
Homa
= Device Management ~ VPN Troubleshoot
Overview
Template Management Site To Site File Download
il AT Remote Access Threat Defense CLI
Analysis
QoS Dynamic Access Policy Packet Tracer
=]
Policias Platform Settings Packel Capture
FlexConfig Snort 3 Profiling
Devices Certificates Troubleshooting Logs
.
# Threat Defense Upgrade
Integration )
Zhassis Upgrade
Device
| KSEC-CSF1210-1 v 1
File

[ core.lina.11.13050.1755081050.g9z

F

mjo
jul
1o
HU
[N
Lok

[ FTD2| /ngfw/var/common/0| A SASH Tt S AFK|SHOF &L




Ct.

<#root>
admin@firepower:~$

cd

/ ngf w/ var / conmon/

admin@firepower:/mnt/disk0/:$

sudo rmcore.lina.11.13050. 1755081050. gz

Firepower 4100 & 9300 2¢t 2 &

1. 250i &5t 2 & show-tech T US| YR E core L crashinfo T+

<#root>
firepower #

connect nodule 1 console

Firepower-modulel>

support di agnostic

======= Diagnostic =======

1. Create default diagnostic archive
2. Manually create diagnostic archive
3. Exit

Please enter your choice:

2

=== Manual Diagnostic ===
1. Add files to package
2. View files in package
3. Complete package

4. Exit.

Please enter your choice:

1

=== Add files to package | Manual Diagnostic ===
1. Platform Logs

2. Config Platform Logs

3. Crash Info files & Core dumps



4. Applications Logs
5. ASA Logs
b. Back to main menu

Please enter your choice:

2025-08-04 12:43:07 | 419619286 |

core.lina.11. 13050. 1755081050. gz

([b] to go back or [m] for the menu or [s] to select files to add)
Type a sub-dir name to see its contents:

S

Type the partial name of the file to add ([*] for all, [<] to cancel)
>

core.lina.11. 13050. 1755081050. gz

core.lina.11.13050.1755081050.9z
Are you sure you want to add these files? (y/n)

y

=== Package Contents ===
[Added] core.lina.11.13050.1755081050.9z

2025-08-04 12:43:07 | 419619286 | core.lina.11.13050.1755081050.9z
([b] to go back or [m] for the menu or [s] to select files to add)

Type a sub-dir name to see its contents:

b

=== Manual Diagnostic ===
1. Add files to package
2. View files in package
3. Complete package

4. Exit.

Please enter your choice:

2

=== Package Contents ===
core.lina.11.13050.1755081050.9z




=== Manual Diagnostic ===
1. Add files to package
2. View files in package
3. Complete package

4. Exit.

Please enter your choice:

3

Creating Manual archive
Added file: core.lina.11.13050.1755081050.9z

Created archive file Firepower-Mdul el 08 04 2025 13 17 _50.tar

Firepower-modulel>

support fileupl oad

Please choose from following:

. Archive Files

. View selected files

. Start upload and Exit
. View transfer Status

N WN R

Please choose from following:

. Archive Files

. View selected files

. Start upload and Exit
. View transfer Status

AW N

Please enter your choice [x] to Exit:

2025-08-04 13:17:50.723396 | 419624960 |

Fi repower - Mbdul el_08 04 2025 13 17 50.tar

([s] to select files or [x] to Exit):

S

Type the partial name of the file to add, [<] to cancel
>

Fi repower - Mbdul el_08 04 2025 13 17 _50.tar

Firepower-Modulel_08_04_2025_13_17_50.tar
Are you sure you want to add these files? (y/n)

y



=== Package Contents ===
[Added] Firepower-Modulel_08_04_2025_13_17_50.tar

Type the partial name of the file to add, [<] to cancel
>

<

Please choose from following:

1. Archive Files

2. View selected files

3. Start upload and Exit

4. View transfer Status

Please enter your choice [x] to Exit:

2

1 : Firepower-Modulel_08_04_2025_13_17_50.tar

Please choose from following:

1. Archive Files

2. View selected files
3. Start upload and Exit
4. View transfer Status

Please enter your choice [x] to Exit:

3

Transfer of Firepower-Mdul el 08 04 2025 13 17 50.tar started.

Firepower-modulel>
Firepower-modulel>
Firepower-modulel> R

Shift + ~

telnet> quit
Connection closed.

firepower /ssa #

connect | ocal - ngnt

firepower(local-mgmt)#

dir wor kspace: /bl adel og/ bl ade- 1/

1 152828400 Aug 04 13:26:35 2025

Fi repower - Mbdul el_08 04 2025 13 17 50.tar



Firepower 4100 & 9300 AfA|

_|0|'
_p;
m
>
1 2a}
o
-
ul

1. FXOS local-mgmt CLIE A& 5}04

<tfroot>

firepower#

connect | ocal - ngnt

firepower(local-mgmt)#

dir workspace:/cores

1 30673335 Mar 06 16:18:58 2022

1646579896_SAM firepower-1 _snConLogger | og. 5388.tar. gz

firepower(local-mgmt)#

copy wor kspace:/cores/ 1646579896 _SAM fi r epower - 1_snConLogger | og. 5388.tar.gz ?

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI
workspace: Dest File URI

2. EE= Tools > Troubleshooting LogsE &3l FCM Ul TS £+ E§t
I
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verview Interfaces Logical Devices Security Engine Platform Settings

Create and Download a Tech Support File
Generate troubleshooting files at the Chassis, Module and Firmware level.

Chassis i Generate Log

°Please click Refresh button to refresh the File explorer after the job is succesfully completed. Generated files are located under the techsupport folder.

File Explorer

Expand All Collapse All

File Name Last Updated On Slza{inkn)
4 (] cores Fri Aug 22 21:43:26 GMT+200 2025
I 17| 1646579896_SAM_firepower_smConLogger_log.5388.tar.gz Sun Mar 06 16:18:58 GMT+100 2022 29954 KB '_1
diagnostics Tue Jan 10 22:46:50 GMT+100 2012
debug_plugin Thu Jan 19 00:30:27 GMT+100 2012
(. bladeleg Sun Jan 01 01:02:24 GMT+100 2012
ntp.pcap Wed Jun 26 10:12:55 GMT+200 2024 0 KB &E
lost+found Tue Jan 10 22:44:35 GMT+100 2012
blade_debug_plugin Sun Jan 01 01:02:24 GMT+100 2012
() packet-capture Wed Feb 08 21:36:56 GMT+100 2023
pigtail-all-1753347215.1eg Thu Aug 07 13:41:41 GMT+200 2025 233 KB &0

(] rechsupport

Wed Aug 13 13:09:08 GMT+200 2025

X

o2k

« firepower A X E 9{|0{ H{71 = Ol

« firepower, QIAEIA 718M E3A AHu|ae oM &9l

 firepower I O] AHAd X-li _E_H 5 74
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https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/ko_kr/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ko_kr/support/security/adaptive-security-appliance-asa-software/products-command-reference-list.html
https://www.cisco.com/c/ko_kr/support/security/adaptive-security-appliance-asa-software/products-command-reference-list.html
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