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SIP(Session Initiation Protocol)
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Voice over IP (VoIP)

Voice device 1 F_"'ewéu Voice device 2
inside outside =
IP IP
Signaling starts the call

Media (audio or video)

Signaling ends the call
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SIP(Session Initiation Protocol)

H.323

MGCP(Media Gateway Control Protocol)
SCCP(Skinny Call Control Protocol)
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UDP header
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Payload

I T

IP header RTP header
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Media for a (VolP) call

Firewall Media device 2

Media device 1
inside outside

Sip

Media stream from caller to callee

Media stream from callee to caller
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1. Media Flow-Through
2.0/Clo] 28 &4

Media Flow-Through

Media flow-through£ O|C|0{(&4 /== HIC|2)QF Al R mZlo| 25 S8 C|HO| A0 A
MElEls ZEQLICEH

Media Flow-Through

Voice device 1 F|rew?ll Voice device 2

r

= inside

Sip

outside =

Sip

Signaling starts the call

Media (audio or video)

Signaling ends the call

-
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Oiciol & &4

7001 £ Mol M AT A 24

Olcjo{ 2AE R 222 022 E(flow-around)E A& T{Z!
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Media Flow-Around(Scenario 1)

Firewall

Voice device 1 Voice device 2

r

= inside

Media device 3
outside (=]

Sip

=

S Sip

Signaling for the call

Media (audio or video)




Media Flow-Around(Scenario 2)

Voice device 1 Firewall Voice device 2
d : : ] > Media device 3

Media device 3 L.
inside

Signaling for the call
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Media (audio or video)
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SIP(Session Initiation Protocol)

SIP= RFC 32612| IETF(Internet Engineering Task Force)0llA Z42|8t o & 2|71 0|4 20|04 Ao
ZE2EZQLICH

SIPE BIAE Jlu Z2EZeILI &, SIP HIAIKIE HTTP &S WA QA ARl 248 %
o] =

SiPE M HejZL HEXZ Lol A|lZEd Y MM &E| 758 XMElst= & dAHEA& LI

SIPE= E&3El ZE 506001 A UDP == TCPE A

= ASE EESt SIP7F TLS(Transport
Layer Security)& Al&35t0{ 5 3tE 4 E&3SIE LE 5061 )

Ct.
A8 & &Lt
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&1 SIP A= Cisco FTD(Secure Firewall Threat Defense) & ASA(Secure Firewall
Adaptive Security Appliance)0ilM 7|2 Mo 2 & MstELICEH
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SIP Call messages

Firewall ;
SIP davice 1 — SIP device 2
inside ::é outside
5 IP Invite R Invite
_ 180 Ringing !
180 Ringing N ——
- - 200 OK
200 0K 4
ACK ACK

L 4
3

Session Established and sending RTP both directions

BYE ) BYE
) 200 OK 200 OK
SIP &M HIA[X]
SIP OPTIONS H|AIX|= SIP Zx|7t 222! SE{0|1 SEE = U=X| iR E HAst= o S2¥
LICt. Ol= ICMP HIA|X|& pingdte At Z X2 SIP A& iLct,

SIP OPTIONS Message

SIP device 1 Firewall SIP device 2
' inside outside (=
OFNGN . OPTIONS S;
200 OK

200 OK

SIP 52 H|A|X|
of & = = EE CIE SIP HA|X|E SIP REGISTER HIA|X|Z2, C|H} O]
L

=
Ol
=

YEH EHERE MM S
= QU

A SIP Mefoll 528



SIP REGISTER Message

Firewall i
SIP device 1 SIP device 2
inside outside =
RECETER REGISTER Sip
200 OK
200 OK
i EAl H = al =P il ORAMT| SCFS Hod=
ol miZ! i 272 SIP ClHHOlA X O|C|of(S4)) EaiTiol @&T SES HoiFLcH
Mo, Time Source Destination Protocol Lengtt Info
4316 17.259331 20F. . 17.52 18.° 99 SIP/SDP 1264 Request: INVITE sip:3@6 2.1080:5060; transpert=udp |
4322 17.270515 18 99 28 7.52 SIP 669 Status: 198 Trying |
4324 17.279166 18 99 204 [7.52 SIP 1046 Status: 182 Ringing |
4894 28.965583 18 99 280 7.52 SIP/SDP 1451 Status: 208 OK (INVITE) |
4982 20.101588 28 17.52 18 99 SIP 873 Request: ACK sip:306 .18@:5060 |
4918 20.171759 28 17.61 18 99 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8xZFAB3E4E, Seq=9514, Time=22816
4922 20.191646 28 17.61 18 99 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0x2FA83E48, Seq=9515, Time=22976
4927 28.211818 28 17.61 18 99 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8x2ZFAB3E4E, Seq=9516, Time=23136
4932 20.231744 29 17.61 10 99 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0x2FAB3E48, Seq=0517, Time=22296
4937 20.251687 28 17.61 18 99 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8xZFAB3IE4E, Seq=9518, Time=23456
4941 20.271675 28 17.61 10 99 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0x2FAB3E48, Seq=0519, Time=22616
4946 20.284842 16, == ~.99 208 7.61 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0x8748B0G6B, Seq=27262, Time=1926491183, Mark
4947 20.284903 18 99 204 7.61 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0x8748BREB, Seq=27263, Time=1926491343
Frame 4316: 1264 bytes on wire (18112 bits), 1264 bytes captured (18112 bits)
Ethernet II, Src: Cisco_€ :f7:¢2), Dst: Cisco_: :09:02)
802,10 Virtual LAN, PRI: @, DEIL: @, ID: 185
Internet Protocol Version 4, Src: 28i .52, Dst: 1@. .99

User Datagram Protecol, Src Port: 5060, Dst Port: 5068
Session Initiation Protocol (INVITE)

C=22 SIP A|lZ2g@ 2 RTP O|C|0{(B4A)

Tima 20! 752 — 20 7.61 Comment
17.259331 sogo LNVITE SDP (p711U 728 telephone-e..1 cngq SIP INVITE From: <sip:01¢ 7130..
17.270515 5060 100 Trying 5060 SIP Status 100 Trying
17.279166 5060 - 180 Ringing | 5060 | SIP Status 180 Ringing
20.065503 5080 00 OK SDP (57110 telephone-svent) 5080 SIP Status 200 OK
20101588 5080 ACK 5080 $IP Request INVITE ACK 200 CSeq: 298883630
20171759 3920 RIP [g711W) : 40460 RTP, 1328 packets. Duration: 26.56s S5RC: Ox2F_
20.284842 2920 RTP [g711V]) 40480 RTP, 1323 packets. Duration: 26.40s SSRC: 0x87..
46.695954 5060 BYE 5060 SIP Request BYE CSeq:298883631
46.699936 5080 | 200 0K . 5060 SIP Status 200 OK

SDP(Session Description Protocol)

SDP(Session Description Protocol)= HE|O|C|0o{ AHlAof CHEt O|C|o{ AERE dH5t= Ol AHE
Il 2F 2HEYLICE Oc|o] A= HEstR| X[ A=EZQIE zhof O|Clo fE & A2
A5tE Ol A8 ELICH SDP& SIP(Session Initiation Protocol)2 &7 AF& |04 M4A4Q| O|C|o &
Mg #elstn Ao
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SIP ZE2EZ LH2| SDP HIA|X|2| o &lL|Ct.

chge
INVITE sip:2003@192.168.245.9:5060 SIP/2.0
Via: SIP/2.0/UDP 192.168.245.6:5060;branch=z9hCGXXX5763

Remote-Party-ID:
;party=calling;screen=no;privacy=off

From:
; tag=4E3XXXC-A9F

To:



Date: Thu, 17 Aug 2025 13:48:52 GMT

CaTT-ID: 2A7BE22B-XXXXXXXXX-XXXXXXXXX-F940DC75@192.168.245.6

Supported: 100rel,timer,resource-priority,replaces,sdp-anat

Min-SE: 1800

Cisco-Guid: 0350227076-XXXXXXXXX-XXXXXXXXX-1670485135

User-Agent: Cisco-SIPGateway/I0S-15.5.3.S4b

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
CSeq: 101 INVITE

Timestamp: 150299CC32

Contact:

Expires: 180

Allow-Events: telephone-event

Max-Forwards: 69

Content-Type: application/sdp <=======Session Description Protocol message start
Content-Disposition: session;handling=required

Content-Length: 266

v=0
0=CiscoSystemsSIP-GW-UserAgent 7317 4642 IN IP4 192.168.245.6
s=SIP Call

c=IN IP4 192.168.245.6

t=0 0

m=audio 8266 RTP/AVP 18 127

c=IN IP4 192.168.245.6
a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:127 telephone-event/8000
a=fmtp:127 0-16

a=ptime:20



£ 1: SDP HIAIX| & LR 0oi= O] oflof| A CHE ol 7Hed==7t Z & ELCt.
++c-IN IP4: O|C|0{ Mol IP =4

++m=22C|2: O|C|0{ O] 2LC[2 LS LIEHALICE.

++8266: 2LC|2 AERIO| MEE|E ZE HE LCH

++RTP/AVP: O|= AVP(Audio/Video Profile)& A& 3t= RTPRI M&E Z2EZ S X|HEL

Ct.
++18 127: 2L FHO| HO|ZE RBULICH HO|ZE R 182 YHHMZ G729 2
ol sigstm, 1272 A=2QIE 749 E.'é, of 2t 2ol e = A SHIo|ZE

s

SDP(Session Description Protocol)= Ct&3t Z2 0424 SIP HIA[X|0M &E = U&LICE INVITE,
183 Session in Progress, 200 OK, ACK S0| A/ &LICt. SDP= G ARL 7Hofl &4 Z/E= HIC|L 7|
S2 nEste 8 YWY Qg2 gLICH S5t EXE HAE WM Al 7tX| £ 2 7HEE oldlist= XO|
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SIP device 1

Mgk 17|

SIP Early Offer Call

Firewall
inside outside
Invite with SDP Invite with SDP
) 200 OK with SDP ' 200 OK with SDP
‘ ACK ‘ ACK

Session Established and sending RTP both directions

F

BYE BYE

200 0K 200 OK

A J

O| &40l M SDPE= 200 OK 2! ACK SIP HIA|X|of| & LICt.

SIP device 1

SIP Delay Offer Call

Firewall

inside outside

Invite Invite

200 OK with SDP 200 OK with SDP

r

ACK with SDP ACK with SDP

Session Established and sending RTP both directions

BYE BYE

2000K 200 OK

z7| ojc|od

Z7| O|c|o{= 183 Session Progress SE 0|2t 5t= 7 SIP HIA|X|E S5H

SIP device 2

SIP device 2

L{ct. of ol

AlX|oll= = 4&lxtod CHEt OC|oq OH7H Bd~E& Z & Sl= SDP(Session Description Protocol) 7t Z &
Z|of U&LICH YEtMo 2 SLAAL L SIP SZ2XE 887t SAMo R HAZALT| Tof & AlXfof| A
s &4 HAIX| EE= 7|EF O|C|o{& 2= o A8 ELICH



SIP Early Media Call

Firewall

SIP device 1 SIP device 2
(= inside E:?% outside
'P Invite Invite
183 Session in Progress with SDP 183 Session in Progress with SDP
-~ RTP Early Media
B 200 OK ) 200 OK
) ACK ACK

RTP Delay Media

BYE BYE
200 OK 200 OK
H.323
H.3232 Qe 22 miZ] u gt HERXIE S %5 HIC|2 2 H|o|E S48 /5t
ITU(International Telecommunication Union)0llM Ho|8t =2 £ 2 R lL|Ct
H323 ZEEZER2 F 7IX| F 74 A ZE F/EELICH
1.H.225 0|= &3t dd & SR E H|RE &3t 215 MEIE &2|gLct.
2.H245 0| 7|s nEtal @C|@ 2 HIC|Q AL 7HHE HEEL|ct
Basic H.323 signaling
—=—
inside outside
H.323 H.323
Device 1 DeViCB 2

H.225 signaling (establish the call)

H.245 signaling (negotiate media opening channels)

Media (RTP stream)

H.245 signaling (close media channels)

H.225 signaling (ends the call)




H.323 A5 XME| ZEEZ0M AIRE|lE ZEE= 1718, 1719 2 17209]L]C}.

B 2P H323 Z2EE S22 &35 E ?loll TLSE ALE5t0{ UDPOIA TCP2 HEHY
M EX7H Y = U2, 0|2 Qo YatHolM HES o MAS R EE22 BX AH
g 4 QlaLct, maw H.323 A=ZQIE = MO UDP U TCP EZfEg ZF 5183}
& Y3HE FYsts Hol SLELICL

H.3232 F 7IX| 218 REE 4= T2 EZQLICh =8 AZf D} i E Al
H.225

Ol ZREZS S8 MG TAR 5 SLI7t M58 B 1 34 S5 BLICH



H.323
Device 1

H.245

Basic H.225 Call Setup Signaling

El:; inside outside
Setup Setup
Call Proceeding B Call Proceeding
Progress Progress
Alerting Alerting
Connect Connect

n

Session Established

Release Complete

Release Complete

H.245= ChEIt 242 7|52 M3 &L

- EOld 7Is u#
- Ot&E/&dlol2 BH
- =™ ME AL

:

H.323
Device 2
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H245 T2EZ H.225 9172 HA|R|E £ 48
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H.245 Signaling

inside outside
H.323
terminalCapabilitySet ; T ;
DH"3231 pability terminalCapabilitySet Device 2
evice . e —
. terminalCapabilitySet terminalCapabilitySet
masterSlaveDetermination masterSlaveDetermination
masterSlaveDeterminationAck R masterSlaveDeterminationAck
~ terminalCapabilitySetAck terminalCapabilitySetAck
terminalCapabilitySetAck R terminalCapabilitySetAck
) openlogicalChannel openLogicalChannel
openLogicalChannel openlLogicalChannel
P openLogicalChannelAck openLogicalChannelAck
openlLogicalChannelAck openLogicalChannelAck
i x| = m] Ol= = [m] k=1 i X O 2C
Ol iZ! ZX{= H.225 2 H.2457} Q= F H.323 C|HIO|A& S O|C|o{(&d) EElEe 2H 2 8
o =
2 2Eo{ELICH
No. Time Source Destination Protocol Lengtt Info
| 6 1.702966 17: 58 172 48 H.225.8 683 CS: setup OpenLogicalChannel
8 1.711968 17 48 173 58 H.225.8 151 CS: callProceeding
9 1.760006 17: 48 17 58 H.225.0 152 CS: alerting
10 1.760086 17: 48 17 58 H.225.0 114 CS: notify
15 2.804011 17: 48 17 58 H.225.8 248 (S: connect OpenLogicalChannel
16 2.884011 17: 48 17: 58 H.225.0 114 CS: notify
21 2.812006 17: 58 17: 48 H.245 135 terminalCapabilitySet
23 2.812006 172 58 17: 48 H. 245 68 masterSlaveDetermination
25 2.823007 17: 48 17: 58 H.245 176 terminalCapabilitySet
26 2.825006 173 58 17 48 H. 245 65 terminalCapabilitySetAck
27 2.827004 17: 48 173 58 H.245 65 terminalCapabilitySetAck
28 2.827004 17: 48 17: 58 H.245 64 masterSlaveDeterminationAck
38 2.828011 173 58 17: 48 H. 245 64 masterSlaveDeterminationAck
32 2.991997 17: 58 14. 7 RTP @ 218 PT=ITU-T G.711 PCMU, SSRC=Bx7AB2, Seq=5180, Time=1424280842, Ma
33 2.922001 17: 58 14. 7 RTP “218 PT=ITU-T G.711 PCMU, SSRC=@x7A®2, Seq=5181, Time=1424281002
34 2.942004 17: 58 14, 7 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8x7A82, Seq=5182, Time=1424281162
35 2.961992 17: 58 14, 7 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8x7A82, Seq=5183, Time=1424281322
36 2.972993 1 57 173 58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8xES26177E, Seq=63306, Time=27540B666

Frame &: 683 bytes on wire (5464 bits), 683 bytes captured (5464 bits)
Ethernet II, Src: Cisco_a2:%9a:@e ( :9a:0@8), Dst: VI

B@2.10 Virtual LAN, PRI:

@, DEI: @, ID: 249

Internet Protocol Version 4, Src: 17. 58, Dst: 17
Transmission Control Protocel, Src Port: 22502, Dst Port: 1720, Seq: 1, Ack: 1, Len: 625
TPKT, Version: 3, Length: 625

0.931
H.225.8 CS

Ct22 H225 4

| H.2452} RTP O|C|0{(24)E

48

:B4:d2:80)

AFE8HH.323 A5 580 of LC}.



Time

1702866

1711968
1760006
1.760006
2.8040M
2.8040M
2.812006
2.812006
2.823007
2.825006
2.827004
2.827004
2.8280M
2.901997
2.972993
5.2419M
5.421975
5.892003
7.691965

17

22502
22502
22602
22502
22502
22502
27340
27340
27340
27340
27340
27340
27340

8486

84B6

8486

8486

8486

8486

58
17 48
| setwpOLC(g7nUgMy) |0
l.WE—: 1720
alerting 1720
| {1720
| connect OLC ( g711U g711u) ! 1720
l + 1720
TCS ! 37917
| MSD - 37917
; =S : 37917
' S ! 37917
TCSAck | e
MSDAck -3?91?
! MSDAck o
! RTP [g711U)
RTP (g711U)
RTP (CN(old))
RTP (g711U)
l RTP (CMi{old})
RTP (g711U)

57

32206

- 32206

32206
32206
32206

* 32206

Comment

H225 From: To:1234 TunnH245:0n FS:on

H225 TunnH245:0ff FS:off

H225 TunnH245:0ff FS:off

H225 TunnH245:0ff FS:off

H225 TunnH245:0ff FS:on

H225 TunnH245:0ff FS:off

H245 terminalCapabilitySet

H245 masterSlaveDetermination

H245 terminalCapabilitySet

H245 terminalCapabilitySetaAck

H245 terminalCapabilitySetAck

H245 masterSlaveDeterminationAck

H245 masterSlaveDeterminationAck

RTP, 118 packets. Duration: 2.34s SSRC: 0x7A02
RTP, 349 packets. Duration: 6,985 SSRC: OxEB26,
RTP, 1 packets. Duration: 0.00s SSRC: 0x7AD2
RTP, 24 packets. Duration: 0.46s S5RC: 0x7A02
RTP, 1 packets. Duration: 0.00s SSRC: 0x7AQ2

RTP, 15 packets. Duration: 0.28s SSRC: 0x7AD2
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H.323 H.323 Slow Start H.323

Device 1 Device 2
_ , inside FW outside
— > ol « H.225 connection (TCP port 1720) H.225 connection (TCP port 1720)
« By - ——————==- B T — 1 [ —— >
Setup _ Setup
_ Call Proceeding ‘ Call Proceeding
H.225 7 _ Progress B Progress
Alerting Alerting
‘ Connect Connect
- terminalCapabilitySet -~ terminalCapabilitySet e
" terminalCapabilitySet terminalCapabilitySet

masterSlaveDetermination

F U Y

masterSlaveDetermination .

masterSlaveDeterminationAck _ masterSlaveDeterminationAck -
. terminalCapabilitySetAck P terminalCapabilitySetAck
H.245 A terminalCapabilitySetack terminalCapabilitySetAck
. apenLogicalChannel = openLogicalChannel
% %
openLogicalChannel openlLogicalChannel

y
v

openLogicalChannelAck openLogicalChannelAck

openLogicalChannelAck i openLogicalChannelAck N
> >
- Release
Release
e =
Release Complete - Release Complete
<

F 3

k= Al ZF

Hhe R AR REHMHE 7] AE HIAIX] LM O|C|o{ &&fof &
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H.323 Fast Start
e inside FW outside =
' sl H.
e -

TCP port 1720 TCP port 1720
_______________ — - . . . Em Em mm mm m ==
Setup(with Fast Start element + Open Logical Channel OLC) Setup
Call Proceeding Call Proceeding
Progress Progress
Alerting Alerting

"

Connect Connect

* +

l RTP (Real Time Protocoll I

Release Release

Release Complete Release Complete

F 3

F 3

SCCP

Skinny2t L= 3= SCCP(Skinny Client Control Protocol)= Cisco S A|2'd@ =2 EZQ[LC}.
CUCM(Cisco Unified Communications Manager), Cisco CME(Unified Communications Manager
Express) 2+ E{ & Cisco IP Phone0l M &3t & & Mo{E &0I35tH| 5t7| s =2 ArSELICH.

SCCP ZEEZ= H|Z Y SCCPO| ZE 20002| TCPE A& 35t1 2ok SCCPO|| ZE 24435 A8
gLt
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Skinny Client

Station Display Text

Station Set Lamp (Steady)

“Station Start Tone (Inside Dial Tone) |

-

Station Keypad Button
Station Stop Tone

o

Station Keypad Button

Station Keypad Button

Station Keypad Button

CallManager Skinny Client
p— Station OffHook —

Station Call Info

Station Call Info

M Station Start Tone (Alerting) |

‘Sm%
L Station Set Ringer (Inside Rin

Station Off Hook

Station Set Ringer (Off)

Station Stop Tone

-
|

Station Call Info
| Station Open Receive Channel Ack

Station Start Media Xmission

Station Open Receive Channel |  station Open Receive Channel

L Station Start Media Xmission
Station Open Receive Channel Ack

Station Set Lamp (Steady)

User Information Exchange |

Station On Hook

Station Close Receive Channel %

Station Set Lamp (Off)

Station Stop Media Xmission |

Station Close Receive Channel

Station Set Lamp (Off)

Station On Hook

- | Station Stop Media Xmission

= = | - o hva X o o =
ol MiZ! A= 2742 SCCP ClHO|A ! O|C|o{(&4d) EcfEel 2 X 8HE EoiELICh
No. Time Source Destination Protocol Length Info
- 42 11.170041 172. 0.48 172.3 .58 SKINNY/REQ 2082 OpenReceiveChannel
58 13.3@87028 172. 0.48 172.7 B.58 SKINNY/REQ 2082 StartMediaTransmission
59 13.3@7e28 172, 8.48 172.: @.58 SKINNY/REQ 282 OpenReceiveChannel
68 13.3087028 172 B.48 172.7 B.58 SKINNY/REQ 282 StartMediaTransmission
62 13.389842 172 0.58 172.: .48 SKINNY/RESP 118 StartMediaTransmissionAck
64 13.309042 172 8.58 172, @.48 SKINNY/RESP 158 OpenReceiveChannelAck StartMediaTransmissionAck
66 13.308031 14.5 -7 172.7 B.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=Bx7B4D4ESD, Seq=54@86, Time=2101901655, Mark
67 13.489827 14.5 157 172.7 8.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=@x7B4D4ESD, Seq=54887, Time=2181981815
68 13.429031 14.5 L 57 172.° 8.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0x7BAD4ESD, Seq=54088, Time=2101991975
69 13.451033 14.5 -7 172.1 B.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8x7B4D4ESD, Seq=54089, Time=2101902135
76 13.453831 172. 0.58 14.! .57 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8x58, Seq=08, Time=585879569
o —
O|Zd2 SCCP A|lad3 Y RTP OIC|0{(2d) 252 E229| of ALC.



Time

42.868959
42.868959
42.868959
42.868959
42,909957
42,909957
42.960949
42988948
43.027999
45.367977
60.917952
63.027999
64.074002
64.074002
64.074002
64.074002

172.7770.48 14.
17270 10.58
2000 §0penRecei veChannel 14. e 23402
2000 StartMediaTransmission 14.€ E._ 23402
2000 OpenReceiveChannel 172 .B8:.. 23402
2000 fStartMediaTran smission 172. i 23402
2000 - tartMediaTransmissionAck 172 23402
2000 1StartMediaTransmissionAck 17277 ° 23402
8108 RTP (CN)
8108 RTP (g729)
8108 RTP (g728)
8108 RTP (CN)
8108 RTP (g729)
i 8108 RTP (CN)
2000 CloseReceiveChannel 23402
2000 StopMediaTransmission 23402
2000 1 CloseReceiveChannel 23402
2000 tc diaTransmission 23402

29648

1 29648
. 20648
. 29648

29648

* 29648

Comment

Callld = 19346659, PTId = 16777286
Callid = 19346659, PTId = 16777286
Callld = 19346659, PTid = 16777287
Callld = 19346659, PTid = 16777287
Callid = 19346659, PTid = 16777286
Callld = 19346659, PTId = 16777287
RTP, 1 packets, Duration: 0.00s SSRC: 0x38004F.
RTP, 1057 packets. Duration: 21.12s SSRC: 0xB98.
RTP, 117 packets. Duration: 2.32s SSRC: 0x380D..
RTP, 14 packets. Duration: 14.30s SSRC: 0x380D..
RTP, 106 packets, Duration: 2,105 SSRC: Ox380D..
RTP, 2 packets. Duration: 1.01s SSRC: 0x380D4F8
Callld = 19346659, PTId = 16777286
Callld = 19346659, PTId = 16777286
Callld = 19346659, PTId = 16777287

Callld = 19346659, PTId = 16777287

£ 1: SCCP AAI= Cisco FTD(Secure Firewall Threat Defense) 2! ASA(Secure Firewall

Adaptive Security Appliance)ollM 7|2 Mo 2 & MStELICEH



MGCP

MGCP(Media Gateway Control Protocol)= &3} A 0{ & x|(0d: CUCM)7} VolP &3H& Alo{5t= O
MNEElE Z2EZQLIC

MGCP A3 ZE2EZ2 RFC 27050 M Ho|x|H 410 TCP ZE 2428 5/ UDP X E 24272
A& gLt

& Stlof 228 MGCP Y %! 2 CtS3t Z &Lt

MGCP Call Setup Signaling

' | FW T
inside :E_: outside V)
MGCP Call CRCX (Create Connection) e CRCX (Create Connection) MGCP
Agent Endpoint
200 OK 200 OK Gateway
MDCX (Modify Connection) MDCX (Modify Connection)
Phone
ﬁ 200 OK 200 OK
- Session Established RTP Audio
DLCX (Delete Connection) DLCX (Delete Connection)
250 OK 250 OK




1 MGCP AAl=

Cisco FTD(Secure Firewall Threat Defense) & ASA(Secure Firewall

Adaptive Security Appliance)2| 7|2 ZAt HHo|M &3 E[X| o2 2 ol AAZL ER
gt 3 ggstsoF gt

= — o i X o o
ol {Z! XM= & MGCP C[HIO|A S DIC|o{(&4) ECi=Ee 2F 3 & & EoiELch
Mo. Time Source Destination Protocol Lengtt Info
12 21.289981 1. .28 16 W .6 MGCP 213 CRCX 509 58/5U1/D51-8/1@ MGCP 8.1
13 21.215977 1. W6 1 .28 MGCP/SDP 213 208 509 OK
14 21.216984 1. .20 1. .6 MGCP 144 RONT 511 S@/SU1/D51-8/1@ MGCP 8.1
18 21.218983 1. .6 1. .20 MGCP 57 280 511 OK
20 24.059995 1. .20 1 .6 MGCP/SDP 342 MDCX 513 S@/SU1/DS1-8/1@) i & 3 MGCP 0.1
21 24.861993 1. W6 1 .28 MGCP 57 288 513 OK
22 24.068997 1. W6 1 .8 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8x7AE2, Seq=5377, Time=584785512
23 24.075985 1. .8 1. .6 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8xF22F508, Seq=39645, Time=128207581
24 24.088985 1. .6 1 .8 RTP 218 PT=ITU-T G.711 PCMU, SSRC=BxTAE2, Seq=5378, Time=584785672
25 24.095988 1. .8 1 .6 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8xF22F588, S5eq=39646, Time=128287741
26 24.108988 1. W6 1 .8 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8x7AE2, Seq=5379, Time=584785832
27 24.115991 1 .8 1: . 6 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8xF22F508, Seq=39647, Time=128287381
CS2 MGCP A|2Ed 2 RTP O|C[0{(& ) 2F2| &&2| of lLCt.
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Time 1¢ 8
21.209981 227 | CRCX o 2027 |
21.215977 - 1[_ 200 (CRCX) SDP (g711U._ i YT i
21.216984 2427 ] 0 AP el T “l 2427 i
21218983 2427 | 200 (RQNT) 2427 '
24.059995 2427 MDCX SDP (g711U) v
24.061993 2427 200{{MEEH] 2427
24.068997 | 8348 BIP (9l 1) 30324
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Signaling

Flrewéll Voice device 2

Voice device 1

inside outside

Signaling Request

Signaling Request

Signaling Response Signaling Response
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Media=Voice=RTP

Media device 2

Firewall
Media device 1 ,
inside outside
S é S ™
B> Audio 1 Audio 1" A=
Audio 2" Audio 2
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https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
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