H ot 851 E40{| M BGP AS A% Q| L Ad

BGP AS A% o] mjZ! x{2]
=4

HELQ|3 Cctolo{12

Jor
o

74; 04|:.| EE
715 e
EMCO| ZAm| a2 2j|0|M Et7|

O E A0l M= Cisco Secure Firewall Threat Defense0l| A BGP AS(Autonomous System) X{H2|E
MEhe HFE S AdOd5t
o°|'|_ o |=|O'I| I:-HOH =oH |—||:|'.

AE QT Mg
QLT AE
Cts FAof st X|Alg E)stn o™ REFLICH

+ BGP(Border Gateway Protocol)
» Cisco FMC(Secure Firewall Management Center)
» Cisco FTD(Secure Firewall Threat Defense)

MEElE FE 24
Ol EMel HEE ChE £ ZES| o] & stESo HEE 7[Hr e = gLt

« A 7.7.02 A& 35tE= Cisco Secure Firewall Management Center



« ™ 7.7.082 A&3IE Cisco Secure Firewall Threat Defense

Ol Z2Mol HE= & 3 & 39| C|Hto|AE ECHE R YEE[RELICH Ol 2Mof| AAE 2 E Clbt
OolaE 7|8 I(?I%)ﬁﬂl:alomgé AI&*EI%&LIEL A HEII} &S FQ1 AR 2E
EHE4°| el FEFE 0|2l SXISHAIZ] BHEL(ct.

OrH1

7|49 A< o] AtO|E7t S UBH AS(Autonomous System)
ZE AP%%* [EH de £ e AAE Fdsts W0l 022 &= U&LICH 29X BGP S&2 AS G2
of RtX| AS HE 7t & El F2 £=AE 228 UHI0|EE 4tX|sto{ HEXIHM FZE WXt
= 740l |}

- A - .

7.6 22|20 ME EES| SD-WAN 24 & Alg|of CHEF as-override X[HE TS LICH 12
Lt 7.7 2R|ARE= A BIRE QT AIEOZ Qs BE =0 A eBGPOH CHEF as-override K|
A = |

HE AEE = JU&LICE O|F A slH St AS HEE 7HE SUS ALO|EE 7HE + U&LCH

ofZ2(7[olMd & #HE|RE:

FTD ZEFTD EAHE

7.7.02| FMC o

FMC REST API |(of

FTD X[ HHX |7.7.00F ST

Snort X|& Snort 3

FDMon7.7.0 |X|&E|X| et

BGP AS o] IiZ! X2| &8

« BGP= UPDATE HA|X|E Sdfl Z|o{/H[0|HO| B=Z UOI|o|EE E%E*LIEL

o ZHPF T EMEe DE BGP I|0{0fAM QAT 2 E TI|o{ol MEE
AIR[O EAIEILICE

. UPDATE MIA|X|2| AS-path E440l= 0| UC0|E7} ETH8t ZE RH8 AlAEO| &= M7} XK
E 220| Z&tE|o] &Lt

« as-override CLIZ7| #M3E A< Q1% C[HIO|A AS 5 7} v miotCt as-pathe| 24 AS
352 wAELCH

74

HIE9/3 choloi 12



D route/prefix

as-path attribute

e FOUte update sent from CE1 to FTD
= route update sent by FTD to CE1
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Order of events
x Rejected by CE2 (before as-override)
¢ Accepted by CE2 (after as-override)
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Firewall Management Center

Devices / Secure Firewall Routing Overview Analysis Policies Davices Objects Intagration
—
FPR-4215
Cisco Secure Firewall 4215 Threat Defense Edit Neighbor
Device Inierfaces Inline Sets _R IP Address* Enabled address
Enable IPvd: ! 198.51.100.2
Remote AS* Shutdown administratively

General Ne
— 600

(1-4294967295 ar 1.0-65535.65535)

BFD Fallover Description
R none b
182.0.2.2 Update Source:
Outside-2 R
198.51.100.2
Filtering Routes Routes Timers Advanced Migration
——
Incoming Outgoing
Access List Access List
- { v |.
Route Map Route Map
v |+ | +
Prefix List Prefix List
| 4 * | 4
AS path filter AS path filter
* |+ v | 4

Limit the number of prefixes allowed from the neiahbor

<tfroot>

FTD# show runni ng-config router bgp all

router bgp 500

bgp Tog-neighbor-changes
address-family ipv4 unicast

(Same applicable for 1Pv6 as well)

neighbor 192.0.2.2 remote-as 600
neighbor 192.0.2.2 update-source Outside-1
neighbor 192.0.2.2 activate

neighbor
neighbor
neighbor

nei ghbor

198.51.100.2
198.51.100.2
198.51.100.2

198. 51. 100. 2

remote-as 600
update-source Outside-2
activate

as-override

Deploy Q @ £ @ | admin v

T cnangm

o

S |



no auto-summary
no synchronization
exit-address-family

FTD# show bgp ipv4 unicast nei ghbors 198.51.100.2

BGP neighbor is 198.51.100.2, vrf single_vf, remote AS 600, external Tlink
BGP version 4, remote router ID 198.51.100.2
BGP state = Established, up for 01:13:02
Last read 00:00:07, Tast write 00:00:54, hold time is 180, keepalive interval is 60 seconds
Neighbor sessions:
1 active, is not multisession capable (disabled)
Neighbor capabilities:
Route refresh: advertised and received(new)
Four-octets ASN Capability: advertised and received
Address family IPv4 Unicast: advertised and received
Multisession Capability:
Message statistics:
InQ depth is 0
OutQ depth is 0

For address family: IPv4 Unicast

Session: 198.51.100.2

BGP table version 4, neighbor version 4/0
Output queue size : 0

Index 5

5 update-group member

Overrides the neighbor AS with ny AS before sendi ng updates

Transport(tcp) path-mtu-discovery is disabled
Graceful-Restart is disabled

FTD# show bgp ipv4 unicast nei ghbors 198.51.100.2 adverti sed-routes

BGP table version is 4, local router ID 1is 198.51.100.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

*> 10.1.1.1/32 192.0.2.2 0 0 600 i
Total number of prefixes 1

<{froot>



As-path for 10.1.1.1/32 prefix/route has been nodified from600 to 500 by FTD (where as-override is enat

Ci sco_Cl127#show bgp i pv4 uni cast

BGP table version is 10, local router ID is 198.51.100.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
x best-external, a additional-path, c RIB-compressed,
t secondary path, L long-lived-stale,

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
*> 10.1.1.1/32 198.51.100.1 0
500 500

_i
Ci sco_Cl127#show bgp i pv4 unicast 10.1.1.1

BGP routing table entry for 10.1.1.1/32, version 10
Paths: (1 available, best #1, table default)

Not advertised to any peer

Refresh Epoch 1

500 500

198.51.100.1 from 198.51.100.1 (198.51.100.1)
Origin IGP, Tocalpref 100, valid, external, best
rx pathid: 0, tx pathid: 0x0

Updated on Apr 6 2025 17:02:24 UTC
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« show run router bgp 25 FTDO| X AS-override CLI7} &3t E|0 Ql0o{0F & L|C}.

« show bgp <ipv4/ipv6> ftd2| FLIFHAE Q1T L'-II:IPOI = as-override7} &3t E|IS S LIE}
Li= Ol HIAEE X|'d5HoF & LICt. -> YO0l EE T™& 57| ™ol 217 C|HHO|A ASE my
ASE R{HolgfLct.

« AKX E9| show bgp <ipv4/ipve> FLIFHAEN| HAE B2 HE 7| Qlo{of g L|C}.
ClHH
debug ip bgp updates

debug ip bgp ipv6 unicast updates
debug ip bgp all updates
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/opt/CSCOpx/MDC/log/operation/vmsbesvcs.log

<tfroot>

router bgp 500
address-family ipv4 unicast

nei ghbor 198.51.100.2 as-override

exit-address-family
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