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LINAOI A show running-config policy-map, system support diagnostic-cli& &3l FTD Command
Line Interface(CLI) BHE S Adstoi HEE Ud&LICt

firepower# show running-config policy-map
1
policy-map type inspect dns preset_dns_map
parameters
message-length maximum client auto
message-length maximum 512
no tcp-inspection
policy-map type inspect ip-options UM_STATIC_IP_OPTIONS_MAP
parameters
eool action allow
nop action allow
router-alert action allow
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sqlnet



inspect skinny
inspect sunrpc
inspect sip
inspect netbios
inspect tftp
inspect icmp
inspect icmp error
inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class class_snmp
inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
!

MPF Z2EZ ZAME QI8 HZ! Ax|| A1t
Egi=lo| &atedol gEE ACP(Access Control Policy)2t U x|5tE HAR0T X AlLIZ|201 A
A Z2MAE S| ~AE EY EofE S, X[HEX| s HA|, oHE2AHO|IME E&E E=

AALMEte 2 Qlsll HEE S=ELICH

Ej

j]

Er

ﬂIIII

#2850 88 T2 MaAECt

i)

o Zr&Lch

- EZ{E0| éEE PIE{m|O|A(2laEA & o34 QlE{H o|A)of MAIZH X 28 A
gLIcH Chs BE S AFSELICH

firepower# capture
[interface

J[match

[port
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firepower# show capture

packet number X trace detail

« AA|ZH ASP(Accelerated Security Path) &A1& A&t

MAELICH A/ asp-drop2 ASPOIAM
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firepower# capture

[type

] [interface

] [match

[port
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firepower# show capture asp-drop

8: 16:23:02.462958 10.0.0.5.780 > 172.16.0.3.111: . ack 526534108 win 29200 Drop-reason: (no-adjacency)
9: 16:23:09.769338 10.0.0.5.780 > 172.16.0.3.111: P 1795131583:1795131679(96) ack 526534108 win 29200 D

10:
11:
12:
13:

Cisco {1 ID CSCwj00074

16:23:10.148658 172.16.0.3.111 > 10.0.0.5.780: . ack 4026726685 win 26880 Drop-reason: (no-adjacenc
16:23:10.463004 10.0.0.5.780 > 172.16.0.3.111: . ack 526534108 win 29200 Drop-reason: (no-adjacency
16:23:26.462729 10.0.0.5.780 > 172.16.0.3.111: . ack 526534108 win 29200 Drop-reason: (no-adjacency
16:23:27.548692 10.79.67.11.60855 > 10.79.67.4.6081: udp 176 [GENEVE segment-id 0 payload-length 13

FTDv EHQl of I £ A= inspect sunrpcZt EA15H=1 AEJ oM 21744 0| Qs ERfEIS ArX|ghLCE.
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SQL*NET ZAF AHA| of

Ol AlLt2|2= AWS T 52| EF of ZZA| FTDvOl| CHEF X2 =2, Sql*Nel AAL7L & H3tEl B
Geneve7l = 3tet ECiE 0| AFX|ELICEH

£292 HE E 2! A of cheh JULchS Ust W2 HE E #EE = UR).
X &: asp-drop HZ! WA= BE3HEX| ZE2H, Sqi*Net2 1521 ZEE CHY o2 AFSELICH
= I &: LINAS| VNI 2IE{H| 0| A asp-drop, GeneveE &8 LE 60812 CHACZ AL ELICH

E340i| 5 7tX| CHE AA| O|R7}F U&LICH "tep-buffer-timeout"} "tcp-not-syn"O| & QIE &+ Q&L

95 2024-12-14 07:55:58.771764 172.16.0.14 10.0.8.2 TCP 251 53905 - 1521 [PSH, ACK] Seqg=
95: ©7:55:58.771764 10.7.0.3.64056 > 10.7.2.5.6081: udp 209 [GENEVE segment-id © payload-length 169] Drop-

96 2024-12-14 ©7:55:58.771780 172.16.0.14 10.0.8.2 TCP 1514 [TCP Out-0f-Order] 53905 -» 1521 [AC
96: ©7:55:58.771780 10.7.0.3.64056 > 10.7.2.5.6081: udp 1472 [GENEVE segment-id © payload-length 1432] Dro

99 2024-12-14 07:55:58.997049 172.16.0.14 10.0.8.2 TCP 308 53903 - 1521 [PSH, ACK] Seg=1 Ack=1 |
99: ©7:55:58.997049 10.7.0.3.64056 > 10.7.2.5.6081: udp 266 [GENEVE segment-id © payload-length 226] Drop-

100 2024-12-14 07:55:58.997079 172.16.0.14 10.0.8.2 TCP 1514 [TCP Out-Of-Order] 53903 - 1521 [A
100: 07:55:58.997079 10.7.0.3.64056 > 10.7.2.5.6081: udp 1472 [GENEVE segment-id © payload-length 1432] Dr

ASP &% o|g:

O|&: tcp-buffer-timeout
TCP F&M 2! I AlZh =1}
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QIE{MEEL|X| ot TX A4 | A IiZle 2 H| SYN T3l 2 ehok&Lch.

THE AHE:

MAHMOl H4E oMMz o{EEto|dA T} o|0| HAS2 2 AEHoIM ZE0|1E E= M7} 047
5| ¢1Z40| Yi{ QUCtm Wzt ClO|EE A& HEE Ml O|E =HelE &= U&LCh olz{dt &4& 0l
drMsh £~ Ql= I 71 X| 0| = 'clear local-host' EE £ 'clear xlate'7F A&E Zl:lL|C} EE8F 40|
2|20l MAHEX| tt =0 7HR2E7L WE A S7t5t= B2 0{ZCI0|HAE SHE = JU&LCH A&
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SHZ234: SQL Mo TCP ZE 15211t SUst ZE 0| A SQL H|O|E{ & 0| &35t
AALE HIEGstErLicH 2o 0{Z2H0|21AE SQL*Net AL EMSIE B =
Z2}0|HE 2152 3 7|2 6500001AM 2F 1600022 £0{M C|O|E{ ME EXE Yo ZiLC}.

ICMP Al &K o

Ol AlLIEZ|2= FTD E{AE 42 I8 JLct
ICMP 32| ICMP At E2R0M 5-FE22| A4 ZEE AEEH = U222 ping THZ! 9| 5-
FE2 25 SYstH, o]l E20i M BEE = U= JXH ASP &AM ALF &= "inspect-icmp-seq-

num-not-matched" &l L|C}.

firepower#show cap asp-drop
1: 19:47:09.293136 10.0.5.8 > 10.50.0.53 dicmp: echo reply Drop-reason: (inspect-icmp-seq-num-not-match

Cisco HH1 ID CSCvb92417


https://tools.cisco.com/bugsearch/bug/CSCvb92417

Cluster ASA0]| A To-the-box ICMP_3| A& "inspect-icmp-seg-num-not-matched" Al 2 AMK|| &L

c}.
ASP AHA| O|R:

0|&: inspect-icmp-seq-num-not-matched
ICMP AL A|HA S 7} UR|GHR| &t S
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HZ2%4: ICMP Z4AHE HIZHAISHBLICH BRiAE 27 B2{AEo Q= S 0/ato| FTD 2 ICMP E
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VolP E2{{Z|of CHEt QIE{m|o|A o THZ! R £330l & Qlg = X 0|, SIP EC{ZIC| BYE E2
J= sHE Alztoll 3ot E%ig S ololgLic

&b

O{ZILICt. RTPE AI25tH SIP At

_|_
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1 2023-10-13 18:39:03.421456 10.6.6.66 172.16.3.77 SIP/SDP 1055 Request: INVITE sip:1
2 2023-10-13 18:39:03.448325 172.16.3.77 10.6.6.66 SIP 497 Status: 100 Trying |

3 2023-10-13 18:39:03.525424 172.16.3.77 10.6.6.66 SIP 687 Status: 401 Unauthorized |
4 2023-10-13 18:39:03.525943 10.6.6.66 172.16.3.77 SIP 425 Request: ACK sip:123456789
5 2023-10-13 18:39:03.527331 10.6.6.66 172.16.3.77 SIP/SDP 1343 Request: INVITE sip:1
6 2023-10-13 18:39:03.553544 172.16.3.77 10.6.6.66 SIP 497 Status: 100 Trying |

7 2023-10-13 18:39:05.902815 172.16.3.77 10.6.6.66 SIP/SDP 992 Status: 183 Session Pr
8 2023-10-13 18:39:06.091822 172.16.3.77 10.6.6.66 SIP/SDP 967 Status: 180 Ringing |
9 2023-10-13 18:39:13.114435 172.16.3.77 10.6.6.66 SIP/SDP 1063 Status: 200 OK (INVIT
10 2023-10-13 18:39:13.115899 10.6.6.66 172.16.3.77 SIP 560 Request: ACK sip:55663399
11 2023-10-13 18:40:29.206593 172.16.3.77 10.6.6.66 SIP 642 Request: UPDATE sip:FD3a5
12 2023-10-13 18:40:29.207630 10.6.6.66 172.16.3.77 SIP 659 Status: 200 OK (UPDATE) |
13 2023-10-13 18:41:09.940854 10.6.6.66 172.16.3.77 SIP 684 Request: BYE sip:33445566
14 2023-10-13 18:41:10.003066 172.16.3.77 10.6.6.66 SIP 659 Status: 200 OK (BYE) |

O| CHE of|ofl A sysloge PATE AF2StE OHEE IPE EAIELICEH IPE AF2 7t58 ZE T} SHLHE
O|H SIP MM2 SUst TEO| HAAZUELICH ZE SO 2 25l SIP7F AT &LICH PATZH
ME B0 AL SIP AAlE 448 28 £+ U&Lch

ASP AKX Olf= CHETt Z&LICH "SAEM PAT ZE RtE A&t x0| EESto] IP/ZEOA
IP/ZEZ9|UDP ¢S BHE £ Qi&LIch" U "HAF ATl B2 E, 0lF - 'MH|A A 1]
JaiolMof et A A E"

Nov 18 2019 10:19:34: %FTD-6-607001: Pre-allocate SIP Via UDP secondary channel for 3111:10.11.0.13/506
Nov 18 2019 10:19:35: %FTD-6-302022: Built backup stub TCP connection for identity:172.16.2.20/2325 (17
Nov 18 2019 10:19:38: %FTD-3-305016: Unable to create UDP connection from 3111:10.11.0.12/50195 to 3121
Nov 18 2019 10:19:38: %FTD-4-507003: udp flow from 3111:10.11.0.12/5060 to 3121:10.21.0.12/5060 termina
Nov 18 2019 10:19:39: %FTD-3-305016: Unable to create UDP connection from 3111:10.11.0.12/50195 to 3121
Nov 18 2019 10:19:39: %FTD-4-507003: udp flow from 3111:10.11.0.12/5060 to 3121:10.21.0.12/5060 termina
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sHZE™: SIP AAE HIE E3teLIct Z2 E 29| Mg mEol:

- SIP AAlE ME 7IsE X|ELICH S0|EEE, nl MME S ofZZ2|AH0|1M SRE KL
K| et& LICH RTC Client 5.0 X|HE| K| et&LCt.

- PATE M83tE 39 ZE °*0I LY 1P FL7H ZEE SIP &I HEE HEE & A2 =2
LI 1P F471 R 2 REE + AUt 0 w—’é% YRI5t PAT LAl NATE F &L
Ct.

- SIP A= CtE21H 22 7|2 A M2 AF835t0 7|2 Mo 2 & /g5t L Ct.
*SIP IM(QIAEE HIA|Y) &% & dstE
*SIP ZLEO| H| SIP EEfZ!: AMXIE.
*MH L AEZQIE IP FA &717|: HIEEsHE.
*OtAT AZEQo{ A & H| SIP URI: HIE H35HE.
*CHA S 29| E(hop) 7+ 02 CH 2X| QIS AMAIL. EdstE.
*RTP Mg M. M8E|X| ef&Lct.
*SIP Mt e At 2 &l AS S &SR] DA AL,

=X &

CFSS2 LINAMPF Z2EZE AAIQ 2242 ECHZ 2X|E 257 {6l AMotE HE & dE QL
C}.

+ Show service-policy= & 438IE! LINA MPF ZALo]| CHEF MH|A HM SHE EAIRLICH

firepower# show service-policy



Global policy:
Service-policy: global_policy
Class-map: inspection_default
Inspect: dns preset_dns_map, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/s
Inspect: ftp, packet 0, Tock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-clo
Inspect: h323 h225 _default_h323_map, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: h323 ras _default_h323_map, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate
Inspect: rsh, packet 0, Tock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-clo
Inspect: rtsp, packet 0, Tock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-cl
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: sqlnet, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-
Inspect: skinny, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: sunrpc, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: sip , packet 0, Tock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-cl
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: netbios, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail
Inspect: tftp, packet 0, Tock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-cl
Inspect: icmp, packet 0, Tock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-cl
Inspect: icmp error, packet 0, Tock fail 0, drop O, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-f
Inspect: ip-options UM_STATIC_IP_OPTIONS_MAP, packet 0, Tock fail 0, drop O, reset-drop 0, 5-min-
Class-map: class_snmp
Inspect: snmp, packet 0, Tock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-cl
Class-map: class-default

Default Queueing Set connection policy: drop 0O

Set connection advanced-options: UM_STATIC_TCP_MAP
Retransmission drops: 0 TCP checksum drops : 0
Exceeded MSS drops : O SYN with data drops: 0O
Invalid ACK drops : 0 SYN-ACK with data drops: 0
Out-of-order (000) packets : 0 000 no buffer drops: 0
000 buffer timeout drops : 0 SEQ past window drops: 0
Reserved bit cleared: 0 Reserved bit drops : 0O
IP TTL modified : 0 Urgent flag cleared: 0

Window varied resets: 0
TCP-options:
Selective ACK cleared: 0 Timestamp cleared : O
Window scale cleared : 0
Other options cleared: 0
Other options drops: 0

show service-policy inspect http & 9| 0| MEZ £240{| M= http SHE E04FLICEH

firepower# show service-policy inspect http
Global policy:
Service-policy: global_policy
Class-map: inspection_default
Inspect: http http, packet 1916, drop 0, reset-drop O

protocol violations
packet 0

class http_any (match-any)
Match: request method get, 638 packets
Match: request method put, 10 packets
Match: request method post, 0 packets
Match: request method connect, 0 packets
log, packet 648
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Syntax
#Capture

type asp-drop

match

for example

#Capture asp type asp-drop all match ip any any

#Capture asp type asp-drop all match ip any host x.x.Xx.x

#Capture asp type asp-drop all match ip host x.x.x.x host Xx.x.x.x
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FMC U101 X Objects(7HA) > Object Management(7HA|| £ 2|) > FlexConfig > FlexConfig
Object(FlexConfig 7HX)Z2 0|= 35t 7|2 Protocol Inspection(Z2EZ AAH A S5 3t +
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Firewall Management Center
G s g . Overview Analysis Policies Devices Objects Integration Deploy [s} @ It 9 admin
—

> AAA Server FlexConfig Object 9, inspect X

FlexCanfig Object include device configuration commands, variables, and scripting language instructions. It is used in FlexConfig polices

Application Filters

AS Path Name Description
BFD Template

Default_lnspection_Protocol_Disable Disable Default Inspection, B a
Cipher Suite List

» Community List Default_Inspection_Protocol_Enable Enable Default Inspection. B

DHGP IPvE Pool Inspect_IPv6_Configure Configure inspection for ipv6 traffic. Used text objects in the sc...  Fg QL
Distinguished Name

Inspect_IPvE_UnConfigure UnConfigure inspection for ipvé traffic. FE Q,

External Attributes
File List

~ FlexConfig

FlexConfig Object

Text Object

Geolocation

7|2 FlexConfig ZZEZ Al 7HA]
2EHA.

EY ZZEZE ZHAE H|E 35124 FlexConfig 7| E PHE = U&LICH.

Objects(7HA) > Object Management(7HA| & 2|) > FlexConfig > FlexConfig Object(FlexConfig 7H%i|
) > Add FlexConfig Object(FlexConfig 7H&| £71Z 0|S&fLICt.

0 of|ofl A global_policyoll A SIP ZHALE HIgHA5tstedH CHg 22 AHSslioF gt

policy-map global_policy
class inspection_default
no inspect sip
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Edit FlexConfig Object
Mame:
Disable_sIP

Description:

Disable SIP ALG on
global_policy

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.
Insert v B3 Deployment: Everytime v Type: | Append

policy-map glebal poliey
class inspection_default
no inspect si_ol

v \fariables

Praperty
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Firewall Management Center

Flexconfig Policy Editor

Protocol_Inspection

Enter Description

Available FlexConfig e FlexConfig Object

X

> User Defined
~ System Defined

“§ Default_DNS_Configure

“a Default_Inspection_Protocol_Enable

“i DHCPv6_Prefix_Delegation_Configure
of DHCPvE_Prefix_Delegation_UnConfigure
& DNS_Configure

oF DNS_UnConfigure
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Overview

Analysis Policies Devices

“a Selected Prepend FlexConfigs

# Mame

=% Selected Append FlexConfigs

H MName
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Description

Description
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Preview Config

admin

Policy Assignments (1)
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Enter Description

Avzilable FlexConfig I FlexCanfig Object
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-) User Defined
“ Systern Defined
“& Default_DNS_Configure
[ st nspecon_Prooco Dissts |
“& Default_Inspection_Protocol _Enable
"8 DHCPvE_Prefix_Delegation_Configure
=5 DHCPvB_Prefix_Delegation_UnConfigure
“& DNS_Configure
«F DNS_UnConfigure
"8 Eigrp_Configure
3 Eigrp_Interface_Configure
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Analysis Policies Devices

“a Selected Prepend FlexConfigs

# MName

1 Default_Inspection_Protocol_Disable

=2 Selected Append FlexConfigs

# Name

Objects

Integration

Description

Digable Default Inspection.

Description

Deploy

a ¢

Preview Config

admin
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Cancel

Policy Assignments (1)
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Fi.rE..'WEIIlII .r\r'lanager:ﬂlelnt st Overview Analysis Paolicies Devices Objects Integration Deploy Q 00 fa 2 7] admin
Protocol_Inspection You have unsaved changes Preview Gonfig | m
Enter Description -
Policy Assignments (1)
“& Selected Prepend FlexConfigs
Available FlexConfig , . ; t
ame escripuon
X
~ User Defined
& ACL-ControlPlane
"8 ACL_OUTSIDE_CONTROL_PLANE
"8 Adjust-TCP-MSS
" AnyConnect_FlexObject
_ =2 Selected Append FlexConfigs
"B enable-threat-detection=ravpn
H MName Description
"a Username_Logging_Enable
“ System Defined 1 Disable_SIP Disable SIP ALG on global_policy Oy
" Default_DNS_Configure
=% Default_Inspection_Protocol_Disable
“8 Default_Inspection_Protocol_Enable
@i DHCPvE_Prefix_Delegation_Configure
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> configure inspection

disable

for example
> configure inspection SIP disable
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firepower# show running-config policy-map
|
policy-map type inspect dns preset_dns_map
parameters

message-length maximum client auto

message-length maximum 512

no tcp-inspection
policy-map type inspect ip-options UM_STATIC_IP_OPTIONS_MAP
parameters

eool action allow

nop action allow

router-alert action allow
policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
|
firepower#
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/inspect-overview.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/inspect-basic.html#ID-2092-00000991
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/show_asp_drop_command_usage/show-asp-drop-command-usage.html#pgfId-306660
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/show_asp_drop_command_usage/show-asp-drop-command-usage.html#pgfId-306660
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