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Name Status

demovti . @)
Description

Y

i N
Tunnel ID unnel Source

1 outside (GigabitEthernet0/0) v
e )
"] 10413

7 ™
IP Address and Subnet Mask

169.254.10.1 / 24
\_ J
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Description
V
Tunnel ID unnel Source
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IP Address and Subnet Mask
169.254.20.11 / 24

aq. 192 .168.5.15/17 or 192.168.5.15/255.255.128.0
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Sites Configuration
LOGAL SITE REMOTE SITE
Local VPN Access Interface rRCITICII.'L: IP Address
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Privacy Configuration
IKE Policy
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wevensionz (D) e virsion1 @ )

IKE Policy

Sy

IPSec Proposal
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Site1FTD_Edit_IKE_Policy
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Y Filter
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Create New IKE Policy “

Site1FTD_Add_New_IKE_Policy

Add IKE v2 Policy

J

r————
Diffie-Hellman Group

Lifetime (seconds)

86400

[ Priority Name State
1 AES256_DH14_SHA256_SHAZ56 Q
Encryption
:
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Y Filter

@ AES-GCM-NULL-SHA @
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Create New IKE Policy

Site1FTD_Enable_New_IKE_Policy
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Add IKE v2 IPSec Proposal
+
Name
Y Filter SET DEFAULT
AES256_SHA256
& AES-GCM in Default Set il I ——
& AES-SHA AES256 >
& DES-SHA-1 Integrity Hash

Site1FTD_Add_New_IKE_Proposal



Y Filter SET DEFAULT
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) KE palicies are global, you cannet eonfigure differam policies par VBN, Ary enabled KE Policies are availabie to all VPN
COANBELONS.

e version 2 () IKE VERSION 1 (@)
IKE Policy

Globally applied EDIT..
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Custom set selected EDIT...
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Demo_S2S Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

VPN Access 0 demovti (169.254.10.1) < | PeeriP Address 192.168.10.1

Interface

IKE Policy aes,aes-192,aes-256-sha512,sha384,sha,sha256-sha512,sha384,sha,sha256-21,20,16,15,14, aes,aes-256-
sha,sha256-sha,sha256-14

IPSec Proposal aes,aes-256-sha-1,sha-256

Authentication Pre-shared Manual Key

S y

IKE V1: DISABLED

IPSEC SETTINGS
Lifetime 28800 seconds
Duration
Lifetime Size 4608000 kilobytes

ADDITIONAL OPTIONS
o Information is copied to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successful

eacx I

Site1FTD_ISP1_Review_VPN_Config_Summary

T

6EHA. ISP2E S35l Al Site-to-Site VPN AAd52{0H 5EHAH|E gt=8FL|C}.



Demo_S25_SP2 Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

VPN Access 0B demonti_sp?2 (169.254.20.11 [ Peer IP Address 192.168.20.1
Interface

(II;E Palicy ass, aes-192 aes5-256-5ha%12,5ha384 ,sha,shal?56-sha512,5ha384 sha sha256-21,20,16,15,14, aes, a65-256- -\
sha,sha256~-5ha,sha256-14

IPSec Proposal aes,aes-256-sha-1,5ha-256

Authentication Pre-shared Manual Key

IKE ¥V1: DISABLED

2B800 seconds

\[’Pe
Lifetime
Duration
Lifetime Size

4608000 kilobytes

6 Information Is ot pied to the clipboard when you click Finish. You must allow the browser to access your clipboard for the cop v 1o be suc cessfu

Site1FTD_ISP2_Review_VPN_Config_Summary
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Add NAT Rule

Before Auto NAT Rules

Packet Translation Arvanced Options

DRIGING PACKET THANSLATED PACHET

Source nterface Destination Interface

insicle Ay

Seures Address Source Ao

Inside_152.188.70 ~

Destination Address

peer_192.168.50.0

Site1FTD_Nat_Exempt_Rule

Inside_192.168.70 ~

Destination Address

peer_192.168.50.0




Title Create Rule for Status

NAT Exempt Manual NAT v D

Manual NAT rules allow the transiation of the source &s well 23 the destination address of a network packei. Destination and part
translation ame optional. You can place manual MAT rules eithar before or after Auto NAT rules and insert the nules at a apecific location

Placermant Type

Before Auto NAT Rules S Static bt

Packet Translation Advanced Options

Translate DMNS replies that match this rule

Fallthrough to Interface PAT (Destination Interface)

[ Perform route lookup for Destination interface I

Do not prosey ARP on Destination Interface

Show Disgram (@ ) canCEL “

Site1FTD_Nat_Exempt_Rule_2

PN e i) o == = £3 . admin alonilss 2afusn
Firewall Device Manager Nioriteiing ol Obects Haiicos tanmis @ @ @ : At wice SECURE

& Security Policies
oy = SSL Decryption  —3 ldentity —* | Security inteligence  — —: @ AccessControl+ % Intrusion

3 rules ¥ Filter +

INTEBFACES  SOURCE AD_ DESTINATIOL. . O DESTINATIOL : DESTINATIOL.

# 1 MAT Exompt STATIC gy Insiga_192.1.. poar_192.16... ANY ANY nside_192.1... poar_192.16.. AN ANY
Aty

Manual MAT Rulos (After)

31 ISPINaRule CMANIC insicie any-ipit ANY ANY ANY Intertace ANY ANY ANY
cutsidi

* 3 ISPINatRule DYNAMIC insici amgeipnd ANY ANy Intertacn RN ANY
cunsiied

Site1FTD_Nat_Rule_Overview

OEHA| Hu|aefo|M #HE Mg S FHELICH

] o £ [——i T . i
Firewall Device Manager e o @ O . @ . admin T pp———
rewen Demes)vianag Menitoring Policies Objects Device: fv742 - @ 2 Administrator s SECURE
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Site2 FTD VPN Z4IZ| 12 0|M
10EHA|. AFOIE 2 FTDOY| a@ at= D7 +E AL&E 5o 1EHHIF B 9E A X| = L(Ct.

DemoS2S Connection Profile

ﬂ Peer endpoint needs to be configured according to specified below configuration.

VPN Access OB demondti23 (169.254,10.2) f;-? Peer IP Address 192.168.30.1
Interface

(_IKE Policy aes aes- 192 aes-256-5ha512 shalBd sha sha256-5ha512 shaldB4d sha sha256-21,20,16,15,14, aes aes-256- -\
sha,sha256-sha,sha256-14

IPSec Proposal ses,aes-256-sha-1,sha-256
Authentication Pre-shared Manual Key
LTyrpa J

IKE V1: DISABLED

IPSEC SETTINGS
Lifatime 28800 seconds
Duration
Lifetime Size AB08000 kilobytes
o Information is C':u:-iE:I to the clipboard when you click Finish. You must allow the browser to access yaur clipboard for the copy o be succeassfu

Site2FTD_ISP1_Review_VPN_Config_2 2



Demo_52S_SP2 Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

VPN Access QP demovti_sp2 (169.254.20.12) (:} Peer IP Address 192.168.40.1
Interface

IKE Policy aes,aes-192,ae5-256-5ha512,sha384 sha,sha256-sha512, sha3d4,sha, sha256-21,20,16,15,14, aes,aes-256-
sha,sha256-sha,sha256-14

IPSec Proposal aes, aes-256-sha-1,5ha- 256

Authentication Pre-shared Manual Key

Type

IKE V1: DISABLED

IPSEC SETTINGS

Lifetime 28800 seconds
Duration
Lifetime Size 4608000 kilobytes

ﬂ Infarmation is copied to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successful.

BAsK

Site2FTD_ISP2_Review_VPN_Config_2 2t



Edit NAT Rule

Title Create Rule for

NAT Exempt Manual NAT

Placemant

Before Auto NAT Rulal

Packet Translaticn Advanced Options

CRIGINAL PACKET TRANSLATED PACKET
[oource Imerace Y Destination Interface

inside

Any

Source Address Source Pon Source Address

inside_192.168.50 ] Any inside_192.168.50 v

Destination Address Destingtion Port Destination Address Destination Port
peer_192.168.70. Ay B peer_192.168.70.0 v Ay ~
Show Diagram @ CANGEL

Site2FTD_Nat_Exempt_Rule
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Object Types Network Objects and Groups
9 cbjects ¥ Filter ]
Preset fillers: System defined, Liser defined

Site1FTD_Create_Network_Object
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Add Network Object

MNama

local_192.168.70.10

Description

Type

Metwork Host FQDN Range
S O ©

Haost

192.168.70.10

Site1FTD_Site1FTD_PBR_LocalObject

11.2EH7. Site2 Client2 IP F4 0| A& BHELICH R WEE NI ELICH OK(E Q) HES 2
28 |ct.

Add Network Object

Name

remole_192.168.50.10

Description

Type

(O Metwerk (O raon (O Range

Host

182.168.50.10

Site1FTD_PBR_RemoteObject

12EtH|. PBRO| EH%_ A MM A 22
Configuration(ZL& ZHI|2z0|M) S 2
gfLict

M-dgrLct. Device(C|HHO|A) > Advanced
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Mornitoring Policies Objects

Firewall Device Manager

Model

[
Device: ftdu742

Software VDR

Intrusion Rule Update:
Cisco Firepower Threat Defenss for KVM 742172 3760 DTIN0T1-1536

Cloud Sarvioes High Avelabiity
& Connected | fangni Mot Configurad

H admin
Ackraniistratesr

‘&L SECURE

Interfaces

View All nterfaces >

Routing
6 static roudrs

View Configuration >

Updates

Gelocation, Ruk:, VOB, Systermn Upgrade,
Secunty Ineligance Fesds

View Configuration >

Smart License
Raglsterad

Ticr: FTDWSD - 10 Ghps

View Conflguration »

Backup and Restore
Last Backup: 14 Aug 2024

View Configuration >

Troubleshoot

created pet

RECLEST FILE T BE CREATELD

System Settings
Maragemsnt Access

Logging Sottings

DH arvar § Falay
DONS Service

DNS Server
Hostname

Tima Services

5L Settings

See mone

Site-to-Site VPN

2 connections

View Configuration »

Site1FTD_View_Advanced_Configuration

Remote Access VPN

Rec
Mo &

et License
tians | 1 Group Pokcy

Canfigurs >

12.1EtA|. Smart CLI > Objects2 O|SEfLICH +EHFE

. : i} y
Firewall Device Manager - g
; Moniboring Policies

Dewlce Summary

Objects

Advanced
Configuration

Smart CLI

Advanced Configuration
Inchucies: FleConfi, Smart GLI
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Add Smart CLI Object
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Extended Access List
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Add Smart CLI Object

Name Description
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Route Map
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Name Description

Demo_PBR_RouteMap
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configure match i

match ipvd
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Add Smart CLI Object

Description
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Add Network Object
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Add Network Object

Name
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Description

Type
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Add Static Route

Name

ToSP1GW

Description

nterface

outside (GigabitEthernet0/0) v

Protocol

@ 1Pva () IPv6

ateway Metric
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SLA Monitor Applicable only for IPvl Protocol type

sla-outside v
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Add Static Route

Name

DefaultToSP2GW
Description

Y

Interface

outside2 (GigabitEthernet0/1) v
Gateway Metric
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SLA Monitor Applicable only for IPvd Protocol type
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Add Static Route

Name
SpecificToSP2GW
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Y
Interface
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Protocol
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SLA Monitor Applicable only for Ifv4 Protocol type
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Add Static Route

Name

ToVTISP|

Description

7
Interface
demovti (Tunnel1) v
T peer_192.168.50.0
ateway Metric
peer_vti_169.254.10.2 v 1
SLA Monitor Applicable only for JPvd Protocol type
sla-outside v
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Add Static Route

Name

ToVTISP2_Backup|

Description
Vi
Interface
demovti_sp2 (Tunnel2) v
Protocol
@ 1Pva () IPv6
Networks
+
T peer_192.168.50.0
Gateway Metric
peer_vti_169.254.20.12 v 22
SLA Monitor Applicable only for IPv4 Protocol type
Please select an SLA Monitor v
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Add Static Route

ame

ToVTISPZ

Description

Interface

demovti_sp2 (Tunnel2)

D) remote_192.168.50.10

Gateway

peer_vti_169.254.20.12

SLA Monitor Applicable only for§Pv4 Protocol type

sla-outside2

Site1FTD_Create_StaticRoute_6
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5 ToVWTISPZ_backup demovii_sp2 Pwd 192.168.70.0/24 169.254.20.11 22

& TaWTISP1 demovii2s IPwid 192.168.70.0/24 169.254.10.1 sla-outside 1

Site2FTD_Create_StaticRoute

T80| SHE2H A Sst=X| FelotedH o]l MMHE H &AL 2& = SSHE Sl Sitet

FTD %! Site2 FTD2| CLIZ O|S&fL|C}.
ISP1 & |SP2 25 XA Rt

VPN

//Sitel FTD:

ftdv742# show crypto ikev2 sa

IKEv2 SAs:

Session-id:156, Status:UP-ACTIVE, IKE count:1l, CHILD count:1

Tunnel-id Local Remote
1072332533 192.168.30.1/500 192.168.10.1/500
Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/44895 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535



ESP spi in/out: Oxec031247/0xc2f3f549
IKEv2 SAs:
Session-id:148, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1045734377 192.168.40.1/500 192.168.20.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/77860 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x47bfa607/0x82e8781d

// Site2 FTD:

ftdv742# show crypto ikev2 sa

IKEv2 SAs:

Session-id:44, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
499259237 192.168.10.1/500 192.168.30.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/44985 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0xc2f3f549/0xec031247

IKEv2 SAs:
Session-id:36, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
477599833 192.168.20.1/500 192.168.40.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/77950 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x82e8781d/0x47bfa607

ox
Hu

// Sitel FTD:
ftdv742# show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route

PSK

PSK

PSK



o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 192.168.30.3 to network 0.0.0.0

0.0.0.0 0.0.0.0 [1/0] via 192.168.30.3, outside

169.254.10.0 255.255.255.0 is directly connected, demovti
169.254.10.1 255.255.255.255 is directly connected, demovti
169.254.20.0 255.255.255.0 is directly connected, demovti_sp2
169.254.20.11 255.255.255.255 is directly connected, demovti_sp2
192.168.20.1 255.255.255.255 [1/0] via 192.168.40.4, outside?2
192.168.30.0 255.255.255.0 is directly connected, outside
192.168.30.1 255.255.255.255 is directly connected, outside
192.168.40.0 255.255.255.0 is directly connected, outside2
192.168.40.1 255.255.255.255 is directly connected, outside2
192.168.50.0 255.255.255.0 [1/0] via 169.254.10.2, demovti
192.168.50.10 255.255.255.255 [1/0] via 169.254.20.12, demovti_sp2
192.168.70.0 255.255.255.0 is directly connected, inside
192.168.70.1 255.255.255.255 is directly connected, inside

I_ﬁU')U')I_ﬁI_ﬁU')I_ﬁI_ﬁU?

// Site2 FTD:
ftdv742# show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 192.168.10.3 to network 0.0.0.0

0.0.0.0 0.0.0.0 [1/0] via 192.168.10.3, outside

169.254.10.0 255.255.255.0 is directly connected, demovti25
169.254.10.2 255.255.255.255 is directly connected, demovti25
169.254.20.0 255.255.255.0 is directly connected, demovti_sp2
169.254.20.12 255.255.255.255 is directly connected, demovti_sp2
192.168.10.0 255.255.255.0 is directly connected, outside

(ﬁ(ﬁl_ﬁ(ﬁl_ﬁl_ﬁl_ﬁl_ﬁ(/?

192.168.10.1 255.255.255.255 is directly connected, outside
192.168.20.0 255.255.255.0 is directly connected, outside2
192.168.20.1 255.255.255.255 is directly connected, outside2
192.168.40.1 255.255.255.255 [1/0] via 192.168.20.4, outside2
192.168.50.0 255.255.255.0 is directly connected, inside
192.168.50.1 255.255.255.255 is directly connected, inside
192.168.70.0 255.255.255.0 [1/0] via 169.254.10.1, demovti25
192.168.70.10 255.255.255.255 [1/0] via 169.254.20.11, demovti_sp2
SLA 2 L|E

// Sitel FTD:

ftdv742# show sla monitor configuration
SA Agent, Infrastructure Engine-II



Entry number: 188426425

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.40.4

Interface: outside2

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

Entry number: 855903900

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.30.3

Interface: outside

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

ftdv742# show sla monitor operational-state

Entry number: 188426425

Modification time: 08:37:05.132 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1748

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 30

Latest operation start time: 13:44:05.173 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 30 RTTMin: 30 RTTMax: 30

NumOfRTT: 1 RTTSum: 30 RTTSum2: 900

Entry number: 855903900
Modification time: 08:37:05.133 UTC Wed Aug 14 2024



Number of Octets Used by this Entry: 2056
Number of operations attempted: 1748
Number of operations skipped: 0

Current seconds left in Life: Forever
Operational state of entry: Active

Last time this entry was reset: Never
Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 30

Latest operation start time: 13:44:05.178 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 30 RTTMin: 30 RTTMax: 30
NumOfRTT: 1 RTTSum: 30 RTTSum2: 900

// Site2 FTD:

ftdv742# show sla monitor configuration
SA Agent, Infrastructure Engine-II

Entry number: 550063734

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.20.4

Interface: outside2

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

Entry number: 609724264

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.10.3

Interface: outside

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active



Enhanced History:

ftdv742# show sla monitor operational-state

Entry number: 550063734

Modification time: 09:05:52.864 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1718

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 190

Latest operation start time: 13:42:52.916 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 190 RTTMin: 190 RTTMax: 190

NumOfRTT: 1 RTTSum: 190 RTTSum2: 36100

Entry number: 609724264

Modification time: 09:05:52.856 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1718

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 190

Latest operation start time: 13:42:52.921 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 190 RTTMin: 190 RTTMax: 190

NumOfRTT: 1 RTTSum: 190 RTTSum2: 36100

Ping HIAE

AILF2|2 1. Site1 Client1 Site2 Client101| ping &t L|C}.

pingst 7| T101 show crypto ipsec sal| FH2E{E &It A A|2. | inc R2IE{H|0|A:|encap|decap on
Site1 FTD.

Ol ofofl M Tunnel12 Z=3tE I8 1497712 NS, JZ=35tE 2l 1498712 THAE EHo{E L
Ct.

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti
#pkts encaps: 1497, #pkts encrypt: 1497, #pkts digest: 1497
#pkts decaps: 1498, #pkts decrypt: 1498, #pkts verify: 1498



#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 16, #pkts encrypt: 16, #pkts digest: 16

#pkts decaps: 15, #pkts decrypt: 15, #pkts verify: 15

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

Site1 Client1 Site2 Client10{| CH3H ping2 =& & LIC.

Sitel_Clientl#ping 192.168.50.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 10/97/227 ms

show crypto ipsec sal| Z}2E{E & QIR LICt. | inc 2/E{H| O] A:|encap|decap on Site1 FTD after
ping successfully.

Ol oflofl M B 12 &3 E fIB 1502702 T 1t Z=35HE 2I8t 1503702 A E EoiFH, F
Ft2E= 25 571 3! 746104 571 2] ping ol 2 R E 3t LX[ELICH Ol= Site1 Client10{ A
Site2 Client122| pingO| ISP1 Ef'd 1& S8l 2t EE LIEHLICH BHd 20 ME Zest = A
=3} siAl 7 2E{7F E7I6HX| ekt 22 o] EEfE | AEE|D UX| 2t S E & QlEL|ct

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti

#pkts encaps: 1502, #pkts encrypt: 1502, #pkts digest: 1502

#pkts decaps: 1503, #pkts decrypt: 1503, #pkts verify: 1503

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 16, #pkts encrypt: 16, #pkts digest: 16

#pkts decaps: 15, #pkts decrypt: 15, #pkts verify: 15

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

AIL}E|L 2. Site1 Client2 Site2 Client201| ping & LICt.

pingstZ| 01l show crypto ipsec sal| 7t 2E{& &It A A|2. | inc QIE{H|0|A:|encap|decap on
Site1 FTD.

Ol oloil M Tunnel2= Z{E2HE 2lall 21712 WZ!E, He=HE 2ls 20712 WIS EoiFELICH

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti
#pkts encaps: 1520, #pkts encrypt: 1520, #pkts digest: 1520



#pkts decaps: 1521, #pkts decrypt: 1521, #pkts verify: 1521

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 21, #pkts encrypt: 21, #pkts digest: 21

#pkts decaps: 20, #pkts decrypt: 20, #pkts verify: 20

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

Site1 Client2 Site2 Client20{| CH3H ping2 =& & LICt.

Sitel_Client2#ping 192.168.50.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.10, timeout 1is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/39/87 ms

show crypto ipsec sal| 7}2E{E = I LIC}. | inc 2/E{H| 0|A:|encap|decap on Site1 FTD after
ping successfully.

Of odlof M Tunnel 2= ZE3HE I8 2670 Tt ZE5HE 2/ 2570 THAE EoiF M, F 7I=2H
= 25 571 TfZ! B7+5H04 5712 ping o2 2t Y X|FLICt O|= Site1 Client20{| A Site2
Client22 9| ping0| ISP2 E{'d 2& &3l 2I*EE2 LfEfL”LIEk HE 10 = Zest = HEst
A Ft2E7t B7tetR| AU 2 O] EEfTol| AFS LD UX| AZS =elgfLict.

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti

#pkts encaps: 1520, #pkts encrypt: 1520, #pkts digest: 1520

#pkts decaps: 1521, #pkts decrypt: 1521, #pkts verify: 1521

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26

#pkts decaps: 25, #pkts decrypt: 25, #pkts verify: 25

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

ISP10| Ao 2 2 E35l= S0 ISP10| SE EH
Ol ofof M= ISP10IA RQUE{HIO|A E0/1E 502 E850{ ZTHO| &3t ISP12 AIEd|0|ME
L|C}.

Internet_SPl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Internet_SPl(config)#

Internet_SPl(config)#interface EO/1
Internet_SP1l(config-if)#shutdown
Internet_SPl(config-if)#exit



Internet_SP1(config)#

VPN

E{d 10l(7}) CFHREIR&LICH IKEV2 SAWIME Tunnel22t & A3HEILICH

// Sitel FTD:

ftdv742# show interface tunnel 1
Interface Tunnell "demovti", is down, Tine protocol is down
Hardware is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.10.1, subnet mask 255.255.255.0
Tunnel Interface Information:
Source interface: outside IP address: 192.168.30.1
Destination IP address: 192.168.10.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4 IPsec profile: ipsec_profile|e4084d322d

ftdv742# show crypto ikev2 sa
IKEv2 SAs:

Session-id:148, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1045734377 192.168.40.1/500 192.168.20.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/80266 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x47bfa607/0x82e8781d

// Site2 FTD:

ftdv742# show interface tunnel 1
Interface Tunnell "demovti25", is down, Tine protocol is down
Hardware 1is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.10.2, subnet mask 255.255.255.0
Tunnel Interface Information:
Source interface: outside IP address: 192.168.10.1
Destination IP address: 192.168.30.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4 IPsec profile: ipsec_profile|e4084d322d
ftdv742#

ftdv742# show crypto ikev2 sa
IKEv2 SAs:
Session-id:36, Status:UP-ACTIVE, IKE count:1l, CHILD count:1

Tunnel-id Local Remote
477599833 192.168.20.1/500 192.168.40.1/500

PSK



Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/80382 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x82e8781d/0x47bfa607

a2

ZZ H|o|E0iM ] B=Tt HSELICH

// Sitel FTD:
ftdv742# show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is 192.168.40.4 to network 0.0.0.0

0.0.0.0 0.0.0.0 [2/0] via 192.168.40.4, outside2

169.254.20.0 255.255.255.0 is directly connected, demovti_sp2
169.254.20.11 255.255.255.255 is directly connected, demovti_sp2
192.168.20.1 255.255.255.255 [1/0] via 192.168.40.4, outside2
192.168.30.0 255.255.255.0 is directly connected, outside
192.168.30.1 255.255.255.255 is directly connected, outside
192.168.40.0 255.255.255.0 is directly connected, outside2
192.168.40.1 255.255.255.255 is directly connected, outside2
192.168.50.0 255.255.255.0 [22/0] via 169.254.20.12, demovti_sp2
192.168.50.10 255.255.255.255 [1/0] via 169.254.20.12, demovti_sp2
192.168.70.0 255.255.255.0 is directly connected, inside
192.168.70.1 255.255.255.255 is directly connected, inside

OPRPr ORrOoORr

// Site2 FTD:
ftdv742# show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is 192.168.10.3 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.10.3, outside
C 169.254.20.0 255.255.255.0 is directly connected, demovti_sp2
L 169.254.20.12 255.255.255.255 is directly connected, demovti_sp2



C 192.168.10.0 255.255.255.0 is directly connected, outside

L 192.168.10.1 255.255.255.255 is directly connected, outside

C 192.168.20.0 255.255.255.0 is directly connected, outside2

L 192.168.20.1 255.255.255.255 is directly connected, outside2

S 192.168.40.1 255.255.255.255 [1/0] via 192.168.20.4, outside?2

C 192.168.50.0 255.255.255.0 is directly connected, inside

L 192.168.50.1 255.255.255.255 is directly connected, inside

S 192.168.70.0 255.255.255.0 [22/0] via 169.254.20.11, demovti_sp2

S 192.168.70.10 255.255.255.255 [1/0] via 169.254.20.11, demovti_sp2
SLA 2 L|E

Site1 FTDO{ A SLA 2 L|E{= ISP10f CHEF &= 1% 855903900 A|Zh ZH(CHY FAE
192.168.30.3)8 EAIELICE

// Sitel FTD:

ftdv742# show sla monitor operational-state

Entry number: 188426425

Modification time: 08:37:05.131 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1786

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 100

Latest operation start time: 14:22:05.132 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 100 RTTMin: 100 RTTMax: 100

NumOfRTT: 1 RTTSum: 100 RTTSum2: 10000

Entry number: 855903900

Modification time: 08:37:05.132 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1786

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout
Latest operation start time: 14:22:05.134 UTC Thu Aug 15 2024
Latest operation return code: Timeout

RTT Values:

RTTAvg: 0 RTTMin: 0 RTTMax: 0

NumOfRTT: O RTTSum: O RTTSum2: 0

ftdv742# show track
Track 1



Response Time Reporter 855903900 reachability
Reachability is Down
7 changes, last change 00:11:03
Latest operation return code: Timeout
Tracked by:
STATIC-IP-ROUTING O
Track 2
Response Time Reporter 188426425 reachability
Reachability 1is Up
4 changes, last change 13:15:11
Latest operation return code: OK
Latest RTT (millisecs) 140
Tracked by:
STATIC-IP-ROUTING O

Ping HIAE

to

ping3t 7| Z10 show crypto ipsec sal| F}2E{E &It AI2. | inc RIE{H|0|A:|encap|decap on

Site1 FTD.

|3l 35712] mZ!E EoiELICE.

o

Ol oloil M Tunnel2= Z{E2HE 2lall 36712 WZ!lS, JU =S E

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti_sp2
#pkts encaps: 36, #pkts encrypt: 36, #pkts digest: 36
#pkts decaps: 35, #pkts decrypt: 35, #pkts verify: 35
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

Site1 Client1 Site2 Client10{| CH3l pingS =& & LICH.

Sitel_Clientl#ping 192.168.50.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Site1 Client2 Site2 Client20| CH3l ping2 =& & LICH.

Sitel Client2#ping 192.168.50.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 34/56/87 ms



show crypto ipsec sal| Z}2E{E & QI&FLIC}. | inc Q2IE{H|0|A:|encap|pingdll S8 & AO|E1
FTDO M decap

o] odloll M B ZE He3tE I8 4671 I &3 E /T 4570 IS HoiF M, F 7I2EE
25 1070 TZ! B7+et04 10702 ping 0l 2 21 UR[EFLICH O|= ping HZ!0| ISP2 E{'H 2E &
of cteEEE I—PEP'-”LIEL

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti_sp2
#pkts encaps: 46, #pkts encrypt: 46, #pkts digest: 46
#pkts decaps: 45, #pkts decrypt: 45, #pkts verify: 45
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

ISP10| B M2 5 &5t= 52 ISP20iM SH B

b
_O'I_l
2
ol
M
9
r°l-

Of odlof M= ISP20I M RIE{H|O|A EO/ME S22 I ISP2E A|21|0|M 5

LICE.

Internet_SP2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Internet_SP2(config)#

Internet_SP2(config)#int e0/1
Internet_SP2(config-if)#shutdown

Internet_SP2(config-if)#AZ

Internet_SP2#

VPN

E{d 27} CHR EIRAE LICH IKEV2 SA0| M= Tunnel1BF & A8 EILICH.

// Sitel FTD:

ftdv742# show interface tunnel 2
Interface Tunnel2 "demovti_sp2", is down, Tine protocol is down
Hardware is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.20.11, subnet mask 255.255.255.0
Tunnel Interface Information:
Source interface: outside2 IP address: 192.168.40.1
Destination IP address: 192.168.20.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4 IPsec profile: ipsec_profile|e4084d322d

ftdv742# show crypto ikev2 sa

IKEv2 SAs:



Session-id:159, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1375077093 192.168.30.1/500 192.168.10.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/349 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x40f407b4/0x26598bcc

// Site2 FTD:

ftdv742# show int tunnel 2
Interface Tunnel2 "demovti_sp2", is down, Tine protocol is down
Hardware is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.20.12, subnet mask 255.255.255.0
Tunnel Interface Information:
Source interface: outside2 IP address: 192.168.20.1
Destination IP address: 192.168.40.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4 IPsec profile: ipsec_profile|e4084d322d

ftdv742# show crypto ikev2 sa
IKEv2 SAs:
Session-id:165, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1025640731 192.168.10.1/500 192.168.30.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/379 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x26598bcc/0x40f407b4

\|
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// Sitel FTD:
ftdv742# show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is 192.168.30.3 to network 0.0.0.0

PSK

PSK



S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.30.3, outside

C 169.254.10.0 255.255.255.0 is directly connected, demovti

L 169.254.10.1 255.255.255.255 is directly connected, demovti

C 192.168.30.0 255.255.255.0 is directly connected, outside

L 192.168.30.1 255.255.255.255 is directly connected, outside
C 192.168.40.0 255.255.255.0 is directly connected, outside2

L 192.168.40.1 255.255.255.255 is directly connected, outside2
S 192.168.50.0 255.255.255.0 [1/0] via 169.254.10.2, demovti

C 192.168.70.0 255.255.255.0 is directly connected, inside

L 192.168.70.1 255.255.255.255 is directly connected, inside

// Site2 FTD:
ftdv742# show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 192.168.10.3 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.10.3, outside

C 169.254.10.0 255.255.255.0 is directly connected, demovti25

L 169.254.10.2 255.255.255.255 is directly connected, demovti25
C 192.168.10.0 255.255.255.0 is directly connected, outside

L 192.168.10.1 255.255.255.255 is directly connected, outside

C 192.168.20.0 255.255.255.0 is directly connected, outside2

L 192.168.20.1 255.255.255.255 is directly connected, outside2
S 192.168.40.1 255.255.255.255 [1/0] via 192.168.20.4, outside2
C 192.168.50.0 255.255.255.0 is directly connected, inside

L 192.168.50.1 255.255.255.255 is directly connected, 1inside

S 192.168.70.0 255.255.255.0 [1/0] via 169.254.10.1, demovti25
SLA 2 L|E

Slte1 FTDO'"A‘I SLA EL'E—'E |SP20.” EH?J. %}g |I:|__|
192.168.40.4)S E A|gtL|CH,

ok

188426425 AlZt ZINCHA FAE

// Sitel FTD:

ftdv742# show sla monitor operational-state

Entry number: 188426425

Modification time: 08:37:05.133 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1816

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active



Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout

Latest operation start time: 14:52:05.174 UTC Thu Aug 15 2024
Latest operation return code: Timeout

RTT Values:

RTTAvg: O RTTMin: 0 RTTMax: O

NumOfRTT: 0O RTTSum: O RTTSum2: O

Entry number: 855903900

Modification time: 08:37:05.135 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1816

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 10

Latest operation start time: 14:52:05.177 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 10 RTTMin: 10 RTTMax: 10

NumOfRTT: 1 RTTSum: 10 RTTSum2: 100

ftdv742# show track
Track 1
Response Time Reporter 855903900 reachability
Reachability is Up
8 changes, last change 00:14:37
Latest operation return code: OK
Latest RTT (millisecs) 60

Tracked by:
STATIC-IP-ROUTING O
Track 2

Response Time Reporter 188426425 reachability
Reachability is Down
5 changes, last change 00:09:30
Latest operation return code: Timeout
Tracked by:
STATIC-IP-ROUTING O

Ping HIAE

to

pingstZ| 01| show crypto ipsec sal| 7t 2E{& &It A A|2. | inc QIE{H|0|A:|encap|decap on

Site1 FTD.
0| 0|0 A Tunnel 1

HestE 2loll 74712 TS, JAWe=HE /o 73712 WIS HoiFELICH
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// Sitel FTD:



ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti
#pkts encaps: 74, #pkts encrypt: 74, #pkts digest: 74
#pkts decaps: 73, #pkts decrypt: 73, #pkts verify: 73
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

Site1 Client1 Site2 Client10{| CH3H ping2 =& & LIC.

Sitel_Clientl#ping 192.168.50.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 30/158/255 ms
Site1 Client2 Site2 Client20i| CH3H ping2 3% &LICt.

Sitel_Client2#ping 192.168.50.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 6/58/143 ms

show crypto ipsec sal| Zt2E{E & QIEFLIC}. | inc 2/E{H|O|A:|encap|decape Site1 FTDOIAM
pingZ & LILCt.

Of od|of M Tunnel 12 ZE35tE I8 847 Tt Z=5HE 2/ 8370 2 EoiF M, F 7t2H
= 25 1074 TiZ! &7t5t04 107H°| ping 0|2 31t LX|ELICt O|l= ping THZ!O[ ISP1 E{H 12
Sl ZI*EES I—PEP' L|Ct.

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti
#pkts encaps: 84, #pkts encrypt: 84, #pkts digest: 84
#pkts decaps: 83, #pkts decrypt: 83, #pkts verify: 83
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

=X 52



debug crypto ikev2 platform 255
debug crypto ikev2 protocol 255
debug crypto ipsec 255

debug vti 255

O|2{8t debug BHEE ALE50{ PBR Ao EXE AT =+ U

debug policy-route

O|2{8t debug HHEE AtE 3504 SLA Monitor Al440| 2

ftdv742# debug sla monitor ?
error QOutput IP SLA Monitor Error Messages
trace Output IP SLA Monitor Trace Messages
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