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https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-
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ARP = ARP(Address Resolution Protocol)
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-@ FTD HA pair -@
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| FTD (Primary/Active) FTD2 (Secondary/Standby)

18HA. 718 E=tHol M ClHtol& | so]d LHE LY

FMC1(2& 24 FMC)0i| A Devices(C|HFO|A) > Device Management(C|HFO|A #2|)2 O|S & LIC.
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FII’GW8|I| Managemem Center Overview  Analysis  Policies  Devices  Objects  Integration  Deploy Q é" fo N 7 ] admin AWl cECURE

FTD3100_HA

Cisco Secure Firewall 3120 Threat Defense

Surmmary High Avallability Device Interfaces Inline Sets Routing DHCP VTEP

——

1 .
General Faaaxy System oG
MName: FTD1 Model: Cisco Secure Firewall 3120 Threat Defense
Troubleshoot: Logs | [ cu Serial: FJZ254600PB
Mode: Routed Time: 2025-03-07 07:51:23
Compliance Mode: MNone Time Zone: UTC (UTC+0:00)
TLS Crypto Acceleration: Enabled Version: 7.4.2.2
Time Zone setting for Time based UTC (UTC+0:00)

Rules:

Device Configuration: Import || Export || Downioad
Inventory: View
OnBoarding Method: Registration Key
A o i o = L= 2
N 2o R 842 7.1 AT EY 0] YE|A ol4olM AFRE & UL

Notifications(& &) > Tasks(2 &) H|O|X|2 0|&3t0o LHELHZ |7} RFRE|R=X| QI = JU&Lct
. 1% C}Z Download Export Package(LHELHZ| THZ|X| TR 2 E)E MEAFFLICH

Deploy Q, @i |

&
Deployments Upgrades i Health Tasks
e
20+ total U vweating U runinng U retrnng Al SUCCEsS 0 faul

£ Device Configuration Export

Export file created successfully
Download Export Package

I = General(YEH) YoM Download(CHRZE) HE 2 Z=2IE £ JU&LICH sfo TS 7K

L|CH0dl: DeviceExport-cc3fdc40-f9d7-11ef-bf7f-6c8e2fc106f6.sfo).

utoi= Ct x| & Hu|aefolMdol Zehk|od A& LT
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- IR E|= QlEHo|A
. Qlgtel &gt

- 2teE

- DHCP

- VTEP



D U2 A ool o2 S2s FTDE R CHA| 72 &= /&LICH FTD2| UUIDE 7HK
s LH& 1} Ux|SHoF gFLICt SUS FTDE CHE FMCO| S535t1 sfo WU E 7K E £

2 Z:'ClHO|A A Tas|o|M LHELHZ| & 7K 7]
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-
config/760/management-center-device-config-76/get-started-device-

settings.html#Cisco Task.dita 7ccc8e87-6522-4ba9-bb00-eccc8b72b7c8

2CHAH. EX FTDE &Y AEiZE BHELICT

Devices(C|H}O|A) > Device Management(C|HtO|A £ 2[)E 0|=3+04 FTD HA ¥ & MEiStD
Switch Active Pair(8 4 & ™EHE MEIsLICH

Firewall h-mn:.zgr.-mr.-m Center Overvew Antysts Policics Devices Oojects Integration peploy O, @ £+ @  sdamin e
View By e t Hizbory
MI{4) ®E ) a (o) m Naemal Deployment Pending (2) @ L 7 ®Snon3(a) Search D m
HA (1 F .
bigh Avalabiity i_
FTO Primary, Actue] Firewall 3120 Threat Deferse T42.2 Essentials, 15 (2 mone...
A1t = FTD1(Primary/Standby) 2! FTD(Secondary/Active) &I LIC}.
o @ oo wm

L. Firewall Management Center

FTDH{Secandary, Active] Snom 3

O|M| EcfEl EX/eM FTDO o|al A 2|ElL|Ct.

-


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76/get-started-device-settings.html#Cisco_Task.dita_7ccc8e87-6522-4ba9-bb00-eccc8b72b7c8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76/get-started-device-settings.html#Cisco_Task.dita_7ccc8e87-6522-4ba9-bb00-eccc8b72b7c8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76/get-started-device-settings.html#Cisco_Task.dita_7ccc8e87-6522-4ba9-bb00-eccc8b72b7c8
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FTD2 (Secondary/Acteve)

Devices(C|HFO|A) > Device Management(C|HHO|A EHE2)2 0|5 35t0{ FTD HAE SEHELICEH

=1, Firewall Management Center

Crvorview Anatysis Bolcies Bovices Objects. Inegration
|
View By: | Group
A4 Ermoc(D) @ Waming (0) Offine (0) @ Meemal (8) Depioyment Percing (1) @ Upgrade () @ Snen 3 4)
|
ame f— Versian —
- FIB_HA[H)
. FTO3100HA
g Avalabaty
T Py, Stanctr) e Freveall 3120 Theom Doforce 7422 niA

10.67.184.84
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O| Zo| LIEFELICE. off A%

Confirm Break

Breaking the High Availability pair “FTD3100_HA" will erase all
configuratsn ancapd the Access Control and Flax Canfig policy from

? . standby poer. This operaBon might alsd resiart Snort procesass of primany
and secondary devices, temporarily causing traffe intermaption. Are you
SUne you wani to break the par?

Breaking High Avadabality paa wihen Secondary denncd i85 SElrdse mdry Cise
,ﬂ. gxiended nehyork desruption for NAT traffe. Flenss ansung (9 perform cler
arp on upstieam and doamsiream deaces 1o festore connaectnaty.

Force beaak, if s1andby peer ddis Mol res o

Mo Yo

~

B1:2: 0l AIBIOIATE HA BE Al Snort 10l CHA| AIstEl ol 5 x S0 i Sy
Ol L2 4 SlaLich =2 BlAIXIol 2138 Zix{e], NATE A8 30 =24
sjEle 29 QAER U CHRAEE CIBHO|A0IA ARP HHAIE XISE Zi0| B&LICH

FTD HAZ E2|8t £0o|E FMCO| F 72| 52/ FTD7 Y& LIC}.

AL ag|o|M oM FTD2(ex-Active)= &0 x| #t71 AI|ad|o|ME AMQlstn 04T5]| A
Jgilo|lMe |XIstH EcfEE M2l ot

<tfroot>

FTD3100-4#

show fail over

Failover Off

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1288 maximum

MAC Address Move Notification Interval not set

Ef
St I’“7I



<ffroot>
FTD3100-4#

show interface ip brief

Interface IP-Address 0K? Method Status
Internal-Data0O/1 unassigned YES unset up
Port-channell unassigned YES unset up

Port-channell.200
Port-channell.201

10.0.200.70 YES
10.0.201.70 YES

manual up
manual up

FTD1(ex-Standby)H| M 2& Z4x|380|M0| MHEIR&LICE

<tfroot>

FTD3100-3#

show fail over

Failover Off

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1288 maximum

MAC Address Move Notification Interval not set

<tfroot>

FTD3100-3#

show interface ip brief

Interface IP-Address OK? Method Status
Internal-Data0/1 unassigned YES unset up

Ethernetl/1 unassigned YES unset admin
Ethernetl/2 unassigned YES unset admin
Ethernetl/3 unassigned YES unset admin
Ethernetl/4 unassigned YES unset admin
Ethernetl/5 unassigned YES unset admin
Ethernetl/6 unassigned YES unset admin
Ethernetl/7 unassigned YES unset admin
Ethernetl/8 unassigned YES unset admin
Ethernetl/9 unassigned YES unset admin
Ethernetl/10 unassigned YES unset admin
Ethernetl/11 unassigned YES unset admin
Ethernetl/12 unassigned YES unset admin
Ethernetl/13 unassigned YES unset admin
Ethernetl/14 unassigned YES unset admin

down
down
down
down
down
down
down
down
down
down
down
down
down
down

Protocol
up
up
up
up

Protocol
up
down
down
down
down
down
down
down
down
down
down
down
down
down
down



Ethernetl/15 unassigned YES unset admin down down
Ethernetl/16 unassigned YES unset admin down down

ATHA|. FTD1(0|& 2| 7|&) Hlo|E{ QIE{mHo|A ZZ|

FTD1(ex-Primary)0i| A G|O|E{ 7|0|& & E2I&LICt FTD Zt2| ZERt A E dEfZE SLCH

FTD1 (Ex-Standby)
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— mgmt IP
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w
mgmt IP
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FMC1
(largat)
'@‘— " Traffic
FTD2 (Ex-Active)

5EtA. FTD 2§ M3 LHE LW Z|

System > Tools 2 0|& 5t Import/ExportE =4 g L|Ct.



Configuration
Utsers
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Product Upgrades

Content Updates
m
: Licanses

Smart Licenses

Classic Licenses
Zong

Deploy ©Q, @ £3 @ admin -~ el oo
e

Health Menitaoring

Monitor Audit

Policy Syslog

Events Statistics

Exclude

Monitor Alerts Tools
Backup/Restore
Scheduling

l Import/Export l

Data Purge

ClHfofAof A El e EAME LHE -t ChEnt

OF BfLC.

« ACP(HAIA K|o] Z=H)

« NAT(Network Address Translation) Z3%H
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.;_h FwewaIIMarl'.agerrnenlt Center S——— prp—. PR o Objects np——
5 1 KPOF

~ Access Control Policy
FID2100_ACP

Accoss Control Palicy

¥ Contextual Cross-launch
* Custom Table Wiew

¥ Custom Workflow

* Dashboard

¥ Health Palicy

* INAT Threat Delense
MAT Threat Daflensa

matl
“ Platform Settings Firepower
firepower_test_palicy Piatferm Settings Firepowsr
~ Platform Settings Thieat Datense
E FTD310MD_PS Patform Settings Throat Dalerse
» Report Template
Export
N 21 ol 244 Alols VPN 231 HT| T @0l LR L7} XIEIx| STt ClhtolA 52
% FMC2(CHAf FMC)OIAM VPNE 5202 T Ad5HoF gHiCt.

& 71 AFE Cisco HH1 ID CSCwf05294

Zit= sfo THULICHOH: ObjectExport_20250306082738.sfo)

6t 7|&E/AA FMCO|A FTD1(Ex-Primary)2 & AM/S8 F|A&LICH


https://tools.cisco.com/bugsearch/bug/CSCwf05294

[en .F.'.re‘."a'.'-,ltﬂf.n\arffmfff Center Overdew  Amahsis  Policies  Devicss  Objects  lntegration Depioy O, @ & @ admnv Gk cecue
=l
Migrate | Deployment History
View By: | Group -
ANf4)  ®Emor(0) @ Waming (0} Offiine (0)  ® Normal {4) @ Depioyment Pending (1) ® Upgrade (2) @ Snort 3 (4) Q, Search Device
—
Collapze All Downicad Dovice List Bepost
Namwe Model Version Chassis Licenses Access Control Policy Auto RollBack
~ FTD_HA(2) #:
9 P70 [Snos Firawall 3120 Threat Dafense 74.2.2 Essantals, IPS (2 more..)  FTD3N00. :
10.62.184.84 - Rousod L=z Remore..) ACE L] L&
Packet Tracer
& & Firgwall 3130 Threat Dafense 7422 Manage: Essantials, IPS (2 more..)  FID3100_ACP ) Packet Capture
10.62.184.85 - Routed Revert Upgrade
Health Menitar
> Ungroapad (1) Troutsleshoot Files

C|HFO|A AbK| QL

Confirm Delete

Are you sure you 'want 1o delete the
device, "FTD1"?

FTD1 CLI &2l

<ftroot>
>

show manager s

No managers configured.

>

FTD1 C|H}O|A AbK|| 9]
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FTD (Ex-Standby)

[;.:?;L; )TE| Unregistered

mgmt 1P Device
— mgmt IP 10.62.164.84
— 10 Ei?&iﬂ-ﬂ 121
— by
— \
N,
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At
M,
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L | H&
—L___ga migmt [P Y
| I 10632 148 247 \
| — \
— i
mgmt [P,
FMC1 10.62.184 85,
{targed) HI |
-E'_ | Traffic
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FTD2 (Ex-Activa)

7EHAL FTD E& 24 2% E FMC2(CHA FMC)Z 7S LIC}.

N 23 0| 2MoME THY FTD HA %2 M FMCZ 0HO| 170l 3He 8 e Exxo = o}
SLICH 8, S s HA(0l: ACP, NAT)S Z23H= 0d] %541} Z4%| 2 ot ol 3|olAd5
ol A HAHMO 2 o|fq8t Ater=2 1245 ofF &LCt.
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FMC2(CH4 FMC)oll 22915t 11 5EHA|0ll A LI FTD Policies sfo Z4& & 7FK{SLIC}

Deploy Q @ £ @  admin w0 SECURE
P
cﬂnflﬂu[am Health ml"ll'h:lﬂl‘lﬂ
Users MonItor ALt
Domains Policy Syslog
frost  product Upgrades Events Statistics
TOS! Content Updates Exclude
Hiei Monitor Alerts Tools
irog  Licenses Backup/Restore
s Smart Licenses Scheduling
h Classic Licenses r
Data Purge
ozl d2 = MEH:
i i Ill-ll ¥
Deploy Q @ 4t @  admin~ Il SECURE
I —
Upload Package
g Y2 ghct
[ Firewall Management Center Overview Analysis Palicies Devices Objects
system | Tools / Upload Fackage
Package Name 'I nﬂl-d-n-un
[ I_Iplnnad | LZancei |

Mg 7tMSL




[ - Firewall Management Center

Orverview Analysis Policies Devices Objects Integration
T | System [ Tools / Package Import

~ Access Control Policy
FTD3100_ACP Access Control Policy

' MAT Threat Defense
natl MNAT Theeat Defense

* Platform Settings Threat Defense
FTD3100_PS Patform Seitings Threat Defense

. Import ||| Cancel |

FMC2(CH & FMC)0l A QIE{H| O] & FHA/E O B S W E7hLIct

Orverview Anabynis Polickes Dewices Ojects Integration
ot Resolubor

‘ rh Firewall Management Center
| Import Manifest
Mabwaork and Port objects will ba reused if nams and content matchas with existing objects, in all othar cases objects with duplicate namas am imported as naw objects with & numbar appended to
Ehiy NAMD.

FTDI0_ACP [Access Contiol Polcy]
neat] (NAT Thraat Dalenso)
FTD3100_PS (Platform Somings Theoat Doloenso)

w Imterface Objects

INSIDE_ZONE_3100 (Routed) Security Zones Select.. -
QUTSIDE_ZOME_3100 (Rowtod) b Seciity Zonos Sehect.. -
Import Cancel

FMC1(&4A FMC)UIA ERFME Aot S U 01§ 2 XIFE + J&LICH

Mew Security Zone

Please anlar & name

l CUTEIDE_ZONE_3100

==l - |

Import(Zt X2 7|)& MEHSHH Task(Z)0M &1 MM E FMC2(CHA FMC)E 7t 27| A|&H&FL
Ct.



“ Interface Objects

INSIDE_ZONE_3100 (Routed) » Security Zones INSIDE_ZOMNE_3100 -
OUTSIDE_ZONE_3100 (Routed) » Security Zones QUTSIDE_ZONE_3100 v
Import | Cancel |

—||-° Ol 2|'EE| ANE L—ll-_—l'

& Import

Import FTD3100_ACP (Access Control Policy), FTD3100_PS (Platform Settings Threat Defense), 4s X
nat1 (NAT Threat Defense)
View Report

8EtA|. FTD1(ex-Primary)& FMC20{| 55

FTD1(ex-Primary) CLIZ O|S 304 M Z2|XtE T ELIC.

<#root>

>

configure nmanager add 10.62. 148. 247 ci sco

Manager 10.62.148.247 successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

>

FMC2(CH& FMC) Ul Devices(FMC Ul C|HFO|A) > Device Management(C|HO|A B 2|)2 0[S 5t
1 FTD C|HtO|AE FTHELICH.

Fll'E,‘Wa” Management CE‘I‘[tE‘T Overview  Analysis Policies Devices Objects  Integration Deploy Q ° {:} o admin ~ alials. CURE

cisco o

Migrate Deployment History
View By: Group v
All (0) ® Error (0) ® Warning (0) Offline (0) ® Normal (0) Deployment Pending (0) ® Upgrade (0) Q, Search Device m
—
Collapse All
High Availability
Cluster
MName Model Var... Chassis Licenses ?::"::s . futo Rolll Chassis
Group
Ungrouped (0)

ClHIO|A S&0| AIiE A< ol EME & ZX510{ EXNE HHESIAAI2.
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215540-configure-verify-and-
troubleshoot-firep.html



https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215540-configure-verify-and-troubleshoot-firep.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215540-configure-verify-and-troubleshoot-firep.html

O™ EtAI0|M 7t 2 HM| A Ao HH S gFELICt

Add Device

Select the Provisioning Method:
& Registration Key ! Serial Number

CDO Managed Device

HII:I-EI:T
| 10.62.184.84

Display Name:

FTD1 I

Registration Key:®

Access Contral Palicy:*
| FTD3100_ACP




Smart Licensing

Mote: Al virtual Firewall Theeat Defense devices require a perfonmance ter license.

Make sufe your Smart Licensing account containg the available Boensss you nesd,

I's impoman to choose the ter thal matches the license you have in your sccount.

Click here for information about the Firgwall Threat Defense parformance-tiened ensing.
Until you choose a ter, your Firewall Threat Defense virual defaults to the FTDwS0 selection,

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Sedect a recommended Tier v

Carrier _
Mahware Defense |

P
URL

Advanced
Unbguee AT 10:+

Transier Packats




FTD1 (Ex-Standby)

o pouans
(SOUrce)

mt IP
:l gt IP G2 184 84
i 062184 121
=
—
Repatiation  Naw Registration

Hrgnraton
'_"I I
— mgml IP
‘E 10,62 148247
c—
—
FMCA
{target)
=) Traffic
—

FTD2 (Ex-Actve)

QA FTD C|HtO|A ZAX|T R0l ZHA|E FMC2(CH4 FMC)E 7HA{ S LCt

FMC2(CH& FMC)oil 22215t 1 Devices(C|HFO|A) > Device Management(C|HIO|A #E2()2 0|S
5to4 O|T EtAH0IA SE5 FTD C|HIO|AE £ §hLCt

Device(CIHIO|A) RIS 2 0|53t 2EHA| A LHE ! FTD Policies(FTD &) sfo ZHA|E 7t SL
Ct.



) Frowall Management Coner s pmare ks o
——
FTD1
Cizco Secure Firewall 3120 Threat Defense
Device Interfaces Inling Sets Reousting DHCP VTEP
General Fry Licens:
Name: FTDN Esaentis
Transfer Packets: Yes Export-
Troubleshool: Logs || cu [LELETETE
Mode: Routed IP5:
Compliance Mode: Mane Carmier:
Performance Profile: Diefault LIRL:
TLS Crypto Acceleration; Enabled Secure
Secure
Device Configuration: irpon | Expert | | Downiosd Securs
OnBoarding Method: Registration Key

N 2o 7EH0IH g M 'b'(M 2 HH)2 0|SE B2 Mz dJE HAE oto|asolME H
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Device Configuration Import

This will replace current device configuration with new
configuration from mported fle. Do you want 1o continue ?

FMC Z40| A|ZHEIL|C},



Dewnce Conlguration Impson

Device configurations
Wieww Import RL'_:IIG”:

imported successfully
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<#root>

FTD3100-3#

show asp rul e-engi ne

Rule compilation Status:

Conpl et ed
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FII'EWEI“ Nllanagement Center Overview  Analysis Policies Devices Objects  Integration Deploy Q @ So N | admin v cfllh coe | RE
tfanm
Object Management
Platform Settings Device Type Status
FTD3100_PS Threat Defense Bﬂﬁzﬁpgazed::jflﬁzrgelzd dewvices Eh 4 i

gE 82 S 7txqet ClHto| Ao g E ot x| S =3
NAT7} M E B2 NAT HEE 71X{e} C|HIO|A 0| EESHX|EH 21FE EF SQLIC
FIFBW8|\| Managemem Center Cverview  Analysis  Policies  Devices  Objects  Integration  Deploy Q) @ Fo N 7] admin « " SECURE
JAT
—
NAT Policy Device Type Status
nat1 Threat Defense Targeting 1 devices u
Out-of-date on 1 targeted devices % E 4 | |
ojod= O .I | | | 2 = | I.
HOot ¥d2 ClEH o|A0 MEELICH
i FlrewaI].M?n:aE‘?meP[_ Qenter Ovarview Analysis Policies Devices Objects Integration Deploy (P o @ eemin v MRl crcuRE
FTD1 =1
Cisco Secure Firewall 3120 Threat Defense
Device imerfaces inling Sets Routing DHCP VTEP
Vinual Tunnels @, Search by name Sync Device Add Irterfaces
imerface Logical Name Type Security Zones MAC Address (Active{Standby) iP Address Path Monitoring Virtual Router

Ethérnit 5 Physical

@ Ethomat & Physical

(B Ethemat 7 Piysical

& ervemen B Physical

@ Ethemet j3 Pysical

[#etremot1 o Pyysical

[# ethematt 11 Prysical

[@Etramatt 12 Physical

[@etremet 13 Physical

[ Enemett 18 Physical

[ emement 15 Physical

[Hetremat1 N6 Physical

T Poet-channell EtherChannel
I Port-channell 200 INSIDE Subinterface | INSIDE_ZONE_3100
[ Port-channell 201 OUTSIDE Sublnterface | OUTSIDE_ZONE_3100

Disatded

Disabied

Disabled

Desatied

Desabied

Disabéed

Disabéed

Desabied
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Desabdad
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Firewall Management Center

i

i Cverview Anatysis Policies Devices Oujects Integration Depioy O @ 3 @ adminv

FTD1 =3

Cisco Sacure Firewsdl 3120 Threat Defense

Deirvies IFASEEs Inilie Sats Rouling DHCP VTEP

t A Route

Manage Virtual Routers

Glotal v Metwork Interface ;‘;t'\‘,'l:‘l‘,'_" fram Wirtual Gateway Tunneled Matric Tracked

¥ IPv4 Routes
any-invd DUTSIDE Giobal 10,0200 .60 talse L s u

T IPvG Routes

N &1 ol A= o2 nto|TBEloIME £ Qs TR0l VPN)S TAIE mjULICH

Analysis B o T
Create Mew VPN Topology (7]
Tepology Namea:* wed: 9
YPN3T100
») Policy Based (Crypto Map) Route Based (VTI)
Matwork Topology:
Point to Point  [[3=365 0 kbl ] Full Mesh
IKE Viersion:® IKEw1 IKEw2
Endpoints IKE IPsec  Advanced
———
dochs A -+
Do e Mo VPN Interface Protected Networks
FTD FTD OUTSIDE (1000.301.70) et _10.0.200.0 s u
PMode [ i
Dric s Mo VPN Interface Profected Nebworks
Extramat Remota_FW 10,0, 301,50 e _ 10.0.102.0 . i
« i Ensure the protected networks are allowed by access control policy of each device.
R . 7 L o
~ &1 oto|elo|ME FTDOI CH4& FMCEZ T 00|22l 0|MEl S2S VPN Z|o{7t /= B &
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FTD1 (Ex-Standby)

mt IP
— mgmt 1P 62,184 84
e 062184121
—
Regawatios  Naw Registration
Fiegisiration
— mgmt 1P
10,62 148 247
—J
FMCA
(target)
———
FTDZ2 (Ex-Active)




FTD1

=

FMC? Traffic
(SOurca) ¥
mit IP
mgmt IP 62184 84
10.62 184 121
| —
— Fagiadion
Regisiration
mgmt IP
10.62.148.247

FMC1
(target)

Sl VPNOI r | AMEl= S 04| 7HX| AFEHO| B A8E £ QiaLCt,
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QE.':

ARP IHZ!2 &35t 0 FTD CLI BB 2 AFE 35104 Q1% C|HIO|A S| ARP FHA|E HOI0|E

<#root>
FTD3100-3#
debug nenu ipaddrutl 5 10.0.200.70

Gratuitous ARP sent for 10.0.200.70

M2 gr=sfor HLIC makA Wateo] 2R3 R PO of
OIH Cluko|A0| ARP FHAIRH K| £ Z00| o #HE 4 l&Lict.

13EHA|. & | FTDE FMC2(CH4 FMC)Z 0to|z22|o|M

OFX|S} S22 HA WS £&shs ZLICt |2 8184 X FMC1(A A FMC)0IA FTD2E At
X5t 0|8 FMC2(CHA FMC)oll S=8H{ok &L},



FMCA

FTD1

mgrmt 1P
10,62 184,121

FMC1
(target)

mgml [P
10,62 148.247

mgmit P
10.62. 1584,

FTDZ

.491-




FTDn

EMCA E;mtm

(source) .
it 1P

= mgmt IP 62,184 84
— 1062 184 121

—

—] .

—_————————
f— mgmt IP
1062 148 247
—
:I R
mafrl IP

FMC1

U 124 85
(target) mq\
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FTD2

FTD20{ @ZEl VPN Zix|1eio|M0o| = B2 FTDE A5t 7| ol Txq o|& ~|7{&fi ok & LICt.
O|f EPE 32 O FAFEF HIAIX|7F £ | L—|EP.




Ermror

The Device 'FTD2® cannot be deleted
Because the folowing VAN
Configuration{s) refer this device.
Site to Site : VPN3100

Please edit/remove the VPN
canfiguration(s) to delete the device.

CLI &2l

<tfroot>
>

show nanagers

No managers configured.

FTD Zm|a2fo[ME Che FMCOll S5st7| ™ol 25 AfXstE 2ol £
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<ffroot>
>

configure firewall transparent

=l jni

<{froot>
>

configure firewall routed

O™ CHS FMC2(CH& FMC)ol| S S & LCt.

<#froot>
>

configure manager add 10. 62. 148. 247 ci sco

Manager 10.62.148.247 successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.
>



Add Device )

Select the Provisioning Method:
@ Registration Key () Serial Number

| CDO Managed Device

Host:t

10.62.184.85

Display Name:
FTD2

Registration Key:*

Group:
Mone v |

Access Control Palicy:*
| FTD3100_ACP v

Smart Licensing

MNote: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDvED selection.

Performance Tier {only for Firewall Threat Defense virtual 7.0 and above);
Select a recommended Tier L4
| Carrier
Malware Defense
IPS
URL
Advanced
Unigue NAT ID:t

Transfer Packets

Cancel ]
ZAxt:
=]\ Flre.waIlIﬂManEge:nfntCenter ” PO o foe O P n—
. —
Migrate | Depioymaent Histany
MewBy: | Geoup
A(Z)  SCree(1)  ®Waming (0} Ofine (0] @ Mormal{1)  © Deployment Perding (0} ® Upgrade (2] @ Snort 3 (3) 1, Seseeh Device m
e
[eedtagse A Dowmioed Devace Lot Aeoen
e Mhadel Version Chasais Licerses Accass Control Pobcy sty oo b
v Ungrouped (2]
- T:.? .m’ Routed Pl 3120 Thiost Duliieid 1422 Manags Essartiats, IP5 (2 mose..) FID100_ACH ) e
0“‘” Snon 3 Fiteall 3120 Thisat Dol 1422 Essantisly, PS (2 ... FTDA100_A 3 )
10,62.184.85 - Fouted s Manage LIPS (2 mase..) D3100_ACH ] F

14CHA|. FTD HA CHA| 74

1 o] HUHA 2 HU) = Mw Sof| =iatof gLICt HA ©4 &0 Ho|&f 2IE{m|ofA 7}
o= by

( ol
= ¥ 18 SoF EciE STo| ZrdgtLct

CH4F FMCO M Devices(C|HFO|£) > Device Management(C|HHO|A 2 2]) & Add(F 7} > High
Availability(ZL 7} )2 O|SELICt.
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Add High Availability Pair

Name:*

FTD3100_HA

Device Type:

r Firewall Threat Defense

Primary Peer:
| FTD1

Secondary Peer:

FTD2

i Threat Defense High Availability pair will have primary
configuration. Licenses from primary peer will be
converted to their high availability versions and applied
on both peers.

oo

PLEZE[E QEmolA, CHZ| IP, 7HY MAC F4 §2 X E e HA dH e T e LCh.

FTD1 CLIO|A =2l

<ttroot>
FTD3100-3#

show failover | include host

This host: Primary - Active
Other host: Secondary - Standby Ready

FTD2 CLIOIA{ & Ql:



<ffroot>
FTD3100-3#

show fail over |

i ncl ude host

This host: Secondary - Standby Ready
Other host: Primary - Active

FMC Ul Eel:

~ Firewall Management Center

View By Group v
AlZ)  ®Emor (0] & Warning (0} OfMine (0]
s A

Name

 Ungrouped (1)

5 FTDI100_HA
High Avaslabsdity

Owenview

FTD1(Primary, Active) Snort 3

10.62.184.84

FTD2{Secondary, Standby) Snort 3
10.62.184.85

Anabysis

® Narmal (2)

Policies Devices
Depoyment Pending (0)
Model

Firgwall 3120 Theoat Deforae

Firgwall 3120 Theoat Daforae

Oibjects Integration
® Upgrade (2] @ Snort 3(2)
Version Chassis
7422 ot
7422 NiA

Depioy QO @ & @

Licenses Access Gontrol Policy  Auto ReSBack
Essentials, IPF (2 more..)  FTDE
Esseniials, IP5 (2 more...]  FID3100_ACH

OrX|2fS 2, FTD2 C|HFO|A O] Ci|O|E] QIE{H|O|AE CFHA| A|ZFEFLILCE.

admin ~

[
eies SECURE

Migrate | Deployment

0, Search Device




FTD1 (PrmanyActiva)
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el
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76/get-started-device-settings.html#Cisco_Task.dita_7ccc8e87-6522-4ba9-bb00-eccc8b72b7c8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76/high-availability.html#task_686C71A99B5C4CA18FC6681F83B23F45
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html
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