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FMC and FTD Platforms: All Mot supported
FMC on 7.7.0 Yes ASACLI9.231 Mo
FMC REST API Yes
FTD Supported Versions 7.7.0 only ASDM 7.23.1 Mo
.:'mm.!f.r version FMC on £ 7.0 can manage i 5 .2)
Snort Support Snort 3 CSM 4.30 Mo
(Snart 3 i the only Snof vermon supposed in 7.7) Sn Drt 2 [onby for dewicas on

72% TEX)

FDM on 7.7.0 Mo
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Licenses Required

Platforms
FTD

Mo licensing requirements for this
feature.

Works in Evaluation Mode Yes
IP Addressing IPvd

IPv6
Multi-instances supparted? Yes
Supported with HA'd devices Yes
Supported with clustered devices? Yes

Other (only routed mode | transparent mode), etc.

Mo Special Motes

Internet access for the RADKIt cloud enroliment required

Access to prod._radkit-cloud.cisco.com
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Home

Caodse Enable the RADKIt service

The RADWI service must ba enabled for remote diagnostics. Use tha button on tha top-right comar 1o enable this senice,

RADKit AMH|A A|Zf
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Starting the RADKit service

RADKit MH|A AME
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RADKIt Service Enrollment

The RADHIL service is enabled. To make the

Overviow

nl
Analysis

o,

Policies

Devices

Objosts

- 3

Intogration

@D Disabie the RADKI service

service functional, enrol using S50

on: 1610

CtZ EAH= "Enroll with SSO(SSOE &

Ct.

SSO S5 - O|HY F4 ¥

= —

SE ZapAc
A =]
[ — |

L|C}.

||| ||| Fln- wall M.-m.-:m—mpnt Center

1/ Remote Diagnostics

| 124 = RADKit 22t E SE0i CHEt AFEXF O|HIY T4

2) HEZ Z22/5t0 RADKit 222

£of S5t AL

M
°
1
Q'I_l
mr
»
|0
Hu
4

o @

~ Remote Diagnostics

Enrollment Using Single Sign-On

Ovorview

@D Disable the RADKIR service

.l lumpm:ucnm

Analysis

Sancel m

@,

Policies

=

Devices

Objects

F

Intagration

on: 1610

SSOo| S5 - Het oI ™ =+

T

M EeteX B(Es BEeteM -

2

Mol w2t F)ol LEILICH Accept(2) HES =& LICH



F‘ Ciscd RADKit Access

Do you accept this authorization request?
Erwvironment: PROD

Endpoint IP Address:  192.8.2.66

Endpoint Hostname:  192.8.2.66

This page means that a RADKIL instance is attempling to connect 1o the RADKE Clowd
with your S50 credentials.

I you dlief no intiate this request, please ciok Dany™ now. If you ane canan that
this request is legitimate, chck “Accept”

If you suspect that an Segitmale SESSIon may Nave Deen granted acoess in the past,

chick the "Log owt all sessions” bution below to immeadiately log out all RADER 550 sessions
associated with your user ID. This wilf not log out your S50 sessions in other applications.
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= Cisco RADKit Access
Authentication result: Success
You may now close this window and return o your application.

If you suspect that an dlegitimata session may have been granted acoess now o in the past,
click the button below 10 immediately log out all RADER S50 sessions associated with
your user 1D, This wal nal log out your S50 $essions in olher ZpPECANoNS.

Log out all sessicns
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CtZ EAH = "Create New Authorization(M Tet £0{ 44)" HES 250 HE F0iE HH5t=
ALt

~ Remote Diagnostics o @D 0isatiz the RADKI service
[Hﬁu

‘Current Authorizations Device Sudo Access Kit Service anrcllad with the identity Biji-Zrxg-3gkt @]

Autherizations List

I|I Typa to search Total suthorizations © | Active @ | mactive O

Objests

There are no suthedizations.
5

Integration Create Now Authorization 1o got started,

RADKR Service Version: 1610
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Create New Authorization

° Setup Authorization

You can authorize a support engineer 10 access the management center and its managed network dovices for troubleshacting, You can determing the
devices that can be accessed and the acoess schedule. You can revoke the authorization any time before il expires. Ay 0NG0ING SUPPOIL Session
associated with the authorization will be instantly when the pires or when access Is revoked,

Setup Autharization

Let's start to create authorization by entering the suppodt engineers email address.

Support Engineer Enail Address *
[ usergeisco.com ]
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« 2B 2E ClHIO|A == S ClHIO|A 9| BlC|Q HES MEFLICH S ClHlo|A 9| &
2 FMC LWE = FTDE MEIE &= Ql&LICt Device Sudo Access(C|HFO|A Sudo HAMA) &Y
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Create New Authorization

(I setup Authorization © oovice selection

Device Selection
Specify the devices that the support engineer can access.

(®) Grant sccess 1o ol deviees () Gerant secess o specilic deviees

2 B 1 agre0 o pravide access to al devices

| A Beware Some of the devices may have sudo access,
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Create New Authorization

(3) sowp Authorization ——— (2} Devico [:]

Schedule the Access

With due consideration on the network impact, choose B suitable schedule for the support engineer to access the management center and its natwork fior
troubleshooting.

@ Now O Grant perpetual access until revoked

Duration *

)= -]

Time presets: 1 hewr, & hours, 12 hours, 1 day, 1 week

M HEh £0{ 29f BHE 7|

Obx|8f EFAlE HE R0 2ofULICH 047|M MERtE 7S AES T +TE &+ J&LICH

4

Create New Authorization

(7) Sotup Authorization ——— () Dovice Seleeti @ s © summary

Summary
Review your cholces. If satisfied, click the Create button. To modify your entries, click the corresponding Edit lcon.

Setup Authorization

Suppart Enginger Emall Address; usergclsco.com
Device Selection 7

Grant acess to all devices

Schedube the Access &

Sehedule for: New

Duration: 1 day
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Create New Authorization

© Done! Authorization is created

Using the Copy ican, copy the foliowing information and share it with the support angineor. All activity duing the remote session will be recorded; logs can
b viewad in the provieus sessions section.

dregrea@cisco.com is scheduled to sign in 1o Secure Firewall Management Conter on 19/08/2024, 17:58:48, for 1 day.

RADKE service I0: Bkji-znxg-3gkt (7

@ This service |0 is displayed an the tep-right comer of this pags,

What's next

Create Another Authorization

- XN QB S=0| FHAY Q1B Holl Al Lt
« Actions(Ef ) (T 2 2% )= Revoke access(HM A F|A) L Edit authorization(T 8 £ 04
)Lt
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il Firewall Mana
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Y Remote Diagnostics @D Disabie the FADKI service
b Current Authorizations  Device Sudo Access RADKIE Service enrclled with the identity Bijl-znng-3gkt (7
5=
& w l.lmhorinllam List I Create Hew Authorization
ul [Q!ypo‘.osearcn Total authosizations 1 | Active 1 | inactive 0
Analysis
-}
Emaill Authorization Status DBuration Time Left
Policies
usergicisco.com @ Active 1 day 23 hours 58 minutes
| Devices
-
a
Objests
-3
Integration

RADKR Service Version: 1810

C|HFO|A Sudo HMA S5

« Sudo YMA MX0| = CIHIO|A S| 552 Device Sudo Access(C|HFO|A Sudo A4 ) &
o E A|IEIL|C}.
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@D Disatie the RADKI service

- Remote Diagnostics

b Current Authorizations RADKIt Service enrolled with the identity Biji-znxg-3gkt [
L]
& w DBevice Sudo Access hie [ o |
ul [QT,-oe'.osearch ] Total devices 3 | Access Enabled 0 szt Disatled 8
Analysis
L}
[[] Device Mame = Profile Name Sudo Status
Policies
[ rza60000 1 Users D Disabied
- 172160002 1 Users Disabied
s 0 a»
(] Firewall Management Carter 1 Users I Dissbied
LY
a
Objests
5
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Device Sudo Access

Enabie sutdo access for all devices?

X[ Sudo AMA ALE

« C|HtO|AO1 CHEF sudo AMAE E-GEst7HLE HIE H3HEH & T 0|X| 2 E % 2| Sudo Status

Yol Yolo|EFLICH.
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Overview
ul 0, Typa t 3
Analys 4
B opevice Name = Profile Name Sude Status.
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172160000 1 Users @D Enavied
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FMC REST API

RADKIit A{H|A REST API

RADKit Serviceol A 4443 & 217| 5ol x|®ist7| Slai CHE T 22 A2 2 URLO| E US|
=3

« 7t 27|: /api/fmc_troubleshoot/v1/domain/{domainUUID}/radkit /services
- FMCOIlM 2 & RADKit MH|A H|O|E{E ZHAghL|Ct

« 7t 7|: /api/fmc_troubleshoot/v1/domain/{domainUUID}/radkit/services/{id}
- X|EE IDAIA RADKit MH|A CIO|E{&E 7K 7Lt 7FR{ S LICH

* POST: /api/fmc_troubleshoot/v1/domain/{domainUUID}/radkit/services
- FMCOll M RADKit AH|AE dFELICHAH|A & d3/HIE E3t).



RADKit AMH|A &

RADKit AMH|A ZE2 Ct=S1p Z00| £+ EL|C.

"type": "RADKitService",
"1d"; "DummyContainerld",
"status": "RUNNING",
"iskEnrolled™: true,
"serviceld": "8kj1-znxg-3gkt",
"wversion™: "1.6.10"

Cisco X|®: RADKit 22I0|ME Al

K¢ &: RADKit 22 0|HE M %]

« FMC/FTDO{| M| A St24d24 RADKit 22+0|HE7F A&x||o] Qlo{ofF &FL|Ct.
- Z2+0|AE = Windows, Mac % Linux & &AM 2F &S & L|Ct.
« X|oM= o] AFERAtL| 0421 C|HtO|A 0] HAM[AE = & LICt Zf RADKIt HEh F0{0i=
REA| "QIHIE 2|"7} Ql& LCt.
- K| 2tE ZF ALKl C|H}o|A 9IHIE 2|of| CHSH RADKIt AMH|A ID7F Z8tL|Ct.
- Er QIHIE 2|o| AR, HM|A FHEF F04 Al AL X7 X[ T CHE RADKIit 22+H0[HE
oM FMC 2! i 2| FTDO| 25 HAMAE = U&LICH
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RADKit 22}0|21E £ https://radkit.cisco.com/downloads/release/0l 22 Mx|$t OIS HAS
Ar&3tod B0l M A[ZHE == U &LICEH radkit 2E2+H0|E

Windows, MacOS ! Linux& Mx| T2 IS AL = U&LICH

9. BB6T IHFH i t @ enticati set, ‘<this object>.authenticate()" to set aurhcntluatlnn,

Example usage:
client = sso_login(
client = certificate_login(
client
sarvice

g
client.grant_service_otp()

»»» client = sso_login( )
A browser window was opened to continue the authentication process. Please follow the instructions there.
Authentication result received.

ice( )
INFO | internal | Connecting to forwarder [forwarder_base_url="ws prod.radkit-cloud.cisco.com/forwarder-4/' uri='wss://prod.radki
rder—4/websocket/ ']
al | Connection to forwarder successful [forwarder_base_url='wss://prod.radkit-cloud.cisco.com/forwarder—4/' uri='wss:/
[forwarder-4,/websocket/']
INFO | internal | Forwarder client created. [forwarder_base_ur ‘prod.radkit-cloud.c m/forwarder-a/"]
INFO | ]ntrrnal | Connecting to forwarder [forwarder_base_ur /prod. radkit-cloud. 0. com/ forwarder-1/"' uri='wss://prod.ra
.com/forward
INFO | inter L 1 to forwarder succ ful [forwarde s@_| //prod.radkit-cloud.cisco.com/forwarder-1/
loud.cisco.com/forwarder-1/websocket/']
INFO | internal | Forwarder client created. [forwarder_base_url='wss://prod.radkit-cloud.cisco.com/forwarder-1/"']

vice.inventor

host

127.8.8.3 als als : als 1?2 16.8.188

127.8.8. a se als 5e 172.16.0.182

127.8.8. H 1 alse False alse False firepower
Untuuched inventory from service 8kji-znxg-3gkt.
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Z 3 E RADKit 220|HE AT BIAKCHS MM ME AE.

RADKit 2cl0|21E 2190l W&

« FMCOI|A TEt 204 Foi| AFSXF7F 245 O|HIY FAE AFSELICH

- RADKit 22t0|ME7 21216t X|HE MH|A ID BEof 23Z g LICt. 0] ool M 8abe-
znxg-3abc2| RADKIt MH|A IDE FMCOHIAM &3ted zt2|Rtof| A EA|IEl= ZWot L x|S0k &L
Ct.

<ffroot>

>>>

client = sso_l ogi n("user @i sco.comnt')

A browser window was opened to continue the authentication process.

Pl ease follow the instructions there.

Aut henti cation result received.


https://radkit.cisco.com/downloads/release/

>>>

service = client.service("8abc-znxg-3abhc")

15:09:03.639Z INFO | internal | Connection to forwarder successful [forwarder_base_url="wss://prod.rad
15:09:03.727Z INFO | internal | Forwarder client created. [forwarder_base_url="'wss://prod.radkit-cloud
15:09:04.244Z INFO | internal | Connection to forwarder successful [forwarder_base_url="wss://prod.rad
15:09:04.332Z INFO | internal | Forwarder client created. [forwarder_base_url="'wss://prod.radkit-cloud

RADKit 22}0|91E MH|A OIHIE 2| &

474 AL AH(Cisco TAC ARILIOY)0I7 AMIA HBHO| ROIE QIME D S22 EAISHE BY

<#root>

>>>

service.inventory

<radkit_client.sync.device.DeviceDict object at 0x1154969a0>

name host device_type Terminal Netconf SNMP Swagger HTTP de
172-16-0-100-1724078669 127.0.0.3 FTD True False False False False 17
172-16-0-102-1724078669 127.0.0.2 FTD True False False False False 17
firepower-1724078669 127.0.0.1 FMC True False False False False fi

Untouched inventory from service 8kji-znxg-3gkt.

QIHE 2|o| C|Hfo|A0f CHE filter BEO| U&LICHCHS
A2to| QIERHE|E MM E AIRTELICHCHS Mol B).

RADKit 2CI0|HE: & x| HEE

HE 2lol M ClHFO| A& HE”sHT] f/8t F3:

<#root>
>>>
ftds = service.inventory.filter(attr="nane', pattern='172-16-0")

>>>

ftds

<radkit_cTlient.sync.device.DeviceDict object at 0x111a93130>
name host device_type Terminal Netconf SNMP Swagger HTTP description failed



172-16-0-100-1724078669 127.0.0.3 FTD True False False False False 172.16.0.100 False
172-16-0-102-1724078669 127.0.0.2 FTD True False False False False 172.16.0.102 False
2 device(s) from service 8kji-znxg-3gkt.

RADKit 22t0|E & x| QIE{E|E M|MH HHE
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<tfroot>
>>>

service.inventory["firepower-1724078669"].interactive()

08:56:10.829Z INFO | internal | Starting interactive session (will be closed when detached)
08:56:11.253Z INFO | internal | Session log initialized [filepath='/Users/use/.radkit/session_logs/clie

Attaching to firepower-1724078669 ...

Type: ~. to terminate.

~? for other shortcuts.

When using nested SSH sessions, add an extra ~ per Tlevel of nesting.

Warning: all sessions are logged. Never type passwords or other secrets, except at an echo-Tless passwor
Copyright 2004-2024, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.

A11 other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v82.17.0 (build 170)
Cisco Secure Firewall Management Center for VMware v7.7.0 (build 1376)
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<{froot>
>>>

result = ftds.exec(['show version', 'show interface'])

>>>
>>>

resul t.status



<RequestStatus.SUCCESS: 'SUCCESS'>

>>>
>>>

result.resul t['172-16-0-100-1724078669' ][' show version'].data | print

> show version

——————————————————— [ firepower ]--------——-—-—-———————-

Model : Cisco Secure Firewall Threat Defense for VMware (75) Version 7.7.0 (Build 1376)
UUID : 989b0f82-5e2c-11ef-838b-b695bab4lffa

LSP version : Tsp-rel-20240815-1151

VDB version : 392
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/var/lib/radkit/session_logs/service
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"Connect to localhost:2080 [localhost/127.0.0.1](localhost/127.0.0.10{| 231 Z2 @7 7| LMt
X}

Z3<: Connection refused (Connection refused)", FMC SSH MM 0{| A auth-daemon& CHA| A|Zt5H
HAAR.

<#root>

root@firepower:~$

sudo pntool restartbyid auth-daenon

Error

Connect to localhost:2080 [localhost/127.0.01] failed: Connection refused
[Connection refused)

BB HEZ|

0| 7|50l ciet RElHER| £230] F7HEI&LICEH

"remoteDiagnostics" : {
"isRemoteDiagnosticsEnabled": 0 // 0 = false , 1 = true
}
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Firewall Management Center

Devices | Troubleshoot / Remote Diagnostics

2 Remote Diagnostics @D Disable the RADKit service
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RADKit Service Enrollment

The RADKIt service is enabled. To make the service functional, enred using S50,
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RADKIt Service Version: 1.6.12
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/770/management-center-admin-77/health-troubleshoot.html#Cisco_Concept.dita_224b9660-4bcc-4290-b228-1c36f4652011
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/770/management-center-admin-77/health-troubleshoot.html#Cisco_Concept.dita_224b9660-4bcc-4290-b228-1c36f4652011
https://radkit.cisco.com/
https://radkit.cisco.com/docs/index.html
https://radkit.cisco.com/downloads/release/
https://github.com/Cisco-RADKit/Intro

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



